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EFFICIENT DELIVERY OF REAL-TIME
SYNCHRONOUS SERVICES OVER A
WIRELESS NETWORK

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part of U.S. patent
application Ser. No. 14/018,055, filed Sep. 4, 2013, which is
a continuation-in-part of U.S. patent application Ser. No.
13/945,273, filed Jul. 18, 2013, which is a continuation-in-
part of U.S. patent application Ser. No. 13/916,338 filed Jun.
12,2013, which is a continuation-in-part of U.S. patent appli-
cation Ser. No. 13/860,711 filed Apr. 11, 2013, which is a
continuation-in-part of U.S. patent application Ser. No.
13/755,808 filed Jan. 31, 2013, which is a continuation-in-
part application of U.S. patent application Ser. No. 13/667,
424, filed Nov. 2, 2012, which claims the benefit of U.S.
provisional patent application 61/659,174, filed Jun. 13,
2012.

All of these applications are incorporated herein by refer-
ence in their entirety.

BACKGROUND

This disclosure relates to broadband networks, and more
specifically to methods and systems for increasing bandwidth
in a large area broadband network.

DESCRIPTION OF RELATED ART

Wireless networks are deployed ubiquitously across the
globe, with each new standardized air interface supplying
ever-higher data rates to users. However, the popularity of
data applications, and especially of video applications, is
becoming so great that even the high data rates and increased
capacity offered by 3G and 4G networks do not meet the
current and expected demands for bandwidth. Several factors
combine to make it difficult to meet these user demands. One
is the air interface itself. New standards such as 3GPP (Third
Generation Partnership Project) LTE (Long Term Evolution),
offer the possibility of providing user data rates of up to 10
Mbps, 20 Mbps, or even higher. However, because of the way
users are generally distributed across the coverage area of a
transmitting Cell, an average Cell throughput of around 13
Mbps may be expected. This is not enough to supply video
services to more than a handful of users. Hence, it is necessary
to improve the utilization of the LTE air interface. Further-
more, inter-cell interference caused by the overlap of RF
signals between transmitting Cells reduces the data rates and
capacities that may be provided to users who are located in the
boundaries between Cells. Any method of reducing, or elimi-
nating, this inter-cell interference will improve the system
capacity and throughput, and offer improved quality of ser-
viceto these users. Another factor is the over-utilization of the
back haul facility that connects an LTE Base Station (eNB) to
the Enhanced Packet Core (EPC) network. Facilities that
operate at one Gbps may not be deployed to reach all base
stations, and hence, a moderate number of users of video
applications may easily use so much back haul bandwidth
that other services cannot be provided to the remaining users.
Another factor is the way in which servers are deployed to
bring services to wireless users. These servers are external to
the wireless network, and may be located at great distances
from the user access point in the wireless network. Long
packet transit delays (latency) between the service program
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that runs on the server and the user access point in the wireless
network may result in a poor user experience in using the
service.

The US Government needs to take advantage of the
plethora of new user devices being produced to run on new
wireless networks like LTE. It is becoming less attractive for
the Government to use proprietary systems for their wireless
communications needs. The expense involved in acquiring
new spectrum, and the coincidence of needs of US Govern-
ment users and of general users, suggest that a standard LTE
network be used concurrently by both types of users. In this
shared system, during an emergency, it is necessary for the
Government to be able to implement prioritized access for
authorized government use of the network, or of a part of the
network, necessarily excluding use for non-government pur-
poses when capacity is exhausted. This behavior may not be
available in today’s wireless networks to the degree required
by the government. Furthermore, government and commer-
cial applications are more and more using sensors of all types
to gather information. A wireless network that has the ability
to acquire, process, store, and redistribute the sensor data
efficiently and quickly is not available. Also, during military
operations, or during emergencies, the ad hoc deployment of
an LTE wireless network may be the best way to provide
wireless service to emergency responders, to US armed
forces, or to the general public. An ad hoc network may use
airborne base stations that are deployed above the disaster
area, or area of operation. In the case of an airborne ad hoc
network deployment (or of other deployments involving
mobile base stations), the network must be kept running as the
airborne, or mobile, base stations need to be taken out of
service because of low fuel or power, or because of loss of the
airborne, or mobile, vehicle.

SUMMARY

The present disclosure describes a system and method for
providing a Real-Time Event service to a plurality of mobile
transceiver devices within a wireless network. A Real-Time
Event service is a service that delivers the same information
content (e.g., video and audio) concurrently to multiple users.
An example includes the delivery of the State of the Union
Address. The event does not have to occur in real time; deliv-
ery of pre-recorded TV programs to users who see and hear
the same content at the same time constitutes another example
of'this type of service. The traditional wireless network archi-
tecture is limited in its ability to support this type of service.
One example using the traditional wireless network architec-
ture requires a separate connection per user at the service-
providing server node. Thus, support for 60,000 users (e.g.,
100 users accessing the LTE Wireless Network at each of 600
cellular wireless RF base stations) requires 60,000 socket
connections at the service-providing server node, and an
aggregate data transmission rate of around 30 Gbps by that
server node. Furthermore, the Gbps video and audio data
transmission rate must pass through the long-haul network
(e.g., the Internet) between the server node and the packet
data network gateway (PGW) node at the edge of the LTE
wireless network, and then through the PGW element to the
serving gateway (SGW) elements within the LTE Wireless
Network. Around 50 Mbps utilization of the back haul inter-
face between each cellular wireless RF base station and the
associated SGW element(s) is required to support the 100
users at each cellular wireless RF base station. Finally, this 50
Mbps rate has to be transmitted by each cellular wireless RF
base station over its LTE air interface to deliver the packets to
the user devices.
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Hence, the issues with current wireless network architec-
ture in delivering real-time services to users include the num-
ber of user connections required at the server node, the trans-
mission rate required at the server node and also through the
PGW element, the transmission rate required through the
SGW element(s), the utilization of the back haul interface
between the cellular wireless RF base stations and the SGW
elements, and the delivery of high data transmission rates
over the LTE air interface to a relatively large number of users
who access the LTE Wireless Network through each cellular
wireless RF base station.

To reduce the connection and transmission loads at the
service-providing server node, a multiplicity of servers may
be employed, but the economics of delivering the real-time
service then suffers. The same node replication technique
may not be economical to employ for the PGW elements.
While the transmission of 50 Mbps over the LTE air interface
may be resolved by employing the Agile Beam Forming
technique disclosed herein, it may not be economical to
deploy high bandwidth back haul transmission facilities to
each cellular wireless RF base station in the LTE wireless
network, and hence, the user experience suffers, depending
on the back haul facilities deployed at the cellular wireless RF
base station where a particular user accesses the LTE net-
work.

Embodiments of the present disclosure pertain to imple-
menting an architecture system within an LTE Wireless Net-
work to support delivery of Real-Time services to a multi-
plicity of users.

In embodiments, a distributed Publish/Subscribe (P/S)
Broker communications architecture may be deployed across
the set of Optimization Servers that are integrated into the
LTE Wireless Network, and also on any other servers that may
be deployed elsewhere throughout the Internet, or in any other
packet data network that interfaces with the LTE Wireless
Network. The P/S Broker architecture may be extended to
include all servers involved in providing Real-Time Event
services to the users of the LTE Wireless Network.

In embodiments, the P/S communications architecture
may consist of deploying at least one P/S Broker program to
run on each of the processors that is included in the P/S
Broker communications architecture. Hence, an at least one
P/S Broker program may be deployed to run on the Optimi-
zation Server associated with each PGW element, and also on
each of the Optimization Servers associated with each cellu-
lar wireless RF base station, as well as on all server computers
located external to the LTE Wireless Network, but which may
provide services to the users of the LTE Wireless Network.

In embodiments, communicating end points may not con-
nect directly with one another, but instead connect to a P/S
Broker program, which may be the P/S Broker program that
runs on a server that is closest geographically to the commu-
nicating end point. Packet streams that traverse the P/S Bro-
ker network architecture may be denoted by a tag called a
Topic, which is inserted into the packets that are Published by
a generator of the packet stream. Communicating end points
that wish to receive the particular packet stream may Sub-
scribe to the Topic of the packet stream by sending a Sub-
scription packet to the P/S Broker to which they are con-
nected. The P/S Broker networking architecture may be
designed to route the packets Published for a Topic to all the
end points connected to the P/S Broker network that are
Subscribed to the Topic. Hence, replication of the packets of
a particular Topic stream may not be performed by the Pub-
lishing communications end point, but instead performed as
needed by the P/S Broker programs that comprise the P/S
Broker communications architecture.
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In embodiments, redirection of at least one user equipment
(UE) bearer at the cellular wireless RF base station may serve
the user equipment (UE) that may be used to provide a means
to allow a UE to communicate via a direct path with a P/S
Broker program that runs on at least one Optimization Server
that is associated with the serving cellular wireless RF base
station. In this instance, the redirected UE bearer connects the
user to an Optimization Server associated with the serving
cellular wireless RF base station, rather than to an SGW
element.

In embodiments, the number of connections at the Real-
Time Event server is reduced, such as from one connection
per user to just a single connection to the P/S Broker program
that may run on the Real-Time Event server. The reduction in
the number of connections required to support the service at
the Real-Time Event server may thus be by several orders of
magnitude.

In embodiments, a single packet transmission from the
Real-Time Event server may traverse the long-haul network,
which may be the Internet, to arrive at the Optimization
Server associated with the PGW element that interfaces the
LTE Wireless Network to the packet data network in which
the Real-Time Event server runs. The single packet stream for
video and then for audio (or in general, for the service pro-
vided by the server) may then be replicated by the P/S Broker
program that runs on the Optimization Server associated with
the PGW element, so the packet stream continues its trans-
mission to an Optimization Server associated with each cel-
lular wireless RF base station whose attached users are Sub-
scribers to the transmitted packet stream(s). A single
transmission of the packet stream(s) over the back haul inter-
face to each cellular wireless RF base station may occur to
support the Real-Time Event service. The single packet
stream(s) received over a back-haul interface by a P/S Broker
program that runs on the Optimization Server associated with
a cellular wireless RF base station that serves Subscribing
users may then be replicated by the P/S Broker program, so
the packet stream(s) are sent to each subscribing user via the
redirected bearer that each user has to connect to said P/S
Broker program. Packet replication may thus be provided by
the P/S Broker network, as necessary, instead of by the Real-
Time Event server.

In embodiments, the transmission load at the Real-Time
Event server and also through the long-haul network, which
may be the Internet, between the server and the PGW inter-
face to the LTE Wireless Network may be reduced, such as by
several orders of magnitude to the rates of a single video and
audio packet stream, or in general, to a single transmission of
the packet stream(s) that constitute the service being provided
by the server. A multiplicity of servers may not be required to
deliver the serviceto a large number of wireless users, thereby
removing an economic impediment to providing Real-Time
Event services to wireless users.

In embodiments, the PGW element may provide no pro-
cessing of the service packet stream(s), and so its utilization is
reduced to zero in support of the Real-Time Event service, or
in general, in support of the service provided by the external
server. The packet stream transmission handling is provided
by the Optimization Server associated with the PGW ele-
ment, and its utilization may be reduced by several orders of
magnitude compared with the utilization of the PGW element
in a traditional LTE Wireless Network architecture. The pro-
cessing capacity of the PGW element is thus conserved, and
may be used to handle other services. Furthermore, the eco-
nomics of replicating the Optimization Servers associated
with the PGW element is better than the economics of repli-
cating PGW elements, and hence, the utilization of the Opti-



US 9,179,352 B2

5

mization Server associated with the PGW element may be
provided by deploying a multiplicity of such Optimization
Servers to share the packet distribution load in providing
Real-Time Event services, or in providing other services.

In embodiments, the utilization of the back haul network to
each cellular wireless RF base station in support of the Real-
Time Event service may be reduced, such as by several orders
of magnitude compared with the back haul utilization
incurred in a traditional LTE Wireless Architecture for these
services.

In embodiments, the integration of a Publish/Subscribe
Broker communications network architecture with a set of
Optimization Servers and associated redirected bearers in an
LTE Wireless Network may enable the economical delivery
of Real-Time Event services to LTE wireless users.

In embodiments, methods and systems may comprise a
first cellular LTE base transceiver station in RF communica-
tion with a first and second mobile transceiver device, the first
cellular LTE base transceiver station being connected to a
back haul network and having a first RF coverage area; and a
first base station optimization server that is connected to the
first cellular LTE base transceiver station and to the back haul
network in parallel with the first cellular LTE base transceiver
station so as to permit a data packet to selectively flow either
(a) between the first cellular LTE base transceiver station and
the back haul network, (b) between the first base station
optimization server and the back haul network, and (c)
between the first cellular LTE base transceiver station and the
first base station optimization server, the first base station
optimization server being communicatively connected to the
first and the second mobile transceiver devices via LTE bear-
ers that are redirected through the first cellular LTE base
transceiver station for each of the first and the second mobile
transceiver device, and the first base station optimization
server comprising a first publish-subscribe broker communi-
cations facility to which the first and second mobile trans-
ceiver devices are connected via their redirected bearers,
wherein the first publish-subscribe broker communications
facility is adapted to route a packet stream, on behalf of an
application that publishes its streaming application data, to
the first and the second mobile transceiver devices, wherein
the first and the second mobile transceiver devices both sub-
scribe to the application data, and receive at least a common
portion of a stream of application data from the first publish-
subscribe broker communications facility.

In embodiments, methods and systems may further com-
prise a second cellular LTE base transceiver station in RF
communication with a third mobile transceiver device, the
second cellular LTE base transceiver station being connected
to a back haul network and having a second RF coverage area;
a second base station optimization server that is connected to
the second cellular LTE base transceiver station and to the
back haul network in parallel with the second cellular LTE
base transceiver station, the second base station optimization
server being communicatively connected to the third mobile
transceiver device via an LTE bearer that is redirected through
the second cellular LTE base transceiver station for the third
mobile transceiver device, and the second base station opti-
mization server comprising a second publish-subscribe bro-
ker communications facility to which the third mobile trans-
ceiver device is connected via its redirected bearer, wherein
the second publish-subscribe broker communications facility
is adapted to route a packet stream, on behalf of the applica-
tion that publishes its streaming application data, to the third
mobile transceiver device, wherein the third mobile trans-
ceiver device subscribes to the application data, and receives
at least the common portion of the stream of application data
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from the second publish-subscribe broker communications
facility; and a regional optimization server communicatively
connected with a packet data network gateway (PGW) on the
packet data network side of the PGW and adapted to run the
application for providing services to the first, second, and
third mobile transceiver devices, the regional optimization
server comprising a third publish-subscribe broker commu-
nications facility that is adapted to route to the first and second
publish-subscribe broker communications facilities a packet
stream on behalf of the application that publishes its stream-
ing application data.

In embodiments, at least one of the first, second, and third
mobile transceiver devices may receive a multiplicity of ser-
vice data streams via its single connection to a publish-sub-
scribe broker communications facility. The regional optimi-
zation server, or a server located remote from the boundary of
the LTE wireless networks, may be adapted to run a program
that decides whether the content data from a streaming data
application is available at one of a base station optimization
server, at a regional optimization server, or a server located
remote from the boundary of the LTE wireless network. The
decision to place the content of a streaming data application
on a particular base station optimization server may be based
on a time interval and a threshold of the number of mobile
devices accessing the LTE network via the associated cellular
LTE base transceiver station and subscribing to the streaming
data content. The decision for removing streaming data con-
tent from a particular base station optimization server may be
based on a time interval during which the number of mobile
transceiver devices accessed through the associated cellular
LTE base transceiver station and subscribing to the streaming
data content falls below a threshold. At least one mobile
transceiver device may publish a single Service Inquiry mes-
sage pertaining to a particular set of streaming data content,
and receive a multiplicity of Service Description replies from
the instances of the streaming data application that are able to
provide the desired content. The mobile transceiver device
may select, from among the plurality of Service Descriptions
it receives, a single streaming data application instance to
provide the desired content. The selection of a service pro-
viding instance may be based on parameters received in the
Service Description messages selected from the group con-
sisting of latency, distance of the streaming application from
the mobile transceiver device, and processor occupancy at the
server that runs the streaming application. A single transmis-
sion of the data stream from a streaming data application
delivers the data to at least one mobile transceiver device that
may be subscribed to the data stream. Processing resources
may be minimized on the server that runs the streaming data
application, and wherein transmission resource utilization is
minimized in all parts of the LTE wireless network and in the
long haul network that are used to transport the streaming data
content between the data-providing application and the data-
receiving mobile transceiver devices.

These and other systems, methods, objects, features, and
advantages of the present disclosure will be apparent to those
skilled in the art from the following detailed description of the
preferred embodiment and the drawings. All documents men-
tioned herein are hereby incorporated in their entirety by
reference.

BRIEF DESCRIPTION OF THE FIGURES

The disclosure and the following detailed description of
certain embodiments thereof may be understood by reference
to the following figures:
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FIG. 1 depicts an embodiment typical deployment of LTE
network elements.

FIG. 2 depicts adding optimization servers to the LTE
network.

FIG. 3 depicts redirecting a UE bearer at the eNB.

FIG. 4 depicts redirecting a dedicated bearer at an eNB.

FIG. 5 depicts a high-level view of LTE handover process-
ing.

FIG. 6 depicts integrating a change of the optimization
server during LTE handover processing.

FIG. 7 depicts an embodiment of an airborne eNB deploy-
ment.

FIG. 8 depicts replacing an airborne eNB without loss of
service to UEs.

FIG. 9 depicts an example embodiment where cell cover-
age area is scanned with 16 RF beams every 4 msec.

FIG. 10 depicts an embodiment LTE TDD uplink/down-
link configuration.

FIG. 11 depicts an example embodiment illustrating a 4
msec beam rotation in an FDD system to support H-ARQ
operation.

FIG. 12 depicts an example embodiment of a delivery of a
real-time event service to six wireless users.

FIG. 13 illustrates an embodiment of the publish-sub-
scriber broker architecture.

FIG. 14 depicts and example embodiment of a deployment
of P/S brokers in the APN optimization server architecture.

FIG. 15 depicts a real-time event service using the P/S
broker architecture and APN bearer redirection.

FIG. 16 depicts a keep-alive message interaction for ser-
vice instance state monitoring.

FIG. 17 depicts an embodiment deployment of a streaming
movie delivery service on the APN optimization servers.

FIG. 18 depicts an example embodiment for finding the
closest SMD service instance and delivery movie streams to
UE.

FIG. 19 depicts an example embodiment for streaming a
movie delivery when download from a central store is
required.

FIG. 20 depicts an example embodiment for detaching
roaming UEs when a cell is restricted for government use.

FIG. 21 depicts elements and interfaces to implement dual
use capabilities in an LTE network.

FIG. 22 depicts an embodiment UE application for biomet-
ric testing.

FIG. 23 depicts an initial phase of automated UE detach-
ment from a cell with CB-for-GU enabled: detach roamers.

FIG. 24 depicts and example embodiment for automati-
cally detaching low priority UEs from a barred cell.

FIG. 25 depicts an example embodiment including biomet-
ric testing when cell barring is first enabled.

FIG. 26 depicts an example embodiment for initial attach
processing when a UE accesses a cell that may have CB-for-
GU enabled.

FIG. 27 illustrates an embodiment for modification of a
network triggered service request in a dual use network.

FIG. 28 depicts an example embodiment for a processing
addition to the LTE service request procedure in a dual use
network.

FIG. 29 depicts an example embodiment addition to the X2
handover procedure in a dual use network.

FIG. 30 depicts an example embodiment addition to the S1
handover procedure in a dual use network.

FIG. 31 depicts an example deployment of conferencing
functions on the optimization servers in the APN LTE wire-
less network.
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FIG. 32 depicts an embodiment for an ad-hoc network
deployment for an emergency action scenario.

FIG. 33 depicts a functional view of an embodiment emer-
gency action service architecture involving sensor process-
ing.

FIG. 34 depicts an embodiment deployment view of an
emergency action service architecture involving sensor pro-
cessing.

FIG. 35 depicts an embodiment for starting an emergency
action multimedia conference.

FIG. 36 depicts an embodiment for participants joining a
conference and joining their sessions.

FIG. 37 depicts a fixed sensor data collection, analysis, and
alarm generation and distribution.

FIG. 38 depicts an embodiment for finding an image server
instance, initiating and using the image service in the emer-
gency action scenario.

FIG. 39 depicts an embodiment for obtaining the UE data
rate priority value and updating the eNB with the value for the
initial access case.

FIG. 40 depicts an embodiment for obtaining the UE data
rate priority value and updating the eNB with the value for the
service request case.

FIG. 41 depicts an embodiment for obtaining the UE data
rate priority value and updating the target eNB with the value
for the handover case.

FIG. 42 depicts an embodiment for updating the UE data
rate priority values when data rate priority service is enabled
at the serving cell.

FIG. 43 depicts an embodiment for updating the UE data
rate priority values when data rate priority service is disabled
at the servicing call.

FIG. 44 depicts an embodiment of an architecture for col-
lecting, transporting, and further processing the billing data
that may be collected on the APN Optimization Servers.

FIG. 45 depicts an embodiment of a message exchange that
enables programs to collect and report billing data for usage
via a redirected bearer.

FIG. 46 depicts an embodiment of a message exchange that
enables billing data collection programs to learn when to stop
their collecting actions when a UE goes to the ECM-IDLE
state.

FIG. 47 depicts an embodiment of a message exchange that
enables billing data collection programs to learn when to stop
their collecting actions when a UE becomes detached from
the LTE Network.

FIG. 48 depicts two adjacent Cells, and shows the overlap
of'the RF transmissions of each Cell into the coverage area of
the other Cell, thereby illustrating the concept of Inter-Cell
Interference.

FIG. 49 depicts a hexagonal representation of a Cell,
wherein the Cell coverage area is divided into four sets of four
sub-areas (i.e., sixteen sub-areas overall), and where each
sub-area is covered by an RF beam that is generated by the
Cell antenna system using Agile Beam forming techniques.

FIG. 50 depicts the three Cells of an example base station
system that employs Agile Beam forming, and shows how the
RF beam rotation pattern in each Cell may be constructed to
avoid Inter-Cell Interference at the boundaries of any Cell.

FIG. 51 depicts all the Cells that may be adjacent to a given
Cell, and shows how the RF beam rotation pattern in each Cell
may be constructed to avoid Inter-Cell Interference at the
boundary of any Cell.

FIG. 52 depicts all the Cells in four base station systems
that use Agile Beam forming, and shows how the RF beam
rotation pattern in each Cell may be constructed to avoid
Inter-Cell Interference at the boundary of any Cell, thereby
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demonstrating that Inter-Cell Interference avoidance may be
extended to all the Cells in the wireless network.

FIG. 53 depicts the baseband subsystem and the RF and
antenna subsystem of an LTE wireless base station that gen-
erates Periodically Scanning RF Beams, emphasizing the
interface between the two subsystems and the MAC layer
software and the PHY layer software that perform baseband
signal processing.

While methods and systems have been described in con-
nection with certain preferred embodiments, other embodi-
ments would be understood by one of ordinary skill in the art
and are encompassed herein.

DETAILED DESCRIPTION

The following is a written description of the present dis-
closure, and of the manner and process of making and using
it, in such full, clear, concise, and exact terms as to enable any
person skilled in the art to which it pertains, or with which it
is most nearly connected, to make and use the same, and sets
forth the best mode contemplated by the inventors of carrying
out the disclosure.

The present disclosure is related to a broadband wireless
network, more specifically, to a multi-purpose network, alter-
natively referred to in this disclosure as an “All Purpose
Network” or “APN,” that is capable of implementing a large
scale (e.g., national) broadband wireless network to provide a
very high wireless data capacity, and is capable of resolving
all the issues described above. The APN may combine proven
leading edge commercial wireless design and architecture
methodologies with advanced RF technologies to substan-
tially improve spectrum efficiency, spectrum usage, and data
performance. A unique beam forming technique may be used
to improve spectrum efficiency and spectrum usage, and part
of the methods and systems disclosed herein as part of the
APN network may involve orchestrating the periodicity of the
RF beams in a manner appropriate to the LTE network. Also,
an efficient algorithm for locating and tracking users within
beams may be part of the present disclosure. Furthermore, it
may be noted that the interference offered to users in one Cell
by transmissions originating in an adjacent Cell typically
reduce the quality of service offered to users who are located
near the boundary between the two adjacent Cells. Part of the
present disclosure describes how the use of an Agile Beam
Forming System in each of the Cells in an APN network may
substantially remove inter-Cell interference without resorting
to special communications between the Cells, and without
reducing the bandwidth available for use by users located in
any part of the Cell coverage area. The issues above related to
service delays, back haul utilization, and server and long haul
network utilization may be resolved in the APN network via
the deployment of servers as close as possible to the wireless
users, namely, via deployments associated with the eNB
(E-UTRAN Node B or Evolved Node B) network elements,
such as through providing the servers with high speed con-
nections to the eNB, locating the servers in proximity to the
eNB, co-locating the servers with the eNB, and the like. Such
deployments may require the integration of the servers into
the LTE wireless network operation in the unique manner
disclosed herein. When users are allowed to access servers
associated with the eNB elements, their bearer packets no
longer flow through the Serving Gateway (SGW) and public
data network (PDN) Gateway (PGW) elements, so part of this
disclosure shows how to preserve the collection of billing data
in these cases. These servers, when integrated into the APN
wireless network, may also form the foundation of a platform
for gathering, processing, storing, and redistributing sensor
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data as disclosed in the present disclosure. Furthermore, the
introduction into the APN network of Publisl/Subscribe data
communications, as disclosed in the present disclosure,
makes it possible to implement the APN network as a Dual
Use network, where only government users may be allowed
access to portions of the network during a disaster or other
emergency. The present disclosure may also relate to the use
of the Publish/Subscribe communications infrastructure of
the APN network to implement Hot-Standby services, which
may play an important role in improving network operation
and in improving the user experience. The present disclosure
also addresses the issue of how to replace an airborne, or
otherwise mobile, eNB base station, while the mobile base
station is in operation.

Integrating an Optimization Server Function into the LTE
Wireless Network

FIG. 1 shows an embodiment of deployment of the network
elements that may provide the LTE wireless service to users
and their user equipment (UE). The eNB 102 elements may be
deployed in local areas where their RF radiation can reach the
UEs 104. The Mobility Management Entity (MME) 108 and
the Serving Gateway (SGW) 110 elements may be deployed
in regional locations, and handle many (e.g., hundreds) eNB
102 elements. The MME 108 may connect to the eNB 102
elements via the LTE Back Haul network 112, and manage
the access of the UEs 104 to the LTE network, and also handle
mobility of UEs 104 as they Handover their wireless network
connection from one eNB Cell (antenna) to another. The
SGW 110 may connect to the eNB 102 elements via the LTE
Back Haul network 112, and provide a semi-static connection
point for routing packets between the UEs 104 and their
targeted Server 124 computers. While the SGW 110 may be
changed during a UE Handover procedure, in many cases, the
SGW 110 may remain fixed during the Handover operation.
The SGW 110 may maintain the bearers (utilizing General
packet radio service Tunneling Protocol, also referred to as
Generic Tunneling Protocol or GTP tunnels) for a UE 104,
even when the UE 104 is Idle, and not actively connected to
the network. The PDN Gateway (PGW) 114 may be generally
deployed in a more centrally located data center, and inter-
faces with many (e.g., hundreds) SGW 110 elements. The
PGW 114 may constitute the connection point between a UE
104 and a particular Packet Data Network 122 (e.g., the
Internet), and may not change, even though the UE 104 goes
through multiple Handover procedures as it moves around the
LTE network. The Home Subscriber Server (HSS) 120 may
provide a database of user subscription data. The Policy
Charging and Rules Function (PCRF) 118 may control the
allowed connection patterns of each UE 104. The LTE Wire-
less Network boundary thus may include the UE 104, the eNB
102, the MME 108 and SGW 110, and the PGW 114, HSS
120, and PCRF 118. The PGW 114 may interface to a par-
ticular packet data network 122, of which the Internet is one
example.

Users typically invoke service programs on their UEs 104,
and connect to computers (servers 124) that may need to be
accessed, for example, via the Internet. Packets are routed
from the UE 104 over the LTE air interface to the eNB 102,
where they may be placed in a particular GTP tunnel (called
abearer 302), and sent to the SGW 110, and then to the PGW
114, and then via the Internet 122 (or other Packet Data
Network) to the Server 124 which is their destination. Packets
may then be sent from the Server 124 via the Internet 122 (or
other Packet Data Network) to the PGW 114, and then via a
particular GTP tunnel (bearer 302) to the SGW 110, eNB 102,
and finally to the UE 104 over the LTE air interface.
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It is important to note in FIG. 1 that the Server 124 com-
puters that provide services to wireless users are typically far
away from those users and their UE 104. Hence, packets may
suffer the delays involved in traversing the Internet 122, the
PGW 114 and SGW 110 network elements, the LTE back
haul network 112, as well as the eNB 102 element and the
LTE air interface. When congestion occurs at any of those
points in the packet traversal path, the user experience suffers.
Furthermore, the Server computers 124 that provide services
to wireless users may be completely separate from the LTE
Wireless Network, and cannot collect any data regarding the
real-time state of the wireless network (e.g., the air interface
utilization, the LTE back haul utilization at a given eNB 102,
or congestion in the PGW 114 and SGW 110 elements).
Today’s Server computers 124 may thus be unable to alter
their behavior in response to the real-time state of the LTE
Wireless Network, and are therefore unable to use real-time
network data to improve the user experience in using the LTE
Wireless Network and in using the services offered by the
Server computer.

The present disclosure describes an approach to resolve the
issues pointed out above through a server computer 202, 204
(which may be a collection of server computers) that is inte-
grated into the wireless network at one or more points, and is
referred to herein alternately as an Optimization Server (Opt-
Server), or a Priority and Optimization Processor (POP). The
Optimization Server may be designed as a platform for run-
ning programs that provide services to UEs 104, and thus is
equivalent in that respect to the server computers 124 that
connect to the wireless UE today via the Internet, or via
another packet data network.

The “integration” aspect may include management via a
Network Management System that also manages the wireless
network elements (e.g., the LTE wireless network elements
shown in FIG. 1), and also may include having interfaces to
the wireless network elements for the purpose of extracting
real-time network data, and for the purpose of controlling the
wireless network element in delivering services to the wire-
less user. The real-time network data may also be used to
change the behavior of service programs that execute on the
Optimization Server 202, 204, where the changed behavior
improves the user experience. As an example, a service pro-
gram that delivers streaming video to a user can use different
video encoding rates based on real-time knowledge of the
ability of the air interface to deliver a particular data rate to the
UE 104. Also, the placement of the Optimization Server 202,
204 in the wireless network may reduce the packet transit
delay that the user experiences. As will be shown below, the
interface of the Optimization Server 202, 204 to the wireless
network elements may be used to minimize the delay in
exchanging packets between a server program and a UE 104.

An embodiment of the deployment points for the Optimi-
zation Server in the LTE wireless network is shown in FIG. 2.
One deployment point is shown to associate the Optimization
Server 202 together with the PGW 114 element, such as
through providing the Optimization Server with high speed
connections to the PGW, locating the Optimization Server in
proximity to the PGW, co-locating the Optimization Server
with the PGW, and the like. Doing so places the Optimization
Server 202 at the edge of the LTE wireless network, and
therefore avoids the packet transit delay that would otherwise
be incurred in transiting a packet data network like the Inter-
net. Services such as streaming video, or real-time video, can
be better provided to many concurrent users in the region of
the LTE wireless network with this approach. Furthermore, if
the PGW 114 (and Optimization Server 202) is deployed
regionally, as opposed to centrally within the country, packet
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delays may be further reduced. This deployment configura-
tion is shown in FIG. 2. Note, too, that providing services via
the Optimization Server 202 associated with the PGW 114
may still require packets to traverse the LTE back haul net-
work 112 to reach the wireless UE 104. Second in importance
to the air interface, the back haul network 112 is a critical
resource whose utilization has to be conserved. This point is
illustrated by having a large number of users who are
accessed through the same eNB 102 element, and are all
viewing a real-time video event. If all the streaming video
packets transit the back haul network, enough bandwidth may
not be available for use by other users who are accessed via
that eNB 102.

The need to conserve the back haul 112 utilization may
lead to the association of Optimization Servers 204 together
with the eNB elements, such as through providing the Opti-
mization Server with high speed connections to the eNB,
locating the Optimization Server in proximity to the eNB,
co-locating the Optimization Server with the eNB, and the
like. If the service to the UE 104 (e.g., streaming a real-time
video event) can be provided via the Optimization Server 204
that is associated with the eNB 102 that serves the UE 104,
then the back haul network 112 usage may be minimized in
delivering that service to the UE 104. Also, the delay experi-
enced by packets exchanged between the Service Access
Point (i.e., the Optimization Server 204) and the UE 104 may
be minimized, because those packets only transit the eNB 102
and the LTE air interface.

As an example, consider the task of providing a video fora
real-time event to 200 hundred users connected through the
same eNB 102. Without the Optimization Server 204 associ-
ated with the eNB 102, the Service Access Point lies beyond
the wireless network, and a single video packet stream for
each UE 104 traverses the PGW 114, SGW 110, back haul
network 112, eNB 102, and the LTE air interface. For 200
hundred UEs 104 concurrently viewing this service through
the same eNB 102, it means that 200 times the basic video rate
may be consumed on the back haul network 112. Now con-
sider the situation when an Optimization Server 204 is asso-
ciated with the serving eNB 102. Suppose further that the
Optimization Server 204 and the UEs 104 implement the
Publish/Subscribe communications paradigm described
herein, so all 200 UEs subscribe to receive the same real-time
video transmission. The video data stream is sent once from
its generation point in the Internet through the LTE network,
over the back haul 112 to the Optimization Server 204 asso-
ciated with the serving eNB 102. The Publish/Subscribe soft-
ware on the Optimization Server 204 then distributes the
video packet stream to each of the 200 UEs 104 that have
subscribed to the service via the Optimization Server 204.

Because of the way bearers 302 (i.e., GTP tunnels) are set
up in the LTE network to carry packets to and from UEs, there
may be no clear way to connect a UE to an Optimization
Server that is associated with the eNB. Part of the present
disclosure shows how this connectivity may be established.
Furthermore, when services are provided by a server 124
attached to the Internet, or by an Optimization Server 202
associated with the PGW, the service may continue to be
provided un-disrupted from the same service access point,
even though the UE moves through the LTE wireless network,
and is in Handover among the eNB 102 elements in the LTE
network. However, when the Service Access Point is an Opti-
mization Server 204 associated with an eNB 102, that access
point may need to be changed when the UE 104 goes into
Handover to another eNB 102. Part of the present disclosure
shows how the Service Access Point may be switched rapidly
between Optimization Servers 204 associated with the eNB
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102 elements. If the Service Access Point switching is per-
formed fast enough, the user experiences no disruption in the
service being provided. Before switching the Service Access
Point, it may be required that the UE 104 be connected to an
Optimization Server 204 that is associated with an eNB 102
element.

FIG. 3 shows that in the LTE network, different bearers 302
may be established for each UE 104 to connect the UE 104
with a PGW 114 element. The PGW 114 element may pro-
vide the interface with the packet data network (e.g., the
Internet 122) where the user service computers are typically
located. In embodiments, each bearer 302 is a tunnel, using a
simple GTP (Generic Tunneling Protocol) header to encap-
sulate the packets that are routed through the tunnel. Packet
routing into a tunnel may be accomplished at the UE 104 and
at the PGW 114 by associating the IP addresses and port
numbers in the packet with the Internet Protocol (IP)
addresses and port numbers in a “Traffic Flow Template”
associated with a bearer 302. Each bearer 302 established for
a UE 104 has a different Quality of Service (QoS) associated
with it. Up to 15 bearers 302 can be established for a single
UE 104. The first bearer 302 that is established to a given
PGW 114 is called the Default Bearer 302. Any additional
bearers 302 established to that PGW 114 are called Dedicated
Bearers 302.

FIG. 3 shows an embodiment where one Dedicated Bearer
302 is “redirected” to point to an Optimization Server 204 that
is associated with the eNB 102 that serves the UE 104. In this
instance, the Optimization Server 204 associated with the
eNB 102 is labeled OptServereNB 308, while the Optimiza-
tion Server 202 associated with the PGW 114 is labeled
OptServerPGW 304. An application 310 on the UE 104 may
communicate with the OptServerPGW 304 by sending pack-
ets through a Default Bearer 302 that carries the packet to the
PGW 114 associated with the OptServerPGW 304. Packets
may be sent from the OptServerPGW 304 to the UE 104 by
traversing the same Default Bearer 302. After the redirection
of the Dedicated Bearer 312 is accomplished, an application
310 onthe UE 104 may communicate with the OptServereNB
308 by sending packets through the redirected Dedicated
Bearer 312. Packets may be sent from the OptServereNB 308
to the UE by traversing the same redirected Dedicated Bearer
312; no back haul may need to be utilized in the packet
exchanges over the redirected bearer 312.

Redirecting a bearer 302 may not be a standard operation,
so itmay need to be accomplished via an OAM-style interface
(Operations, Administration, and Maintenance interfaces) to
the eNB 102. Also, note in FIG. 3 that after the Dedicated
Bearer 312 is redirected at the eNB 102, the tunnel informa-
tion that previously linked the bearer to the SGW 110 is still
maintained in the eNB 102. This may be necessary to enable
Handover to occur without change to the existing Handover
procedure, and to enable the fast re-direction of the same
Dedicated Bearer 312 at the target eNB during a Handover.
The Dedicated Bearer 302 may not have to be re-established
after a Handover, because it is may not be removed from the
eNB 102 list of established bearers 302 when the bearer is
redirected to an OptServereNB 308.

In the architecture shown in FIG. 2 and FIG. 3, the Opt-
ServerPGW 304 may be used as a control point for redirecting
bearers 312 at the eNB 102 elements for any UE 104. FIG. 4
shows a set of message interactions that may be used to
accomplish the redirection. When the UE 104 accesses the
LTE network, a Default Bearer 302 may be established to the
PGW 114 associated with the OptServerPGW 304. The UE
104 may perform a Domain Name System (DNS) query to
retrieve the IP address of the OptServerPGW 304. The UE
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104 may use the Default Bearer 302 to connect to a Wireless
Control Process 3902 on the OptServerPGW 304, and Reg-
isters itself with that program. The Registration information
may contain the Cell_ID of the LTE Cell through which the
UE is currently accessing the network, the Cell Radio Net-
work Temporary Identifier (C-RNTI), which is the parameter
used in the eNB 102 to identify the UE 104, the IMSI (Inter-
national Mobile Subscriber Identity) used to identify the UE
104 in all LTE network elements except for the eNB 102, and
the GUTI (Globally Unique Temporary Identifier) used to
identify the MME 108 element currently serving the UE 102.
Other parameters may be conveyed by the UE 104 to the
Wireless Control Process 3902 via the Register message (e.g.,
the UE IP address) to facilitate the implementation of other
services, as discussed herein.

When the UE 104 Registers with the program on the Opt-
ServerPGW 304, it may receive an acknowledgement
response, which may contain a command to establish a Dedi-
cated Bearer linked to the currently used Default Bearer.
Alternatively, the LTE network provisioning at the PCRF
(Policy Charging and Rules Function) may start the establish-
ment of such a Dedicated Bearer for the UE 104. The UE 104
may use the standard LTE procedure to establish the Dedi-
cated Bearer 302, and when this is completed, the UE 104
sends a response to the OptServerPGW 304 that contains the
IMSI (to identify the UE 104 to the Wireless Control program
3902) and the BearerID of the just-established bearer 302.
Because the Wireless Control Process 3902 may have the
Cell_ID for the UE 104, it may determine the ID of the eNB
102 currently serving the UE 104. Using, for example, pro-
visioned OAM IP addresses for the eNB 102 elements, the
Wireless Control Process 3902 may send a message to the
serving eNB 102 to command it to redirect the bearer 302.
The C-RNTI may identify the UE 104 context to the eNB 104,
and the BearerID may identify the UE bearer 302 that should
be redirected. The server IP address tells the eNB 104 which
OptServereNB 308 is the target of the redirection (so more
than one Optimization Server 308 may be associated with the
eNB 102). When the eNB 102 completes the redirection
operation, it may reply to the Wireless Control Process 3902.
The Wireless Control Process 3902 next may send a packet
via the Default Bearer 302 to the UE 104 to inform it that it
can start using the redirected Dedicated Bearer 312 to start
services using the OptServereNB 308 as the Service Access
Point. By directing packets through the redirected Dedicated
Bearer 312, the UE 104 may start any of a plurality of ser-
vices. Back Haul 112 utilization may be minimized for all of
these services, and packet delays may likewise be minimized.
Transfer of Service Delivery Between eNB-Based Optimiza-
tion Servers During Handover

InFIG. 2, in an example suppose that a UE 104 is receiving
service from an OptServereNB 308 associated with its serv-
ing eNB 102. If the UE 104 moves, so it is in Handover to
another eNB 102, the Service Access Point has to be changed
to the OptServereNB 308 that is associated with the new,
target eNB 102 element. A service interruption is inevitable in
this case, so it should be made as short as possible. To mini-
mize the service interruption, the additional message interac-
tions to effect the change in the Service Access Point needs to
be embedded with the standard Handover processing used in
the LTE network. Hence, a brief discussion of the standard
Handover processing is provided here.

Standard Handover processing may be divided into three
phases, such as Handover Preparation, Handover Execution,
and Handover Completion. See FIG. 5. The current serving
eNB 102 is referred to as the source eNB. The new eNB 102
is referred to as the target eNB. In the Handover Preparation
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phase, the source eNB 102 receives signal measurements
from the UE 104, and determines that an antenna at another
eNB 102 provides a stronger signal to the UE 104, and that a
Handover should occur. The source eNB 102 transfers to the
target eNB 102 its context information for the UE, including
the ID and tunnel parameters for each bearer in effect for the
UE. The tunnel information for the redirected bearer 312 may
be included in the set of bearer information, but that informa-
tion is for the tunnel endpoint at the SGW 110, not at the
OptServereNB 308 associated with the source eNB 102. In
this way, standard Handover processing may not be impacted
by the inclusion of the OptServereNB 102 and the redirected
bearers 312. Parameters involved in redirecting a bearer 312
are not transferred in the Handover processing. Meanwhile,
the target eNB 102 may send to the source eNB 102 a C-RNTI
value for the UE 104 to use at the target eNB 102. When the
Handover Preparation phase is completed, the source eNB
102 sends a Handover Command message to the UE 104, and
includes the new C-RNTI value. Any downlink data received
by the source eNB 102 for the UE 104 may not be sent over
the air to the UE 104, but is forwarded to the target eNB 102,
where it is queued until the UE 104 connects at the target eNB
104. The SGW 110 may not yet be aware of the Handover, so
it may continue to forward downlink data to the source eNB
102.

When the UE 104 receives the Handover Command, the
Handover Execution phase may begin. The UE 104 synchro-
nizes to the signals transmitted by the target eNB 102, and
when this is done, the UE 104 accesses the target eNB 102
Cell using the new C-RNTI value, and sends the Handover
Confirm message to the target eNB 102. The target eNB 102
starts to transmit the queued forwarded data to the UE 104 via
the air interface. Because the tunnel information for the UE
bearers 302 is available at the target eNB 102 from the Han-
dover Preparation phase, the UE 102 may begin to send
uplink packets through the target eNB 102. Uplink packets for
the bearer 302 that needs to be redirected are not sent at this
time, because the redirection has not yet occurred at the target
eNB 102.

In the Handover Completion phase, the SGW 110 may be
provided with the bearer 302 tunnel parameters being used at
the target eNB 102, and it may now forward downlink data to
the target eNB 102. The UE 104 context information may be
deleted at the source eNB 102, and the Handover processing
is done. See FIG. 5.

FIG. 6 shows the interactions between the UE 104 and the
Optimization Servers 202, 204 that integrates these servers
into the LTE Handover procedure, and eftectively transfers
the point of service delivery from the Optimization Server
308 located at the source eNB 102 to the Optimization Server
308 located at the target eNB 102. The UE 104 client may
play a role in ensuring that no data is lost in the transition of
Optimization Server 308 elements, per FIG. 6. The OptServ-
erPGW 304 plays a role in sending a command to the target
eNB 102 to cause the bearer 312 that was previously redi-
rected at the source eNB 102 to now be redirected at the target
eNB 102. The use of a small plurality of messages (e.g., five)
to effect the change in the Service Access Point means that the
change may be accomplished quickly. In this instance, mes-
sages may include disconnect from the OptServereNB 308 at
the source eNB 102, Handover( ), RedirectBearer( ), Redi-
rectBearerDone( ), ResumeSession( ), and the like. See FIG.

In FIG. 6, the UE 104 client may be informed by the LTE
software executing on the UE 104 that the Handover Com-
mand message has been received. Before allowing the UE
LTE software to proceed in synchronizing with the target
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Cell, the UE 104 client may send a packet over the redirected
Dedicated Bearer 312 to disconnect from the OptServereNB
308 associated with the source eNB 102. When this is accom-
plished, the UE 104 client may allow the UE LTE software to
proceed. Another notification may be provided to the UE 104
client when the UE 104 sends the Handover Confirm message
to the target eNB 102. The client may then send a Hand-
over( ) message to the Wireless Control Process 3902 execut-
ing on the OptServerPGW 304 to inform it of the new Cel-
1_ID, the new C-RNTI, the IMSI, and the GUTI (which may
have changed), and the bearer ID of the Dedicated Bearer 312
that needs to be redirected, plus other parameters (e.g., the UE
104 1P address) that may be required to provide additional
services. The Wireless Control Process 3902 may derive the
new eNB ID from the new Cell_ID, and obtain the eNB OAM
IP address from provisioned, or other data. The target eNB
102 may be commanded to redirect the bearer 312 for the UE
104, and replies when this is done. At this point, the Wireless
Control Process 3902 may send a ResumeSession( ) message
to the UE 104 via the Default Bearer 302, and the UE 104
client is able to send a packet via the redirected Dedicated
Bearer 312 to the OptServereNB 308 at the target eNB 102 to
continue the session that was interrupted at the source eNB
102 location.

Replacing an Airborne eNB Using the LTE Handover Mecha-
nism

Referring again to FIG. 1, during emergencies, the wireless
infrastructure may be destroyed, or may not be operating, and
it becomes necessary to deploy a temporary network in an
ad-hoc manner. One way to implement the deployment is to
place the eNB 102 network element in an airborne vehicle,
and have it hover over the area in which LTE wireless service
is desired, as indicated by the Cell Coverage Area 712. The
airborne vehicle may either be manned, or unmanned. In the
latter case, the aircraft may be referred to as an Unmanned
Aerial Vehicle (UAV 708). The Enhanced Packet Core (EPC)
710 network elements may include the MME 108, SGW 110,
PGW 114, HSS 120, PCRF 118, and the like, plus a Router
702 to provide communications interconnectivity among the
network elements. The MME 108, SGW 110, and PGW 114
network elements may be deployed in a second airborne
vehicle 710 that may be situated remote from the area of
operation of the eNB 102 elements. The MME 108 and the
PGW 114 network elements may communicate over a the
Long Haul Network connection 704 and the Long Haul Net-
work 804 with the HSS 120 and the PCRF 118 network
elements. The eNB-based vehicle 708 and the EPC-based
vehicle 710 may communicate over a wireless back haul
interface 112. All LTE network elements may communicate
with the Element Management System (EMS) 802 using the
Long Haul Network 804. This configuration is shown in FIG.
7. An alternative deployment of the EPC 710 elements is in
ground-based nodes. In this case, the airborne eNB 102
vehicles 708 communicate via a wireless radio link 112 to a
ground station that provides connectivity to the EPC 710
elements and to the EMS 802.

While other deployment configurations are possible, it
may be best to deploy the eNB 102 elements by themselves,
without adding other LTE network elements to the aerial
vehicles 708 carrying the eNB 102. This deployment may be
especially useful to be followed when Unmanned Aerial
Vehicles (UAVs) are used. Weight and power limitations may
be important in these deployments, and carrying only the eNB
102, and not any of the other LTE network elements, may
ensure that the UAV 708 carrying the eNB 102 does so with
minimal payload weight and power dissipation.
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Replacing the eNB UAV in the Area of Operation

In any remote field deployment situation, but especially
when the platforms that contain the LTE network elements
are UAVs, there will come a time when a UAV needs to be
replaced. The reason might be that the battery that powers the
LTE equipment is running low, or that the UAV is running low
on fuel, or it may be that the UAV that carries the LTE
equipment needs to be removed from the scene and be ser-
viced. In any case, it may be possible to replace the UAV
platform while it is in operation in the field. The following
algorithm shows how the eNB UAV 708 may be replaced
while in service over an area of operation. The algorithm for
accomplishing this replacement results in continuous service
being provided to the UEs 104 in the area of operation of the
eNB 102.

FIG. 8 depicts the situation when the eNB1 UAV 708 is
being replaced by another eNB2 UAV 708 that has arrived in
the area of operation. An embodiment of a replacement pro-
cedure is as follows.

1. The replacement UAV 708 hosting eNB2 102 arrives at
the site of the UAV 708 hosting eNB1 102. eNB2 102
establishes radio communications with the backhaul
antenna/radio of the UAV 710 that hosts the EPC 710
elements.

2. eNB2 102 establishes communications with the remote
Element Management System (EMS 802) via a router
702 contained in the EPC UAV 710 equipment.

3. The EMS 802 provisions eNB2 102 with the same
parameters that eNB1 102 has, except that its Cell ID is
different.

4. The EMS 802 starts the replacement procedure at eNB1
102, and commands eNB1 102 to reduce its transmit
power at a rate, Pr, and concurrently commands eNB2
102 to turn ON its transmitter, and increase its transmit
power output at a rate Pr. The rate Pr should be chosen to
emulate the power received at a UE 104 from two fixed
antennas separated by the usual 2-Cell radii in deployed
commercial LTE systems, when the motion of the UE
104 is away from eNB1 102 and towards eNB2 102, and
the rate of emulated UE 104 motion is 3-30 km/hr.

5. At some point determined by the rate Pr and the RF
propagation characteristics over the area of operation,
all the user equipment (cell phones, digital elements,
sensors, etc.) in the RF area 712 covered by eNB1 102
(and now also covered by eNB2 102) determine that the
Cell at eNB2 102 has a strong enough signal compared
with the Cell at eNB1 102 that a handover should be
performed to the Cell at eNB2 102. All the UEs 104 in
the RF coverage area 712 now perform a handover from
eNB1 102 to eNB2 102.

6. When all the UEs 104 have migrated away from eNB1
102, eNB1 102 sends a “replacement completed” indi-
cation to the EMS 802, and eNB1 102 is now com-
manded to reduce its transmit power to 0. eNB1 102 is
ableto leave the area of operation. The eNB replacement
has been completed without loss of service to the UEs in
the area of operation.

Beam Periodicity Allowed in a Beam Forming L'TE Wireless
System Using Periodically Scanning Agile Beam Patterns

In embodiments, the present disclosure may provide for an
RF beam forming technique in an LTE wireless system. The
particular beam forming technique may generate a number
“N” of RF beams concurrently, such as in each one msec
interval ofan LTE frame 1002, where an LTE frame 1002 may
be ten msec in duration. The N RF beams 902 may cover N
sub-areas 902 of the total coverage area 712 of an LTE Cell,
the coverage area 712 being determined by an LTE Cell using
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the same total transmit power used in the beam forming
solution, but which may not use the beam forming technique.
In the next interval, another N RF beams 902 may be gener-
ated to cover a different set of N sub-areas 902. This process
may be repeated until the entire Cell coverage area has been
scanned by the RF beam patterns 902. The RF beam patterns
902 repeat periodically in this scanning fashion.

The present disclosure may provide information related to
the constraints on the scanning periodicity that may need to be
obeyed by the RF beam patterns 902. For example, without
limitation, for a Frequency Division Duplex (FDD) system,
the periodicity of the RF beam patterns 902 may be required
to be four msec. For a Time Division Duplex (TDD) system,
the periodicity may generally be 10 msec (i.e., one LTE
Frame 1002), but may be a shorter interval, depending on the
TDD Uplink/Downlink (U/D) configuration 1002 being used
in the LTE system. The data presented herein is the result of
analysis through the methods and systems of the present
disclosure. Certain specific constraints are given below.

The techniques of beam forming have been used for many
years in the areas of audio signal processing, sonar signal
processing, and radio signal processing. In many implemen-
tations, a technique is used whereby the signal source (for
reception at the antenna array) location is determined, and
then the antenna array is focused on that point. With the beam
forming technology pertinent to this disclosure for LTE wire-
less systems, the beam forming operates in a different man-
ner, and takes advantage of the fact that in LTE, the transmis-
sion of data to the UEs 104, and the reception of data from the
UESs 104, is scheduled by the software in the LTE base station
102. This beam forming technology focuses a set of RF
beams on specific, non-overlapping sub-areas of the Cell
coverage area 712 for a fixed, short time interval, and then is
moved to another set of non-overlapping sub-areas of the Cell
coverage area 712 for the same fixed, short time interval. The
beam pattern may be moved in this way until the entire Cell
coverage area 712 has been scanned for a transmission from
the antenna array, and for reception by the antenna array.
Then, the beam pattern of coverage repeats in periodic fash-
ion. See FIG. 9 for an example of a beam-scanning pattern
consisting of four RF beams 902 generated in each of four
consecutive one msec sub-frames of an LTE Frame, with the
pattern repeating every four msec. In the first one msec inter-
val, RF beams 902 numbered 1, 11, 9, and 14 may be gener-
ated, where these constitute a non-adjacent set of RF beams
902. In the second one msec interval, RF beams 902 num-
bered 3, 6, 7, and 13 may be generated. In the third one msec
interval, RF beams 902 numbered 4, 8, 10, and 16 may be
generated. In the fourth one msec interval, RF beams 902
numbered 2, 5, 12, and 15 may be generated. In the fifth one
msec interval, the pattern repeats. Alternative sets of RF beam
patterns 902 may be used, with the proviso that they be
non-adjacent to ensure the best operation of the agile beam
forming system.

The present disclosure may cover the constraints on the
repetition rate of the beam patterns 902, and for TDD sys-
tems, also on the sets of sub-frames of frame 1002 in which
the RF beam patterns 902 may need to be identical.

LTE is an OFDM (Orthogonal Frequency Division Multi-
plexing) system. The transmission intervals are organized
into a set of sub-frames, and a set of 10 sub-frames comprises
an LTE Frame 1002. Each sub-frame is one msec in duration,
and each of these is further broken down into two slots, each
of 0.5 msec duration. In an LTE FDD system, different fre-
quency bands are used for uplink and downlink transmis-
sions. Hence, UEs 104 can be scheduled to receive a downlink
transmission, and/or can be scheduled for an uplink transmis-
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sion, in any sub-frame. In an LTE TDD system, the same
frequency band is used to carry uplink and downlink trans-
missions. To organize these transmissions, each sub-frame in
the set of 10 sub-frames in each LTE Frame 1002 may be
configured for either Uplink transmissions, or for Downlink
transmissions. As shown in FIG. 10, there are 7 different TDD
U/D Configurations 1002 specified for LTE operation. A par-
ticular LTE eNB 102 may be configured to use one of these
Configurations 1002. The sub-frame labeled “S” in FIG. 10 is
used to transmit an Uplink Pilot signal and a Downlink Pilot
signal. The S-sub-frame is not used in determining the con-
straints imposed on the RF beam forming technique.

Hybrid Automatic Repeat Request (H-ARQ) Processing

Transmissions over the air interface are prone to errors due
to interference and fading. Each transmission in the uplink
direction and in the downlink direction has to be acknowl-
edged by the other end. This is done by sending Hybrid
Automatic Repeat Request (H-ARQ) acknowledgments or
negative-acknowledgments on control channels. H-ARQ is a
powerful technique for improving the performance of LTE
systems over that of other wireless systems, and may need to
be maintained when using the beam forming technology.

In the downlink direction, H-ARQ ACKs/NAKs are for
uplink transmissions, and are sent on the Physical H-ARQ
Indicator Channel (PHICH), which is part of the PDCCH
(Physical Downlink Control Channel), i.e. the PHICH is
transmitted in the first 1-3 symbols of each sub-frame. In the
uplink direction, H-ARQ ACKs/NACKs (acknowledgement
characters or negative acknowledgement characters) are sent
on the Physical Uplink Control Channel (PUCCH), which is
implicitly scheduled shortly after a downlink transmission.

When a downlink transmission is “NAKed,” (i.e., receives
a negative-acknowledge character) and needs to be retrans-
mitted, the Media Access Control (MAC) layer in the eNB
102 element may need to schedule that retransmission. When
the beam forming technique is employed, the MAC may be
required to schedule the retransmission to occur in the sub-
frame in which the RF beam 902 is formed that covers the
current UE 104 location, and the data may be transmitted to
the UE 104 via the covering RF beam 902. Because all user
plane data may need to be sent to the UE 104 in the sub-frame
in which is formed the RF beam 902 that covers the UE 104
location, the statement for the downlink transmissions may
need to treat re-transmitted data in the same way that initial
transmissions of user plane data are treated with the beam
forming technology. These statements apply equally to the
FDD system and to the TDD system. Maintaining the effi-
ciency of retransmissions in the downlink direction is not an
issue when using the beam forming technique.

Uplink retransmissions may not be explicitly scheduled,

but may be implicitly scheduled. For instance, assume that the
UE 104 makes an uplink transmission in a sub-frame in which
the eNB 102 beam-forming receiver focuses on the UE 104
location. In an FDD system, if the UE 104 receives a NAK of
any transmission via the downlink PHICH, the NAK may
need to be sent four sub-frames after the sub-frame that con-
tained the maligned UE 104 transmission. The UE 104 uses
implicit scheduling to re-transmit the information four sub-
frames after receiving the NAK. Hence, in an FDD system, if
the period of the RF beam 902 coverage of the Cell sub-area
902 is different from four msec, it means that the UE 104
re-transmission may occur in a sub-frame in which the UE
902 location is not illuminated by an RF beam 902. As men-
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tioned, the UE 104 interprets an ACK or NAK received on the
PHICH in sub-frame n as applying to the UE 104 transmis-
sion in sub-frame (n-4); See Section 8.3 of TS 36.213 va40.
Meanwhile, the UE 104 implicitly reschedules its retransmis-
sion in sub-frame (n+4). See Section 8.0 of TS 36.213 va40.
Hence, unless the RF beam 902 rotation through the Cell
coverage area 712 is four msec (4 sub-frames) in an FDD
system, uplink retransmissions fail (the eNB 102 is searching
the receive beams for UE 104 user plane transmissions, and
with a rotation different from four msec, the beam location
902 in the sub-frame where the retransmission takes place
does not cover the UE 104 location). See FIG. 11 for an
example using a beam 902 rotation period of five msec versus
using a beam 902 rotation period of four msec inan LTE FDD
system.

H-ARQ Processing for Uplink Retransmission in TDD Sys-
tems

The situation for a TDD system may be more complicated,
because the relationship of the sub-frame in which the NAK
is received to the referenced sub-frame of the original trans-
mission is different for the different TDD U/D configurations
1002. So, too, is the relationship of the received NAK sub-
frame to the sub-frame in which the UE 104 implicitly sched-
ules the re-transmission. Table 8.3-1 of TS 36.213 a40 is
reproduced below, and gives the relationships. If a NAK is
received in sub-frame n, it implicitly refers to the transmis-
sion sent by the UE 104 in sub-frame (n-k), where the value
k is shown below for the different TDD U/D configurations
1002.

TABLE 1

Sub-frame Relationship of NAK Received

to Original Transmission in TDD Systems

TDD Sub-Frame Number (n) in Which PHICH NAK

UL/DL is Received by the UE

Config 0 1 2 3 4 5 6 7 8 9
0 7 7
1 6 6
2 6 6
3 6 6 6
4 6 6
5 6
6 6 4 7 4 6

The NAK transmissions from the eNB 102 may only come
in specific downlink sub-frames, and not always four sub-
frames removed, as in the FDD system.

Another way to view the information is to view the sub-
frames in which the original UE 104 transmission is made,
and then use the values to show when the NAK for that
transmission may be sent by the eNB 102. This view is pre-
sented in the following Table 2, where the notation h} means
that the NAK is received in sub-frame h of the following LTE
frame. The TDD configurations show the Uplink/Downlink
(or S) behavior of the system in each sub-frame, per FIG. 10
and Table 4.2-1 of TS 36.211 a40.
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Original UE Transmission Sub-frame and Sub-frame

in Which NAK is Received in TDD Systems

Downlink to Sub-Frame Number

Uplink Switch ~ Notation: U/n} means that the PHICH NAK for the transmission in the
TDD U/D Point indicated sub-frame comes in sub-frame n of the next frame.

Config Periodicity 0 1 2 3 4 5 6 7 8 9
0 5 ms D S u/6 u/0} U D S U1} U5 U

1 5 ms D S u/6 U9 D D S U1} U4} D

2 5 ms D S U/8 D D D S U3 D D

3 10 ms D S U/8 U9 U0} D D D D D

4 10 ms D S U/8 U9 D D D D D D

5 10 ms D S U/8 D D D D D D D

6 5 ms D S u/6 U9 U/} D S U1} U D

Now that it is clear in which sub-frame a NAK may be sent
for a UE 104 transmission, the next point to understand is the
sub-frame in which the UE 104 may re-transmit its informa-
tion. The offset from the sub-frame in which NAK is received
may also depend on the TDD configuration 1002, and on the
sub-frame in which the NAK is received. If the NAK is
received in sub-frame n, the UE 104 schedules its retransmis-
sion in sub-frame (n+k), where k is given in the following
table (from Table 8-2 of TS 36.213 a40 for normal HARQ
operation).

TABLE 3

The Value k for UE Retransmission in Sub-frame
(n + k) When NAK is Received in Sub-frame n

TDD

UL/DL Sub-frame n

Config 0 1 2 3 4 5 6 7 8 9
0 4 6 4 6
1 6 4 6 4
2 4 4
3 4 4 4
4 4 4
5 4
6 7 7 7 7 5

Table 1, Table 2, and Table 3 provide a set of constraints on
the where the RF beams 902 have to be in order to preserve the
HARQ capability in TDD systems that use the beam forming
technique. For example, if the RF beam 902 is focused on a
location in sub-frame n when a UE 104 transmits information,
then the same RF beam 902 pattern may need to be in effect
in the sub-frame when the UE re-transmits its data. For
example, Table 2 shows that for TDD configuration 0, ifa UE
104 transmits information in sub-frame 3, a NAK for that
transmission comes in sub-frame O of the following LTE
frame. Table 3 specifies that a NAK received in sub-frame 0
causes the UE to reschedule its retransmission in sub-frame 4
(4 sub-frames after the NAK is received). This relationship
means that the RF beam pattern 902 in sub-frame 3 (where the
original transmission took place) and in sub-frame 4 (the
sub-frame in which the retransmission occurs) may need to be
the same. All of the constraints implied by these H-ARQ
tables determine how many separate sets of RF beam patterns
902 can be had for a TDD system with a particular U/D
configuration, and therefore, what the rate of repetition may
need to be for the RF beam patterns 902. The result is not as
straightforward as it is for the FDD system, in which there are
4 RF beam patterns that repeat every 4 sub-frames.
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Before analyzing Table 1, Table 2, and Table 3 for all the
HARQ constraints on the beam patterns, another aspect of the
system may need to be analyzed for additional constraints
imposed on the number of sets of beam patterns 902, and the
sub-frames in which the RF beam patterns may need to be the
same. Additional constraints may be imposed by the Channel
Quality Indicator (CQI) measurements, because these mea-
surements may be used to locate the UE 104 in the different
RF beam locations 902. A description for Locating and Track-
ing UEs 104 in an RF Beam 902 of a Periodically Scanning
RF Beam System, as described herein, explains the CQI
measurements and how they are used in an LTE system
employing this beam forming technology.

Channel Quality Indication (CQI)

To be able to optimize downlink transmissions by adapting
the modulation and coding scheme (MCS), the mobile device
104 may have to send channel quality indications (CQI) on
the PUCCH (Physical Uplink Control Channel) or the
PUSCH (Physical Uplink Shared Channel). The CQI is a
4-bit result that indicates the measurement value. The mea-
surement may be over the entire frequency range of the Cell
bandwidth, or it can be over some subset of that frequency
range. The entire frequency range may be divided into a set of
Physical Resource Blocks, and collections of these are
defined as a “sub-band” for the purpose of making CQI mea-
surements over a frequency range that is less than the total RF
bandwidth assigned to the Cell. In an LTE system, sub-band
CQI measurements can be made on an aperiodic basis, where
the report is sent via the PUSCH. Periodic wideband CQI
measurements may be made using the PUCCH to send the
report to the eNB 102.

When the eNB 102 desires that the UE 104 make a mea-
surement of the Channel Quality and return a CQI measure-
ment value, it may send command information, called Down-
link Command Information (DCI), to the UE 104. In an FDD
system, if DCI is sent in sub-frame n, the QCI measurement is
reported by the UE in sub-frame (n+4). That, plus the HARQ
constraint of (n+8) for uplink retransmissions, may dictate
that the FDD system contain four sets of RF beam patterns
902 that repeat every 4 sub-frames. In a TDD system, the DCI
commands may be constrained to be sent by the eNB 102 in
the sub-frames shown in Table 2, i.e., the same sub-frames in
which ACK/NAK are allowed to be sent. The UE 104 CQI
measurement report is returned to the eNB 102 k sub-frames
later, where k is shown in Table 3. Because the UE 104
location determination algorithm uses so-called aperiodic
CQI reporting, where the report is returned via the PUSCH
channel (i.e., within an RF beam 902), it means that the
sub-frame in which the DCI command is sent and the corre-
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sponding sub-frame that contains the CQI measurement
report may need to generate the same RF beam patterns 902.
Determining the Number of RF Beam Patterns in a TDD
System

The information in Table 1, Table 2, and Table 3 may now
beused to determine the number of RF beam patterns 902 that
can be maintained in a TDD system with a particular U/D
Configuration 1002, and the sub-frames that may need to use
the same RF beam pattern 902. The constraints are based in
the fact that HARQ may need to be preserved for UE 104
retransmissions; the sub-frame of an original transmission
and the sub-frame of a retransmission may need to have the
same RF beam coverage 902. Also, a DCI for a Channel
Quality Information measurement in a given sub-frame and
the CQI report in another sub-frame may need to have the
same RF beam 902 coverage in those two sub-frames. The
rationale for this statement is apparent from the algorithms
presented herein for locating a UE 104 in an RF beam 902
when the UE 104 first accesses the Cell, and for tracking a UE
104 as it moves across the set of RF beam 902 locations that
cover the Cell area 712. The information in Table 1, Table 2,
and Table 3 is incorporated into the following table to make
the analysis easier to visualize for each TDD U/D configura-
tion 1002.
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The notation used in Table 4 is described here. For each
TDD U/D configuration 1002, the configuration is repeated
from FIG. 10 for the convenience of the reader. The row above
the configuration is used to indicate the sub-frame in which
the UE 104 can send an Uplink transmission, X (i.e., in any U
sub-frame), the sub-frame in which a corresponding NAK is
received (N), and the sub-frame in which the corresponding
retransmission occurs (R). If the relevant sub-frame occurs in
the preceding LTE frame (2+ LTE frames are shown in Table
4), itis indicated by N{j (for a NAK; the referenced transmis-
sion is sub-frame j in the previous LTE frame), or by R{j (for
a retransmission; the original transmission occurred in sub-
frame j of the previous LTE frame). In one case (TDD con-
figuration 6), the retransmission is for an original transmis-
sion two LTE frames previous, so the notation R{{j is used.

The row beneath the configuration row is used to indicate
when a DCI command can be sent by the eNB 102 to cause a
CQI measurement. The notation dci-j is used to indicate that
the DCI command is sent in sub-frame j (it is already indi-
cated in sub-frame j, so this part is for convenience of view-
ing). The corresponding CQI measurement result is returned
to the eNB 102 is the sub-frame marked by CQI-j, where,
again, if the corresponding DCI command occurs in the pre-
vious LTE frame, the notation CQI-{j is used.

TABLE 4

HARQ and DCI/CQI Data for Determining the Number of RF Beam Sets in a TDD System

TDD U/D
Config o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3
X, X X X N X X X N N R R N R R
N, 2 03 4 207 8 9 { { {2 5o { {
R 3 7 8 7 8
Conf 0 p s v v uvu b S UUU DS UUUD S UUUD S U U
dei/ d d ¢ d d ¢ ¢ d d cq cq d d ¢ ¢ d d cq
cqi ci i gi ¢ ¢ qi gi e e i 0 ¢ ¢ qi gi e e i
0 1 0 5 o6 1 5 0 1 6 5 6 1 5 0 1 6
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3
X, X X N X X N N R R N R R
N, 203 2 7 8 3 L2 3 I
R 7 7 8
Conf1 p s v v b b S UUDD S UUDD S UUDD S U U
dei/ d d d ¢ ¢ d d cq cq dc [
cqi ci ci ci qgi qi di ci i{ i{ 4 qi  qi
1 4 6 1 4 9 1 6 9 1 4
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3
X, X X N R N R
N, 2 7 2 0 {7 {
R 7
Conf 2 p s v bbb DS UDDD S UDUDUD S UD DD S U D
dei/ d ¢ d cq dc c
cqi ci qi ci i{ i3 qi
3 3 8 8 3
o 1 2 3 4 5 6 7 8 9 1 2 3 4 5 6 7 8 9 0 1 2 3
X, X X X N N N R R R
N, 2 3 4 2 03 | 0 {3 {4
R 4
Conf 3 p s v vuvubDDDDD D S U U UDDD D D D S U U
dei/ d c d d d cq c¢q cq
cqi ci qi ci ¢ ol i i{ io0
0 0 8§ 9 0 8 9
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3
X, X X N N R R
N, 23 23 0 3
R
Conf4 p s v uvbpbbDDDDD D S U U DDDD D D D S U U
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TABLE 4-continued

HARQ and DCI/CQI Data for Determining the Number of RF Beam Sets in a TDD System

dei/ d cq cq
cqi ci ci i{ i
8 9 8 9

o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3

X, X N R
N, 2 2 P
R
Conf'5 p s v bp b b DDDDD S UDDDD DD DD S U D
dei/ d cq
cqi ci i{
8 8

o 1 2 3 4 5 ¢ 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3
X, X X X N X X N N N R R N R R R
N, 23 4 2 O R A R S i
R 4 7 8 4 7 8
Conf 6 p §s v v uvubD S U UDD S U UUD S UUDD S U U
dei/ d d d d ¢ ¢ d d d ¢q ¢eq ¢q d d ¢ ¢ d d d cq cq
cqi ci ci ci ci q qi ci e e i{ i{ i{ e e q q e e ¢ i{ i

0 1 s 6 0 1 9 0 1 5 6 9 5 6 0 1 9 0 1 5 6

The data in Table 4 is analyzed as follows to determine the 25
number of RF beam 902 sets that can be supported in a
specific TDD U/D configuration 1002, and the sub-frames in
which the same RF beam pattern 902 may need to be used.
The results in Table 5 constitute the main constraints in this
disclosure for LTE TDD systems that employ an RF Beam 30
Scanning antenna system. The constraints for a correspond-
ing LTE FDD system are that the RF Beam pattern 902 repeat
every 4 msec.

TABLE 5

The Number of RF Beam Sets, and the Sub-Frames Requiring the Same RF Beam Coverage in LTE TDD Systems

RF Beams may need to be identical in

TDD Configuration Analysis the listed sub-frame sets
0 The HARQ constraint shows that sub-frames 3, 4 may need to (0,3,4,7(5,9,8,2);

have the same RF beam 902 coverage, and that sub-frames 8, 9 hence, two sets of RF beams 902 can be
may need to have the same RF beam 902 coverage. The DCI used in Configuration 0. One set of RF
constraint shows that sub-frames 0, 4 may need to have the same beams 902 may be generated in sub-
RF beam 902 coverage, and that sub-frames 5, 9 may need to frames 0, 3, 4, and 7; a second set of RF
have the same RF beam 902 coverage. Sub-frame 2 and sub- beams 902 may be generated in sub-
frame 7 have no constraints related to the beam forming, frames 2, 5, 8, and 9. No RF beams 902
because QCI reports generated in those sub-frames are related to are generated in sub-frames 1 and 6,
DCI commands sent in an S sub-frame. The S sub-frame data which are the S sub-frames.
may always be transmitted in the Cell-Wide signal, and does not An alternative set of sub-frames in
present constraints on the number of RF beam sets. A which the same RF beams 902 may need
requirement for the beam forming technique is that the S frames to be used are: (0, 3,4, 2) and (5,9, 8, 7).
not be used to send DCI commands, or to receive CQI Two other alternative sets of sub-frames
measurement reports for the purpose of determining the UE are possible in which the same sets of
location, as described herein. This requirement limits the RF beam patterns may be generated,
number of RF beam 902 sets that can be used to determine the namely, (0, 3,4,2,7)and (5, 8,9); (0,3,4)
UE location to 2. Sub-frames 2 and 7 may need to therefore be and (5,8,9,2,7).

included in one of these RF beam 902 sets, for otherwise, UEs
104 in locations other than the ones illuminated in the two for
which CQI measurements are returned cannot be located via the
algorithms described herein on Locating UEs 104 within RF

Beams 902.

1 The HARQ issue presents no constraints on the RF beam (3,9,0,5)(4,8,2,7)
forming, because the retransmission occurs in the same sub- hence, two sets of RF beams 902 can be
frame as the original transmission. The CQI constraint shows used in Configuration 1. One set of RF
that sub-frames 9, 3 may need to have the same RF beam 902 beams 902 may be generated in sub-
coverage, and that sub-frames 4, 8 may need to have the same frames 0, 3, 5, and 9; a second set of RF
RF beam 902 coverage. Because the QCI reports may need to be beams 902 may be generated in sub-
able to identify UEs in any of the beam 902 locations, there frames 2, 4, 7, and 8. No RF beams 902
cannot be more than two sets of RF beams. The remaining sub- are generated in sub-frames 1 and 6,
frames may need to be included in either of the two sets of sub- which are the S sub-frames.
frames in which CQI reports are returned. One example is As noted, alternative dual sets of RF

shown in the cell to the right of this one in this table. beam 902 may be generated by
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TABLE 5-continued
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The Number of RF Beam Sets, and the Sub-Frames Requiring the Same RF Beam Coverage in LTE TDD Systems

TDD Configuration Analysis

RF Beams may need to be identical in
the listed sub-frame sets

The HARQ issue presents no constraints on the RF beam
forming sets, because retransmissions occur in the same sub-
frame as the original transmission. However, the CQI constrains
the use of only two RF beam patterns, because CQI is returned
in just two sub-frames. These two may need to be used to locate
the UEs in any of the RF beam 902 locations. The QCI
relationships show that sub-frames 2, 8 may need to have the
same RF beam 902 pattern, and that 3, 7 may need to have the
same RF beam 902 pattern. The remaining sub-frames, 0, 4, 5, 9,
may need to be included in one of these two sets of sub-frames.
One example is shown in the next table cell.

The HARQ issue presents no constraints on the RF beam
forming sets, because retransmissions occur in the same sub-
frame as the original transmission. There are three sub-frames in
which CQI reports are returned, and none are tied to an S sub-
frame Hence, three sets of RF beams 902 can be used, with CQI
reporting constraining 2, 8 to have the same RF beam 902
pattern, 3, 9 to have the same RF beam 902 pattern, and 4, O to
have the same RF beam 902 pattern. The other sub-frames, 5, 6,
7, may need to be placed in one of these three sets of sub-
frames, and therefore, other combinations of sets of sub-frames
can be used, as long as (2, 8) are kept together, (3, 9) are kept
together, and (4, 0) are kept together.

The HARQ for uplink re-transmissions does not constrain the
way the RF beams are formed in the different sub-frames,
because X2 is re-transmitted (when necessary) in sub-frame 2,
and X3 is re-transmitted (when necessary) in sub-frame 3. With
only two uplink sub-frames, at most two sets of RF beam
patterns can be had, because the CQI values returned in the two
uplink sub-frames may need to identify UEs for downlink
transmission in all the other (D) sub-frames. The dci/CQI
associations indicate that sub-frames 8, 2 may need to have the
same RF beam 902 pattern, and that sub-frames 3, 9 may need to
have the same RF beam 902 pattern. The other sub-frames, 0, 4,
5, 6, 7, may need to be collected with either pair to map the
remaining sub-frames to the two RF beam 902 patterns. One
example is shown in the table cell to the right.

Because there is only one uplink sub-frame in Configuration 5,
the CQI measurement returned in that sub-frame (2) may need
to capture the location of the UE regardless of where the UE is
located in the Cell coverage area 712. Le., there is just one set of
RF beams 902 in this configuration, and the entire Cell coverage
area 712 may need to be covered by this one set of beams.

assigning sub-frames 0, 2, 5, and 7 to
the two sets differently than shown
above. There are 30 different ways of
partitioning the four sub-frames 0, 2, 5,7
into the two sets of RF beam patterns,
one of which is shown above.
(2,8,0,4)3,7,5,9);

hence, two sets of RF beams 902 may be
used in Configuration 2. One set of RF
beams 902 may be generated in sub-
frames 0, 2, 4, and 8; a second set of RF
beams 902 may be generated in sub-
frames 3, 5, 7, and 9. No RF beams 902
are generated in sub-frames 1 and 6,
which are the S sub-frames.

As noted, alternative dual sets of RF
beam 902 may be generated by
assigning sub-frames 0, 4, 5, and 9 to
the two sets differently than shown
above. There are 30 different ways of
partitioning the four sub-frames 0,4, 5,9
into the two sets of RF beam patterns,
one of which is shown above.

0,4, 6)(2,8,5)3,9,7);

hence, three sets of RF beams 902 can
be used in Configuration 3. One set of
RF beams 902 may be generated in sub-
frames 0, 4, and 6; a second set of RF
beams 902 may be generated in sub-
frames 2, 5, and 8; a third set of RF
beams 902 may be generated in sub-
frames 3, 7, and 9. No RF beams 902 are
generated in sub-frame 1, the S sub-
frame.

As noted, alternative triple sets of RF
beam 902 may be generated by
assigning sub-frames 5, 6, and 7 to the
three sets differently than shown above.
There are 39 different ways of
partitioning the three sub-frames 5, 6, 7
into the three sets of RF beam patterns,
one of which is shown above.
(2,8,0,4,6)3,9,5,7);

hence, two sets of RF beams 902 can be
used in Configuration 4. One set of RF
beams 902 may be generated in sub-
frames 0, 2, 4, 6, and 8; a second set of
RF beams 902 may be generated in sub-
frames 3, 5, 7, and 9. No RF beams 902
are generated in sub-frame 1, the S sub-
frame.

As noted, alternative dual sets of RF
beam 902 may be generated by
assigning sub-frames 0, 4, 5, 6, and 7 to
the two sets differently than shown
above. There are 62 different ways of
partitioning the five sub-frames 0, 4, 5, 6,7
into the two sets of RF beam patterns,
one of which is shown above.
(2,8,0,3,4,5,6,7,9);

hence, one set of RF beams 902 can be
used in Configuration 5. This single set
of RF beams is repeated in sub-frames 0,
2,3,4,5,6,7,8,and 9. No RF beams
902 are generated in sub-frame 1, the S
sub-frame.
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TABLE 5-continued

30

The Number of RF Beam Sets, and the Sub-Frames Requiring the Same RF Beam Coverage in LTE TDD Systems

TDD Configuration Analysis

RF Beams may need to be identical in
the listed sub-frame sets

6 HARQ for uplink retransmissions constrains the following pairs
of sub-frames to use the same RF beam 902 pattern: (2, 3), (3, 4),
(4,7), (7, 8), (2, 8). The sub-frames when DCI is sent by the eNB
102, and the corresponding sub-frames when CQI is received by
the eNB 102 constrains the following pairs of sub-frames to use
the same RF beam 902 pattern: (9, 4), (0, 7), (5, 2). The sub-frame

RF beam 902 pattern constraints overlap across all the sub-

frames (except the S sub-frames, which are not used to send

DCI to locate the UEs in this disclosure).

0,2,3,4,5,7,8,9);

hence, one set of RF beams 902 can be
used in Configuration 6. This single set
of RF beams 902 is repeated in sub-
frames 0, 2, 3,4, 5,7, 8,and 9. No RF
beams 902 are generated in sub-frames 1
or 6, the S sub-frames.

Locating and Tracking UEs in an RF Beam of a Periodically
Scanning RF Beam System

The present disclosure describes aspects for locating and
tracking users in conjunction with an RF beam forming tech-
nique. The particular beam forming technique generates N
RF beams 902 concurrently, such as in each 1 msec interval.
The N RF beams 902 cover N sub-areas of the total coverage
area 712 of an LTE Cell, the coverage area 712 being deter-
mined by an LTE Cell using the same total transmit power, but
which does not use the beam forming technique. In the next 1
msec interval, another N RF beams 902 are generated to cover
adifferent set of N sub-areas. This process may be repeated in
an LTE Frequency Division Duplex (FDD) system for m
times until, for example, after 4 msec (where m=4), the entire
Cell coverage area 712 has been covered by the 4*N RF
beams 902. For example, let N=4, so 16 RF beam 902 sub-
areas cover the entire Cell area 712 in an FDD system. See
FIG. 9.

The RF beam forming technique depicted in FIG. 9 does
not focus an RF beam 902 on a particular user equipment (UE
104), as is done in other beam forming approaches. Rather,
the RF beams 902 are generated continuously each 1 msec,
with the same RF beam 902 sub-areas being covered every 4
msec in an FDD system. In FIG. 9, four sets of non-adjacent
sub-areas are illuminated (for transmit) and are focused (for
receive) over the course of four consecutive 1 msec time
intervals.

Inan LTE wireless system, downlink transmissions may be
scheduled by software in the base station 102 called the
Scheduler. The Scheduler may also grant permission for
uplink transmissions. In this way, the bandwidth available via
the LTE air interface is allocated to different users at different
times in a manner determined by the Scheduler.

When the RF beam forming technique summarized in FIG.
9 is used, it is important for the Scheduler to know the current
location of each UE, so that, in a particular 1 msec interval, it
can give uplink transmission grants only to those UEs 104 in
one of the four locations about to be focused by the RF
subsystem beam forming in that 1 msec interval. Likewise,
the Scheduler may need to schedule downlink transmissions
only to those UEs 104 who are known to be located in one of
the four RF beam 902 sub-areas about to be illuminated by the
RF subsystem beam forming operation.

Hence, to enable the effective use of the RF beam forming
technique, it may be essential that the Scheduler know which
RF beam 902 covers the current UE location. There are two
aspects to this problem that need to be resolved. One is to
determine the RF beam 902 that covers the UE 104 location
when the UE 104 first accesses the Cell (i.e., during an Initial
Attach to the LTE system, or during a Handover into the Cell
from a neighboring Cell, or during a time when the UE 104
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comes out of the IDLE state, and re-establishes its connection
to the current Cell). The second aspect of this problem is to
track the UE 104 as the user moves across the sub-areas
covered by the RF beams 902 generated by the RF subsystem
of the Cell. This disclosure provides information that dis-
closes techniques to handle these two aspects, for the purpose
of proving priority in developing the techniques, and for
providing the teachings required to locate and track UEs 104
for use with the RF beam forming technique.

In an example, in an LTE Time Division Duplex (TDD)
system, the ten 1 msec sub-frames of each LTE Frame 1002
are divided into a set of sub-frames used for downlink trans-
missions and a set of sub-frames used for uplink transmis-
sions. There are seven different configurations of the sub-
frames into k-uplink sub-frames and m-downlink sub-
frames. See FIG. 10. (The sub-frame labeled “S” is not used
in the UE location algorithms presented herein.) When the RF
beam forming technique is used in an LTE TDD system, UEs
104 need to be scheduled for uplink and downlink transmis-
sions in a sub-frame (i.e., 1 msec interval) when an RF beam
902 covers the UE 104 location. Hence, the need to determine
the UE 104 location within an RF beam 902, and the need to
track the UE 104 location across the RF beams 902, are
identical to those needs in an LTE FDD system. However,
rather than design the RF beams 902 to have a pattern that
repeats every 4 msec, as in an FDD system, the RF beam 902
pattern repeats every 10 msec in a TDD system for any of the
Uplink/Downlink configurations chosen for the TDD system.
See Table 6 for an example listing of the sub-frames in each
TDD configuration 1002 where the RF beam 902 pattern may
be the same. As described herein, for each TDD U/D Con-
figuration, there may be several different acceptable modes of
operation for assigning RF beam patterns to the U/D sub-
frames. The number of sets of sub-frames therefore indicates
the number of different sets of 4-beam patterns that can be
sustained in the given TDD configuration 1002.

TABLE 6

Number of Sets of RF Beam Patterns
Supported in Each TDD Configuration

TDD UD
Configuration

Sets of Sub-frames that Have
Identical Beam Patterns

0 (0, 3,4, 7) and (5, 9, 8, 2): hence, this U/D
configuration 1002 supports two sets of beam
patterns of 4 beams each. No RF beams 902 are
generated in sub-frames 1 or 6.

1 (3,9,0,5) and (4, 8, 2, 7): hence, this U/D
configuration 1002 supports two sets of beam
patterns of 4 beams each. No RF beams 902 are
generated in sub-frames 1 or 6.
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TABLE 6-continued

Number of Sets of RF Beam Patterns
Supported in Each TDD Configuration

TDD UD
Configuration

Sets of Sub-frames that Have
Identical Beam Patterns

2 (2,8,0,4) and (3, 5, 7, 9): hence, this U/D
configuration 1002 supports two sets of beam
patterns of 4 beams each. No RF beams 902 are
generated in sub-frames 1 or 6.

3 (0,4, 6),(2,5,8),and (3, 7,9): hence, this
U/D configuration 1002 supports three sets of
beam patterns of 4 beams each. No RF beams 902
are generated in sub-frame 1.

4 (0,2,4,6,8)and (3, 5, 7, 9): hence, this
configuration 1002 supports two sets of beam
patterns of 4 beams each. No RF beams 902 are
generated in sub-frame 1.

5 (0,2,3,4,5,6,7,8,9): hence, this
configuration 1002 supports one 4-beam pattern.
No RF beams 902 are generated in sub-frame 1.

6 (0,2,3,4,5,7,8,9): hence, this
configuration 1002 supports one 4-beam pattern.
No RF beams 902 are generated in sub-frames 1 or 6.

Channel Quality Indicator

To be able to optimize downlink transmissions by adapting
the modulation and coding scheme (MCS), the mobile device
104 may need to send channel quality indications (CQI) on
the Physical Uplink Control Channel (PUCCH) or on the
Physical Uplink Shared Channel (PUSCH). The CQI is a
4-bit result that indicates the measurement value. The mea-
surement may either be over the entire frequency range of the
Cell bandwidth, or over some subset of that frequency range.
The entire frequency range is divided into a set of Physical
Resource Blocks, and collections of these are defined as a
“sub-band” for the purpose of making CQI measurements
over a frequency range that is less than the total RF bandwidth
assigned to the Cell. In an LTE system, sub-band CQI mea-
surements can be made on an aperiodic basis, where the
report is sent via the PUSCH. Periodic wideband CQI mea-
surements can be made using the PUCCH to send the report to
the eNB 102.

When the eNB 102 desires that the UE 104 make a mea-
surement of the Channel Quality and return a CQI measure-
ment value, it sends command information, called Downlink
Command Information (DCI), to the UE 104. In an FDD
system, if DCI is sent in sub-frame n, the QCI measurement is
reported by the UE 104 in sub-frame (n+4). In a TDD system,
the DCI commands are constrained to be sent by the eNB 102
in a subset of the sub-frames used for downlink transmis-
sions. The UE 104 CQI measurement report is returned to the
eNB 102 k sub-frames later, where k depends on the TDD
Uplink/Downlink configuration 1002, and where (n+k) is a
sub-frame configured for uplink transmission in the TDD
system.

A CQI-Based Algorithm for Finding the UE Location after
Random Access, Handover, or Service Request
UE 104 Initial Location Determination in an FDD System

The eNB 102 system may learn of the existence of a UE
104 in its Cell coverage area 712 via the Random Access (RA)
procedure, via a Handover procedure, or via a Service
Request procedure, in which the UE 104 becomes connected
via the Cell. To allow the beam forming approach to be used
for this UE 104, the current UE 104 location in one of the 16
RF beam 902 locations in the FDD system may need to be
determined. The following algorithm uses CQI measure-
ments to determine the UE 104 location within an RF beam
902. If the RF environment includes major multipath compo-
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nents, the CQI measurements may be used to determine an RF
beam for downlink transmissions to the UE, while an SRS
measurement (disclosed below) may be used to determine an
RF beam for uplink transmissions by the UE.

In embodiments, right after the eNB 102 sends an RA grant
to the UE 104, if there is no contention, the eNB 102 MAC
(Medium Access Control) software may send commands in
each of 4 successive sub-frames (i.e., sub-frames n, (n+1),
(n+2), and (n+3)) to have the UE 104 provide an aperiodic
report of a sub-band CQI value. (If there is contention, the
commands are sent after contention is resolved, i.e., after the
eNB 102 sends the Contention Resolution message on the
PDSCH.) The eNB 102 MAC and the PHY (Physical Layer)
software may arrange for the selected set of measurement
sub-bands to be included in each of the transmit beam signals
in each of the measurement sub-frames to ensure that every
transmit beam has transmit energy from the sub-band focused
on the illuminated beam area 902; if the UE 104 is in the
illuminated beam area 902, it can make the desired CQI
measurement of the configured sub-bands. These aperiodic
measurements are returned via the UE 104 PUSCH. If the
measurement is made in sub-frame n, the report is returned in
sub-frame (n+4) in an FDD system.

The eNB 102 PHY and MAC software look for the UE
PUSCH measurements in each of the four receive beam
streams in each of the reporting sub-frame intervals, (n+4),
(n+5), (n+6), and (n+7). The receive beams 902 cover areas
that are non-adjacent (see FIG. 9). It means that the UE 104
measurement report should generally be received in only one
sub-frame, and in only one received beam 902 signal for that
sub-frame. It is possible, though, that the eNB 102 may
receive measurement reports in more than one reporting sub-
frame, in one receive-beam 902 data stream in each of those
sub-frames. This situation occurs if the UE 104 is on the
border between RF beam 902 location areas. In this case, the
MAC may select the measurement with the best CQI value (or
pick one of the measurements, if they are the same). The
MAC may note the sub-frame and the received beam 902
signal that contains the UE 104 CQI measurement report to
determine which of the 16 beam 902 locations contains the
UE 104. This location is recorded as the current UE 104
location (i.e., the location that the eNB 102 may use when
sending user plane transmissions to the UE 104, or when
scheduling the UE 104 for uplink transmissions in a non-
multipath RF environment).

UE Initial Location Determination in a TDD System

An approach similar to the one for FDD systems may be
used to determine the UE 104 location within an RF beam 902
when the UE 104 first accesses a TDD system. Depending on
the TDD U/D configuration 1002 (see FIG. 10), right after the
eNB 102 sends an RA grant to the UE, if there is no conten-
tion, or after contention is resolved in the case of RA conten-
tion, the eNB 102 MAC software may send a command in the
first upcoming sub-frame in each of the sets of sub-frames in
which the different RF beam 902 patterns are generated for
the particular TDD U/D configuration 1002, and in which a
DCI command may be sent. See Table 4. The commands
cause the UE 104 to make an aperiodic report of a sub-band
CQI measurement. The eNB 102 MAC and the PHY may
arrange for the selected set of measurement sub-bands to be
included in each of the transmit beam 902 signals in the
sub-frames in which the DCI commands are sent to the UE
104. This approach ensures that every transmit beam 902 has
transmit energy from the sub-band focused on the illuminated
beam areas 902; if the UE 104 is in an illuminated beam 902
area, it can make the desired CQI measurement of the con-
figured sub-bands. (The S sub-frames may not be used to send
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these commands to make aperiodic channel quality measure-
ments for the purpose of locating the UE 104 in an RF beam
area 902.)

These aperiodic measurements are returned via the UE
PUSCH. Depending on the TDD U/D configuration 1002, the
sub-frame that can be used to send the DCI to make the
aperiodic measurement is constrained. See FIG. 10. So, if the
measurement is made in sub-frame n, the report is returned in
sub-frame (n+k) in a TDD system that uses normal Hybrid-
ARQ operation. The value that n can be, and the correspond-
ing value ofk, are specified in TS 36.213 a40. As an example,
suppose the UE 104 accesses the Cell in sub-frame 2, and that
the TDD U/D configuration 1002 being used is Configuration
0. Using the values in Table 6 and the Configuration O listed in
FIG. 10, the eNB 102 MAC sends a DCI command in sub-
frame 5, and receives the report in sub-frame 9. The eNB 102
MAC also sends a DCI command in sub-frame O of the next
LTE frame, and receives the corresponding CQI measure-
ment report in sub-frame 4 of that LTE frame.

The eNB 102 PHY and MAC look for the UE 104 PUSCH
measurements in each of the four receive beam 902 streams in
each of the reporting sub-frame intervals, which depend on
the TDD U/D Configuration 1002. The receive beams 902
cover non-adjacent areas, where possible (in the case of Con-
figuration 5 or 6, only one set of RF beams 902 is repeated in
every U or D sub-frame, so some of the RF beam 902 areas
may need to be adjacent to one another). It means that the UE
104 measurement report should generally be received in only
one sub-frame, and in only one received beam 902 signal for
that sub-frame. It is possible, though, that the eNB 102 may
receive measurement reports in more than one reporting sub-
frame, and/or in more than one receive-beam 902 data stream
in each of those sub-frames. This situation occurs if the UE
104 is on the border between RF location areas 902. In this
case, the MAC may select the measurement with the best CQI
value (or pick one of the measurements if they are the same,
and/or pick one of the receive RF beam 902 signals, if a report
with the same best CQI value is received in more than one
receive RF beam signal). The MAC may note the sub-frame
and the received beam 902 signal that contains the UE 104
CQI measurement report to determine which of the RF beam
902 locations contains the UE 104. This location is recorded
as the current UE 104 location (i.e., the location the eNB 102
may use when sending user plane transmissions to the UE
104, or when scheduling the UE 104 for uplink transmissions
when the RF environment is not impacted by multipath trans-
missions).

A CQI-Based Algorithm for Tracking the UE Location
UE Location Tracking in an FDD System

Once the UE 104 location is determined after it completes
the Random Access procedure, or a Handover procedure, or
the Service Request procedure, the UE 104 needs to be
tracked, in case it moves to another RF beam 902 location
within the same Cell coverage area 712. The following algo-
rithm uses CQI reporting to track the UE 104 across the set of
RF beam 902 locations that overlay the Cell coverage area
712 in an FDD system.

A value K (some number of hundreds of msec, e.g., K=20
for a 2000 msec interval) may be provisioned for periodic
checking of the UE 104 location. The eNB 102 MAC may
perform a CQI-based UE 104 location determination algo-
rithm that is similar to the one specified above for the case of
initial access to the FDD Cell. Hence, commands may be sent
to the UE 104 to perform aperiodic CQI reporting in four
consecutive sub-frames, n, (n+1), (n+2), and (n+3). UE 104
measurement reports are thus sent via the PUSCH in sub-
frames (n+4), (n+5), (n+6), and (n+7). As in the case of the UE
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104 location determination upon completion of the Random
Access procedure, the eNB 102 MAC ensures that the sub-
band Physical Resource Blocks (PRBs) selected for measure-
ment are included in each of the transmit beam signals in each
ofthe measurement sub-frames. The eNB 102 PHY and MAC
look for the UE 104 PUSCH measurement reports in each of
the four receive beam 902 streams in each of the reporting
sub-frame intervals, (n+4), (n+5), (n+6), and (n+7). The
receive beams 902 cover non-adjacent areas. It means that the
UE 104 measurement report should generally be received in
only one sub-frame, and in only one received beam 902 signal
in that sub-frame. The MAC may note the sub-frame and the
received beam signal to determine which of the 16 beam
locations 902 contains the UE.

Because the RF beams in any sub-frame cover non-adja-
cent areas, the eNB 102 MAC should recover a measurement
from only one receive beam 902 stream in any given reporting
sub-frame. However, if the UE 104 is on the border between
two or more RF beam 902 locations, the eNB 102 MAC may
receive measurement reports in each of 2, 3, or in all 4 of the
measurement reporting sub-frames. The MAC records the
UE 104 location, or locations (up to four), in a temporary data
set assigned to the UE 104. If the current UE 104 location is
notamong the ones determined via the just-received measure-
ment reports, and if more than one UE-location has been
determined, the MAC selects the UE 104 location associated
with the best returned CQI value, and updates the current UE
104 location accordingly. If the current UE 104 location is
among the ones just reported, or if it is the only one reported,
the current UE 104 location is not updated at this point in
time.

Whether the current UE 104 location has been updated at
this point, or not, the aperiodic CQI reporting is repeated at H
msec intervals (a provisioned number of 20 msec intervals,
e.g., H=25 for making aperiodic measurements every S00 ms)
until a single UE 104 location is determined, and which does
not change for M (a provisioned value) consecutive H*20
msec intervals. If the K msec periodic UE 104 check interval
occurs before the UE 104 location determined from the
reports remains fixed in M consecutive reports, the K msec
periodic location check is not performed for this UE 104, and
the check for M consecutive fixed UE 104 location determi-
nations is continued at the H*20 msec rate.

If the UE 104 location determination remains fixed in M
consecutive aperiodic reporting instances, update the UE 104
location information if it has changed, cancel the H*20 msec
running of the CQI-based location check procedure, and
resume operation of the K msec UE 104 location check pro-
cedure for this UE. This repeating of the 4 consecutive sub-
frames CQI measurement procedure handles the case where
the UE 104 is on the boundary of different coverage areas
illuminated by the RF beams 902, or oscillates between RF
beam 902 locations. (Note: the sub-band CQI measurement
interval is 1 sub-frame, namely, the sub-frame in which the
UE 104 receives a command to make an aperiodic CQI mea-
surement.)

UE Location Tracking in a TDD System

An approach similar to the one for FDD systems may be
used to track the UE 104 location within an RF beam 902 as
the UE 104 moves across the Cell coverage area 712 ofa TDD
system.

A value K (some number of hundreds of msec, e.g., K=20
for a 2000 msec interval) is provisioned for periodic checking
of the UE 104 location. The eNB 102 MAC may perform a
CQIl-based UE 104 location determination algorithm that is
similar to the one specified above for the case of initial access
to the TDD Cell. Hence, commands are sent to the UE 104 to
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perform aperiodic CQI reporting in non-S sub-frames in
which a DCI command can be sent, where a single sub-frame
is selected from each of the sets of sub-frames in which a
different set of RF beam patterns is generated, to initiate the
aperiodic CQI measurement; S sub-frames are not used for
this purpose. The number of DCI commands sent is thus equal
to the number of RF beam 902 sets generated in the particular
TDD U/D Configuration 1002 (see Table 6). UE 104 mea-
surement reports are thus sent via the PUSCH in sub-frames
appropriate for the particular TDD configuration 1002 in
effect for the Cell. The receive RF beam areas 902 covered in
the TDD system in a given sub-frame may, or may not be
non-adjacent. It means that the UE 104 measurement report
should generally be received in only one sub-frame, and in
only one received beam 902 signal in that sub-frame. It is
possible, though, that the eNB 102 may receive measurement
reports in more than one reporting sub-frame, and/or in more
than one receive-beam 902 data stream in each of those sub-
frames. If the report is received in only one sub-frame, and in
only one receive RF beam 902 signal, the MAC may note the
sub-frame and the received beam 902 signal to determine
which of the RF beam 902 locations contains the UE 104.

However, if the UE 104 is on the border between two or
more RF beam 902 locations, the eNB 102 MAC may receive
measurement reports in each of the measurement reporting
sub-frames, and/or in more than one receive RF beam 902
signals in one or more of the reporting sub-frames. The MAC
records the UE 104 location, or locations, in a temporary data
set assigned to the UE 104. If the current UE 104 location is
notamong the ones determined via the just-received measure-
ment reports, and if more than one UE-location has been
determined, the MAC selects the UE 104 location associated
with the best returned CQI value, and updates the current UE
104 location accordingly. If the current UE 104 location is
among the ones just reported, or if it is the only one reported,
the current UE 104 location is not updated at this point in
time.

Whether the current UE 104 location has been updated at
this point, or not, the aperiodic CQI reporting is repeated at H
msec intervals (a provisioned number of 20 msec intervals,
e.g., H=25 for making aperiodic measurements every 500
msec) until a single UE 104 location is determined, and which
does not change for M (a provisioned value) consecutive
H*20 msec intervals. If the K msec periodic UE 104 check
interval occurs before the UE 104 location determined from
the reports remains fixed in M consecutive reports, the K
msec periodic location check is not performed for this UE
104, and the check for M consecutive fixed UE 104 location
determinations is continued at the H*20 msec rate.

If the UE 104 location determination remains fixed in M
consecutive aperiodic reporting instances, update the UE 104
location information if it has changed, cancel the H*20 msec
running of the CQI-based location check procedure, and
resume operation of the K msec UE 104 location check pro-
cedure for this UE 104. This repeating of the CQI measure-
ment procedure handles the case where the UE 104 is on the
boundary of different coverage areas illuminated by the RF
beams 902, or oscillates between RF beam 902 locations.
(Note: the sub-band CQI measurement interval is 1 sub-
frame, namely, the sub-frame in which the UE 104 receives a
command to make an aperiodic CQI measurement.)

The Sounding Reference Signal (SRS) in LTE Systems

The LTE standard defines an optional Sounding Reference
Signal (SRS) in the uplink direction. It is transmitted by a UE
104 using a known sequence, and using a set of PRBs
assigned by the eNB 102 MAC software. The SRS can be
scheduled when the UE 104 is not transmitting user data, and
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is generally used to make estimates of the uplink channel
conditions. The eNB 102 MAC can schedule periodic trans-
missions of the SRS with a period as low as 2 sub-frames. The
eNB 102 MAC can also schedule a single aperiodic SRS
transmission. The SRS is detected at the eNB 102 and pro-
cessed by the PHY layer. The PHY layer reports to the MAC
layer the received SRS signal-to-noise level per Resource
Block assigned for the SRS. Reference the Femto Forum,
Doc. No. FF_Tech003_v1.11 page 104, 2010.
An SRS-Based Algorithm for Finding the UE Location after
Random Access, after Handover, or after Service Request UE
Initial Location Determination in an FDD System

The UE 104 location determination algorithm for an FDD
system may operate the same way as when using the CQI
reports, except that instead of having the eNB 102 MAC
command the UE 104 to make CQI measurements in four
successive sub-frames, it commands the UE 104 to send an
SRS in each of four successive sub-frames. These are aperi-
odic SRS transmissions. Each SRS transmission is sent in a
sub-frame offset defined for all UEs 104 by a Cell-specific
parameter. The SRS transmissions received at the eNB 102
may be used in a manner similar to way the CQI measure-
ments are used at the eNB 102 to determine the RF beam 902
that covers the UE 104 location.
UE Initial Location Determination in a TDD System

The UE 104 location determination algorithm for a TDD
system may operate the same way as when using the CQI
reports, except that instead of having the eNB 102 MAC send
DCI commands for the UE 104 to make CQI measurements,
the DCI commands are to send SRS transmissions. The com-
mands are sent in the first upcoming sub-frame in each of the
sets of sub-frames in which the different RF beam 902 pat-
terns are generated for the particular TDD U/D configuration
1002, and in which a DCI command may be sent. See Table 4.
The commands cause the UE 104 to send an aperiodic SRS
transmission in the PRBs specified in the DCI command and
in U sub-frames corresponding to the sub-frames in which the
DCI command is received. Each SRS is returned in a sub-
frame offset defined for all UEs 104 by a Cell-specific param-
eter. The SRS transmissions received at the eNB 102 may be
used in a manner similar to way the CQI measurements are
used at the eNB 102 to determine the RF beam 902 that covers
the UE 104 location.
An SRS-Based Algorithm for Tracking the UE Location
UE Location Tracking in an FDD System

The UE 104 location tracking algorithm for an FDD sys-
tem may operate the same way as when using the CQI reports,
exceptthat instead of having the eNB 102 MAC command the
UE 104 to make CQI measurements in four successive sub-
frames, it commands the UE 104 to send an SRS in each of
four successive sub-frames. The commands and reports are
generated per the period values defined in the CQI-based
tracking procedure outlined herein for an FDD system. These
are aperiodic SRS reports. Each SRS report is returned in a
sub-frame offset defined for all UEs 104 by a Cell-specific
parameter. The SRS transmissions received at the eNB 102
may be used in a manner similar to way the CQI measure-
ments are used at the eNB 102 to track the UE 104 as it moves
from one RF beam 902 that covers the UE 104 location to
another RF beam 902 that covers the UE 104 location.
UE Location Tracking in a TDD System

The UE 104 location tracking algorithm for a TDD system
may operate the same way as when using the CQI reports,
except that instead of having the eNB 102 MAC send DCI
commands for the UE 104 to make CQI measurements, the
DCI commands are to send SRS transmissions. The com-
mands are sent in the first upcoming sub-frame in each of the
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sets of sub-frames in which the different RF beam 902 pat-
terns are generated for the particular TDD U/D configuration
1002, and in which a DCI command may be sent. See Table 4.
The commands cause the UE 104 to send an aperiodic SRS
transmission in the PRBs specified in the DCI command and
in U sub-frames corresponding to the sub-frames in which the
DCI command is received. Each SRS is transmitted in a
sub-frame offset defined for all UEs 104 by a Cell-specific
parameter. The SRS transmissions received at the eNB 102
may be used in a manner similar to way the CQI measure-
ments are used at the eNB 102 to track the UE 104 as it moves
from one RF beam 902 that covers the UE 104 location to
another RF beam 902 that covers the UE 104 location.
Efficient Delivery of Real-Time Event Services Over a Wire-
less Network

A Real-Time Event service 1502 is a service that delivers
the same information content (e.g., video and audio) concur-
rently to multiple users. Examples include the delivery of the
State of the Union Address. The event does not have to occur
in real time; delivery of pre-recorded TV programs to users
who see and hear the same content at the same time consti-
tutes another example of this type of service. It may be diffi-
cult to offer real-time event services using the architecture
shown in FIG. 1. In a typical deployment, there may be on the
order of 600 eNB 102 elements that provide coverage for a
particular geographic region. In the case of wireless users
using today’s architecture (i.e., FIG. 1), it may mean that each
end-user 104 connects to a server 124 that delivers these data
streams, and the data streams may be sent from the server 124
to each end-user independently of delivery to other end users.
The situation is depicted in FIG. 12 for the case of 6 LTE
wireless users 104 receiving the service. Note that the Real
Time Event Server 124 may maintain a separate connection to
each wireless user, so 6 connections, and 6 independent
packet transmissions for video and 6 independent packet
transmissions for audio may be required at the Real Time
Event Server 124. Note, too, that the PGW 114 may handle
the delivery of the 6 video streams and the 6 audio streams to
the SGW 110 element, and that the SGW 110 element may
deliver the 6 video streams and the 6 audio streams to the eNB
102 elements that serve the individual LTE users 104. Finally,
each LTE eNB 102 element delivers the separate video and
audio streams to the end users 104 who access the system via
that eNB. Hence, one eNB 102 may handle the over-the-air
delivery of packets for three users 104, another may do so for
two users 104, a third eNB 102 may do so for one user 104 in
the example shown in FIG. 12.

If'the video data stream rate is 500 kbps (a typical rate), and
the audio stream rate is 32 kbps (a typical rate), the example
in FIG. 12 would have the Real Time event server 124 han-
dling six independent connections, and sending about 3 Mbps
to these end users. Likewise, the PGW 114 and SGW 110 may
handle packet transfers of similar rates. These rates are well
within the capabilities of today’s servers and wireless net-
work elements. However, 6 users of the service is just an
example. A realistic situation may have 60,000 users 104
distributed across the 600 eNB 102 elements concurrently
watching the Real Time Event (e.g., a TV show, a sporting
event, a political event). With the architecture of FIG. 1, the
Real Time event server 124 may have to support 60,000 user
connections, and deliver an aggregate data rate of 60,000
times 500 kbps, or 30 Gbps. This rate far exceeds the capa-
bilities of today’s servers 124. Multiple servers 124 may need
to beemployed (e.g., 10servers 124) to bring the transmission
rate at each server to a manageable value. Likewise, with
multiple servers 124 employed, the number of user connec-
tions at each server may be reduced to a more manageable
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value of perhaps, 6,000 per server. The economics of deploy-
ing about 10 Real Time Event servers 124 to deliver this
service to 60,000 concurrent users may not be palatable to the
service provider.

The situation at the PGW 114 cannot be remedied so easily.
It is not economical to deploy many PGW 114 elements that
serve large geographical regions, and in the case of serving
60,000 wireless users 104 for this Real Time Event service,
the PGW 114 must handle the transit of 30 Gbps, a daunting
task, which may be resolved only at great expense using the
architecture of FIG. 1. The situation with the SGW 110 ele-
ment may not be as bad as it is for the PGW 114 element,
because in practice, there are several SGW 110 elements that
serve subsets of the 600 eNB 102 elements in a region. At the
eNB 102 elements, each eNB 102 element may have to
deliver the service to each of around 100 users 104 connected
through its Cells, and hence, each eNB 102 element has to
handle delivery of 50 Mbps over the LTE air interface. While
this value may be slightly beyond the capabilities of today’s
LTE eNB 102 elements, it may be well within the capability
of the APN beam forming RF system presented in FIG. 9.
However, each eNB 102 may then be required to support 50
Mbps utilization on its back haul 112 interface to receive the
packets for its users from the SGW 110 element. This value
may be problematic and costly to resolve at each eNB 102. If
it is not resolved uniformly across the LTE wireless network,
the user experience suffers, depending on which eNB 102 is
used to access the LTE wireless network.

From the above, it may be seen that the difficulties involved
in providing Real Time Event services (including commercial
TV service delivery) to wireless users may involve the num-
ber of connections required at the Real Time Event Server
124, the data transmission rate required at the Real Time
Event Server 124 and at the PGW 114 element, and second-
arily, the real time data transmission rate required at the SGW
110, and the transmission capacity taken on the back haul 112
interface to each eNB 102 element.

An Architecture for Efficient and Economical Real Time
Event Delivery

The issues related to the economical delivery of Real Time
Event services in an LTE network may be resolved, if a
distributed Publish/Subscribe (P/S) architecture concept is
introduced into the APN wireless network to augment the
capabilities of the Optimization Server 202 and 204. FIG. 13
shows an architecture that deploys the Publish/Subscribe
Broker programs 1304 on a set of computing nodes 1302. One
or more P/S Brokers 1304 may be deployed on each comput-
ing node 1302, depending on the number of entities expected
to connect at each computing node 1302. Each communicat-
ing entity (i.e., a user device or a server) may connect to a
single P/S Broker 1304 to receive the services of the P/S
Broker architecture. End points may not connect directly to
each other in this architecture. The packets that comprise a
particular data stream may be identified by a tag called a
Topic. A packet within a Topic stream may be referred to as an
Event. In FIG. 13, one entity 1308 connected to a P/S Broker
1304 at Node 1 1302 may Publish a stream of packets, where
the Publisher 1308 inserts the stream Topic into each packet.
Meanwhile, 10 other users 1310 (i.e., end user devices, or
programs running on other computers) may have previously
Subscribed to this Topic. These users 1310 may be distributed
across the three computing Nodes 1302 shown in FIG. 13, in
each case connecting to the P/S Broker 1304 that runs on its
attachment Node 1302.

The P/S Broker 1304 network is designed to distribute the
Published packets to all the destinations that have Subscribed
to the given Topic. P/S Broker 1 1304 knows to distribute the
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packet to P/S Broker 2 1304 within its own Node 1 1302, and
also knows to distribute the packet to the two entities 1310
directly connected to it that have Subscribed to the Published
Topic. P/S Broker 2 1304 knows to distribute the packet to P/S
Broker 3 1304 on Node 2 1302 and to P/S Broker 5 1304 on
Node 3 1302, and also knows to distribute the packet to the
two entities 1310 directly connected to it that have Subscribed
to the Published Topic. P/S Broker 5 1304 knows to distribute
the packet to its three directly connected entities 1310 that
have subscribed to the Published Topic. P/S Broker 3 1304
knows to distribute the packet to P/S Broker 4 1304 and to its
two directly connected entities 1310 that have Subscribed to
the Published Topic. Finally, P/S Broker 4 1304 knows to
distribute the packet to the single directly connected entity
1310 that has Subscribed to the Published Topic. The Pub-
lisher sends one packet, and the P/S Broker network takes
care of packet replication whenever it is needed. Each packet
is replicated at each P/S Broker 1304 only to the extent that is
necessary. Thus, the P/S Broker network distributes the task
of replicating packets in an efficient manner.

A distributed set of Publish/Subscribe (P/S) Brokers 1304
may be set up to run on the set of Optimization Servers 202,
204 shown in FIG. 2, where the P/S Brokers 1304 may use the
Publish/Subscribe communications paradigm to route pack-
ets efficiently between an entity 1308 that Publishes a packet
stream and all entities 1310 that Subscribe to receive packets
from that stream Topic. See an example deployment in FIG.
14.

As described previously herein, a technique is described
that may be used to redirect a UE 104 dedicated bearer 312, so
it has a local OptServereNB 308 as its end point, rather than
the usual SGW 110 end point. If each UE 104 in FIG. 14 is
connected via its redirected bearer to the OptServereNB 308
associated with its serving eNB 102, the UE 104 may connect
to the P/S Broker 1304 program that runs on that computer.
Note that in FIG. 14, a P/S Broker 1304 program may also run
on the Server 124 that may be located in the Internet, remote
from the LTE Wireless Network. All the P/S Brokers 1304 in
FIG. 14 may be interconnected into a logical Publish/Sub-
scribe Broker networking infrastructure.

If the Server 124 remotely connected via the Internet pro-
vides a Real Time Event service 1502, the P/S Broker 1304
network arrangement shown in FIG. 14 may be seen to elimi-
nate the problems that occur in providing this service when
the traditional architecture of FIG. 1 is used to deliver it. See
FIG. 15 for the results that may be obtained when using the
Publish/Subscribe Broker architecture in conjunction with
the bearer redirection technique previously described herein.

The previously discussed issues relating the problems in
providing a Real Time Event Service 1502 to wireless users
104 may now be seen to be resolved. The entity 1502 that
generates the Real Time Event data stream connects to one
P/S Broker, and no end user 104 device connects directly to it.
The issue of maintaining 60,000 concurrent user connections
may be seen to resolve into maintaining a single connection
(which may also be used to deliver other services, besides the
Real Time Event service). Furthermore, the Real Time Event
service program 1502 generates one video packet per video
time frame, and one audio packet per audio time frame, to
send into the P/S Broker network, and it may be seen that it is
no longer required that this program generate 60,000 video
packets per video time frame, and 60,000 audio packets per
audio time frame, to send to the 60,000 concurrent end users
104. It may be seen that packet replication is performed by the
P/S Broker network, when necessary. It may be seen that one
Real Time Event Server 124 can handle delivery of the service
to 60,000 concurrent users 104, and that a multiplicity of Real
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Time Event servers 124 is no longer required. The economics
of delivering this service may therefore be seen to be
improved compared with using the current wireless network
architecture.

Furthermore, it may be seen that the Internet and the long
haul network now carries one packet per video time frame,
and one packet per audio time frame, instead of 60,000 of
each per time frame. Therefore, it may be seen that the long
haul network bandwidth utilization has been reduced from 30
Gbps to 500 kpbs, a reduction by a factor of 60,000.

It may be seen that because of the presence of the OptServ-
erPGW 304 and the OptServereNB 308 servers associated
with the eNB 102 elements, the PGW 114 is no longer is
involved in routing the packets for this service. The capacity
of'the PGW 114 may be retained to deliver other services. The
packets are routed by the P/S Broker 1304 on the OptServer-
PGW 304 to a P/S Broker 1304 on each of the OptServereNB
308 servers that have UEs 104 that Subscribe to the Real Time
Event service data streams. To relate the situation in FIG. 15
to the one extrapolated (to 60,000 users) from FIG. 12, it is
supposed that each of the 600 eNB 102 elements have 100
UEs 104 that Subscribe to the Real Time Event service.
Hence, the P/S Broker 1304 on the OptServerPGW 304 rep-
licates by 600 times a video packet per video time frame, and
an audio packet per audio time frame, and forwards each of
these packets to an OptServereNB 308 server. The transmis-
sion rate at the OptServerPGW 304 may thus be seen to be
600 times 500 kbps, or 300 Mbps, a value that may reasonably
be handled by today’s server computers. Furthermore, the
transmission rate over the LTE back haul network to each
OptServereNB 308 may be seen to be 500 kbps, rather than
the 50 Mbps required using today’s architecture, a reduction
by a factor of 100.

It may also be observed that the need to distribute the Real
Time Event service packets at a 300 Mbps rate by the Opt-
ServerPGW 304 may be reduced by having more than one
server instance associated with the PGW 114. For example, if
five OptServerPGW 304 instances are deployed, with each
covering 120 of the 600 OptServereNB 308 servers, then the
data rate required from each OptServerPGW 304 instance to
deliver the Real Time Event service is reduced to 60 Mbps.

At each OptServereNB 308, the P/S Broker 1304 receives
one video packet per video time frame, and one audio packet
per audio time frame (i.e., about a 500 kbps rate) from the P/S
Broker 1304 running on the OptServerPGW 304, and distrib-
utes the packets to its directly connected UE 104 entities. In
this example, it is assumed that each eNB 102 supports 100
UEs involved with the Real Time Event service, so the trans-
mit data rate at the OptServereNB 308 may be seen to be 100
times 500 kbps, or 50 Mbps. This value may likewise be seen
to be viable using today’s server computer technology.

The integration of the Publish/Subscribe Broker architec-
ture, the bearer redirection capability, and the Optimization
Servers into the LTE wireless network in this disclosure may
be seen to enable the economical delivery of Real Time Event
services, including commercial TV, to wireless users.
Implementing Active-Hot Standby Redundancy in Server
Architectures Using the Publish/Subscribe Paradigm

In an Active-Hot Standby Redundancy architecture, two
identical service instances, 1602 and 1604, are installed in the
network. The servers 124 that run each service instance may
be located far from its mate server 124, or may be co-located
with the mate server 124, but placed on different power sup-
plies. The actual deployment situation may depend on the
expected failure modes pertaining to the servers 124. The
Standby service instance 1604 may maintain state informa-
tion for every Session maintained at the Active service
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instance 1602 that it is poised to replace. When a failure
occurs in the Active instance 1602, the Standby instance 1604
promotes itself to Active, and assumes all aspects of the
service identity and role of the Active instance 1602 it is
replacing. Service to user entities continues without interrup-
tion, although transactions that are ongoing just as the failure
occurs may be lost.

KeepAlive messaging may be used between the Active and
Standby instances, 1602 and 1604, so the Standby instance
1604 can determine when to promote itself'to the Active state,
and assume the functions and all aspects of the service iden-
tity of the failed instance it is replacing.

When point-to-point communications architectures are
used, it may generally be difficult to transfer the state infor-
mation from the Active to the Standby instance. Maintaining
lock-step state information at both the Active Service instance
1602 and at the Standby Service instance 1604 may involve a
great deal of overhead at the Active Service instance 1602 in
providing state information to the Standby Service instance
1604. In typical implementations where, as in this case, the
service instances may execute on different computing nodes,
state changes may first be accumulated on the Active instance
1602, and then transferred to the Standby instance 1604.
Hence, many CPU cycles may be used in the Active instance
1602 host to implement the Hot Standby architecture.

When the Publish/Subscribe paradigm is used with the
distributed P/S Broker architecture described herein, it may
be much easier to maintain a common state in the Active and
Standby instances, 1602 and 1604. The Standby instance
1604 may be programmed to Subscribe to the exact same
Topics as does the Active service instance 1602, including
Topics with the unique instance 1D tag used by the Active
instance 1602. Hence, without any actions being taken on the
part of the Active instance 1602, the Standby instance 1604
may receive exactly the same messages that the Active
instance 1602 receives. The Standby instance 1604 may pro-
cess these messages in exactly the same way that the Active
instance 1602 does, except that while the Active instance
1602 Publishes responses and other service-specific mes-
sages, the Standby instance 1604 may not Publish any ser-
vice-specific messages. The state information kept in the
Standby instance 1604 thus may be kept in lock step with the
state information kept in the Active instance 1602.

Each service instance may have an instancelD value that
distinguishes one service instance from another. These values
may be used in the Keep Alive exchanges used by the Standby
instance 1604 to monitor the operational state of the Active
instance(s) 1602. The KeepAlive interactions shown in FIG.
16 and discussed herein may be used in this Active-Hot
Standby Redundancy architecture. Because the Standby ser-
vice instance 1604 is already using the same instance ID that
the Active service instance 1602 uses for service-specific
interactions, there is no need for the Standby instance 1604 to
assume the service identity of the failed Active instance 1602
when a Role change occurs. The Standby service instance
1604 promotes itself to Active, and turns ON a software
switch that allows it to Publish the messages it formerly did
not Publish while it was in the Standby state. All service
sessions continue without interruption, with the previously
Standby instance 1604 now providing the service.

The paragraphs above indicate how the Standby instance
1604 may monitor an Active service instance 1602, and
assumes all aspects of the role of the Active instance 1602,
when the Active instance 1602 fails (including Publishing
service-specific messages). This Active-Hot Standby Redun-
dancy architecture may also be shown to work when a single
Standby instance 1604 is ready to replace any of N Active
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service instances 1602. In this case, the Standby instance
1604 Subscribes to the service Topics that each of the moni-
tored Active instances 1602 Subscribe to. The session state
information may be organized on the Standby instance 1604
in a way that allows identification of a service session with a
specific Active service instance 1602. Also, the Standby
instance 1604 may maintain a separate KeepAlive exchange
with each Active service instance 1602 that it is monitoring.
When a failure is detected in an Active service instance 1602,
the Standby instance 1604 promotes itself to Active, deletes
the session state information for all but the sessions associ-
ated with the service instance 1602 that it is replacing, un-
Subscribes from all service-specific Topics, except for those
of'the service instance 1602 it is replacing, and turns ON the
software switch that hitherto prevents it from Publishing ser-
vice-specific messages. The service sessions previously
handled by the service instance 1602 that has failed are now
handled by the Standby (now Active) service instance 1604.
The newly promoted Active service instance may also report
to an Flement Management System 802 (EMS), indicating
the failure of a specific Service instance 1602, and the
assumption of an Active service role by the reporting service
instance 1604.

It may be seen how the Active-Hot Standby Service Redun-
dancy architecture disclosed herein using the P/S Broker
messaging system can be used to provide a Hot Standby
Redundancy server for the Real Time Event Service 1502
described in this disclosure. A Hot-Standby redundant server
124 may be deployed in addition to the Real Time Event
server 124 shown in FIG. 15. The Service program 1502
running on the Standby server 124 may exchange KeepAlive
messages with the Active service instance 1502 shown in
FIG. 15 to determine the operational state of the Active
instance 1502. Meanwhile, the Standby service 1502 Sub-
scribes via the P/S Broker network to the same Topics as does
the Active instance 1502, and may therefore maintain the
same state information that is kept on the Active service
instance 1502.

Using Keep-Alive Messages to Monitor the State ofan Active
Instance

The service instances, 1602 and 1604, may implement a
method to determine whether they assume the Active state, or
the Standby state, when they initialize. Further, the Standby
instance 1604 and the Active instance(s) 1602 may imple-
ment a KeepAlive communication exchange, so the Standby
instance 1604 can determine when an Active instance 1602
has failed. The repetition rate of the Keep Alive messages may
determine the rapidity with which the Standby instance 1604
can determine the failure of an Active instance 1602, and
promote itself to the Active state. Usually, a configured num-
ber of contiguous non-replies to KeepAlive messages sent by
the Standby instance 1604 may be used to declare the failure
of'an Active instance 1602. The processing of the KeepAlive
messages may be given priority, so false declarations of ser-
vice instance failures do not occur.

FIG. 16 shows an example of KeepAlive messaging that
may be used in this redundancy architecture. The interactions
all occur using the connection of the Service programs to the
P/S Broker instance 1304 that runs on their server 124, 304,
308, machine. However, the passing of messages through the
P/S Broker 1304 architecture is omitted in FIG. 16 for the
sake of simplicity. The Active service instance(s) 1602 and
the Standby service instance 1604 may execute on different
Server machines (124, 304, 308), because it is the failure of a
Server (124, 304, 308) that is being overcome in the redun-
dancy architecture. Furthermore, the Active service instances
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1602 do not initiate the sending of KeepAlive messages, but
always respond to a received KeepAlive message.

In the design of these service instances, 1602, 1604, each
instance of <serviceType> may be configured with an
<instancelD>. Also, several Topics (e.g., text strings) may be
hard-coded for communicating the KeepAlive messages. All
Active service instances 1602 of <serviceType> may Sub-
scribe to the Topic ServiceControl/<serviceType>/Kee-
pAlive. In addition, when a service instance is Initializing, it
must determine whether it is Active or Standby, so it Sub-
scribes to the Topic ServiceControl/<serviceType>/Kee-
pAlive/<instancelD>, where <instancelD> may be a value
assigned to its own service instance. The initializing program
may also Subscribe to the Topic ServiceControl/<service-
Type>/KeepAlive. The latter Topic may be used to receive
KeepAlive messages from another service instance that is
either Initializing, or is in the Standby state. Although there
can be N Active service instances 1602, there is only one
Standby service instance 1604. Hence, when a service
instance determines that it is the Standby instance 1604, it
Subscribes to the Topic ServiceControl/<serviceType>/Kee-
pAlive, and also Subscribes to ServiceControl/<service-
Type>/KeepAlive/Standby. The former Subscription is used
to receive KeepAlive messages from Active service instances
1602 that, for some reason, restart.

When a service instance Initializes, it may send a single
KeepAlive message at a periodic configured rate to the Topic
ServiceControl/<serviceType>/KeepAlive, and may indicate
in the message payload that its state is “Initializing,” and may
also include its <instancelD>. The P/S Broker 1304 messag-
ing system takes care of replicating this packet when there is
more than one service instance 1602 being backed up in the
redundancy architecture. Each service instance that receives
this message responds by Publishing a KeepAliveResp mes-
sage to the Topic ServiceControl/<serviceType>/KeepAlive/
<instancelD>, where the <instancelD> is the value received
in the KeepAlive message. Hence, the message may be routed
by the P/S Broker 1304 system only to the Initializing service
instance. The KeepAliveResp message contains the state of
the sending instance, and the <instancelD> of the sending
instance.

If, after a configured, or a provisioned, number of Kee-
pAlive attempts, the initializing service instance receives no
responses from any other service instance, the initializing
service instance may set its State to Standby, and thereby
leave no gaps in the state information it subsequently collects
when other service instances initialize, assume the Active
state, and begin to provide service to users. Upon transition-
ing to the Standby state, the service instance may un-Sub-
scribe from the Topic “ServiceControl/<serviceType>/Kee-
pAlive/<instancelD>" and may add a Subscription to the
Topic “ServiceControl/<serviceType>/KeepAlive/Standby”.
The Subscription to the Topic “ServiceControl/<service-
Type>/KeepAlive” may be retained. The Standby service
instance 1604 may begin to Publish KeepAlive messages at
the configured, or provisioned, periodic rate after a config-
ured, or provisioned, time it may wait to allow other service
instances to initialize. KeepAlive messages Published by the
Standby service instance 1604 use the Topic “ServiceControl/
<serviceType>/KeepAlive”, and include the Standby state
and the <instancelD> of the Publisher of the message.
Responses to KeepAlive messages received from the Standby
service instance are Published to the Topic “ServiceControl/
<serviceType>/KeepAlive/Standby”.

If'a response is received from the Standby service instance
1604 in response to any KeepAlive message sent by the
initializing service instance, the initializing instance may pro-
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mote itself to the Active state, un-Subscribe from the Topic
“Servicelnstance/<service Type>/KeepAlive/<instancel D>,
and retain its Subscription to “ServiceControl/<service-
Type>/KeepAlive”.

If, after a configured, or provisioned, number of KeepAlive
message transmissions, an initializing service instance
receives responses from fewer than N Active service
instances 1602, and none from a Standby service instance
1604, the initializing instance may change its state to Standby,
may un-Subscribe from the Topic “ServiceControl/<service-
Type>/KeepAlive/<instancelD>", and may add a Subscrip-
tion to the Topic “ServiceControl/<service Type>/Keep Alive/
Standby”. The Subscription to the Topic “ServiceControl/
<service Type>/KeepAlive” may be retained. The Standby
service instance 1604 may begin to Publish KeepAlive mes-
sages at a configured, or provisioned, periodic rate.

If the Initializing instance receives responses from all N
Active service instances 1602, the Initializing instance may
change its state to Standby, may un-Subscribe from the Topic
“ServiceControl/<serviceType>/KeepAlive/<instancelD>",
and may add a Subscription to the Topic “ServiceControl/
<service Type>/KeepAlive/Standby”. Alternatively, if the Ini-
tializing service instance receives a reply from the Standby
instance 1604, the Initializing service instance promotes
itself to Active, un-Subscribes from the Topic “Serviceln-
stance/<service Type>/KeepAlive/<instancel D>, and
retains its Subscription to “ServiceControl/<serviceType>/
KeepAlive”.

After a configured, or provisioned, number of KeepAlive
attempts, if the Initializing instance receives responses from
other service instances, where the total number of replies is N
or fewer, and some responses (including none) indicate ser-
vice instances in the Active state, and other responses indicate
service instances in the Initializing state, but no response
indicates the Standby state, then the sending service instance
may promote itself to the Active state if its <instancelD>is a
smaller number than at least one of the <instancelD> values
of all the other initializing instances, and may promote itself
to the Standby state if its <instancelD> is larger than the
values of all the other service instances reporting themselves
to be in the Initializing state. Depending on the State assigned
by the initializing service instance, the Subscriptions noted
above are removed, added, or kept, depending on the State
assigned by the initializing service instance.

If a Standby service instance 1604 receives a KeepAlive
response from another service instance indicating that it, too,
is in the Standby state, the instance that receives the response
remains in the Standby state if its <instancelD>value is larger
than the one indicated in the response message, but changes
its state to Active if its <instancelD> is smaller than the one
indicated in the response message. If a transition to the Active
state is made, the changed service instance un-Subscribes
from the Topic “ServiceControl/<serviceType>/KeepAlive/
Standby”, and retains its Subscription to the Topic “Service-
Control/<serviceType>/KeepAlive”.

Whenever a service instance receives a KeepAlive message
from the Standby service instance 1604, it Publishes a
response message to the Topic “ServiceControl/<service-
Type>/KeepAlive/Standby”, and indicates the unique identi-
fier of the responding service instance, plus its current State.
This response message is therefore routed by the P/S Broker
1304 networking architecture to the Standby service instance
1604.

It may be seen from the above that the logic to determine
the Active/Standby status of a service instance is complex.
FIG. 16 shows the KeepAlive interactions for one Active
service instance 1602 and a Standby Service instance 1604.
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The P/S Broker 1304 subsystem is not shown to keep the
figure as uncluttered as possible. Also, not all the cases
described in the above paragraphs are illustrated in FIG. 16
for the sake of simplicity. Those skilled in the art may note
that the descriptions herein constitute a complete algorithm
for determining the Active or Standby state of an initializing
service instance.

Note that FIG. 16 shows that when a Standby instance 1604
promotes itselfto Active, it may retain its <instancelD>iden-
tity for KeepAlive message exchanges, but may use the
<instancelD> of the service instance it is replacing for all
Service-specific message. Doing so allows UEs 104 whose
sessions have been interrupted at the failed service instance to
restart those service sessions, or resume them, at the replace-
ment service instance, using the same service instance 1D
value obtained at the start of the service session. An alarm
message may also be generated by the formerly Standby
service instance 1604 to report the failure of a specific, for-
merly Active, service instance 1602, and to report the state
change of the Standby instance 1604 to the Active state. The
alarm message is not shown in FIG. 16.

Architecture that Conserves Back Haul Utilization when Pro-
viding Services to Wireless Users

Disclosed herein is a description of how to use an Optimi-
zation Server architecture that is integrated into an LTE Wire-
less network, plus a means of allowing a UE 104 to be con-
nected to an Optimization Server 308 associated with its
serving eNB 102 via a redirected bearer 312, plus a Publish/
Subscribe Broker architecture to provide efficient delivery of
Real Time Event services to wireless users. In the Real Time
Event service, many users are receiving the same information
(e.g., video, audio) at the same time. One of the efficiencies
provided by the architecture is the great reduction in back
haul 112 utilization compared with the utilization needed
when today’s architecture is used to provide the service.

Other types of services distribute the same information
(e.g., video, audio) to many users, but do not do so at the same
time. One example may be a Streaming Movie Delivery ser-
vice. In this service, many users may elect to view the same
movie, or video, but do so at different times. If the traditional
architecture shown in FIG. 1 is used, each such end user 104
in the LTE wireless network receives a unique video data
stream and a unique audio data stream that traverses the
Internet 122, the long haul network 804, the elements of the
Enhanced Packet Core (EPC) network (PGW 114 and SGW
110), the back haul network 112 connecting their serving
eNB 102 to the EPC, and the LTE air interface.

A better approach may be to use the set of Optimization
Servers 304 and 308 described in this disclosure, along with
the Publish/Subscribe Broker architecture, as shown in FIG.
14. It may be noted that if the Service (e.g., Streaming Movie
Delivery Service (SMD) 1702 is provided at the OptServer-
eNB servers 308 shown in FIG. 14, and if the UE 104 dedi-
cated bearer redirection 312 shown in FIG. 3 and FIG. 4 is
invoked for each user desiring to receive the Streaming Movie
Delivery service 1702, then the movie delivery to each such
user does not use the LTE back haul network 112. The video
and audio packet streams may be seen to traverse the path
from the OptServereNB 308 associated with the user serving
eNB 102 through that eNB 102, and over the LTE air interface
to the User Equipment 104. This technique is applicable to
any service that has the characteristic that the same informa-
tion may need to be sent to a plurality of users 104, but not
necessarily at the same instant in time. The Streaming Movie
Delivery Service 1702 is just one example of a Service with
this characteristic.
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To provide the Streaming Movie Delivery service, a
Streaming Movie Delivery (SMD) application 1702 may be
deployed to run on each Optimization Server 304 and 308.
See FIG. 17. This application 1702 may have access to mov-
ies that are stored locally in a permanent storage, but the
number of movies stored may be more limited in the Opt-
ServereNB 308 elements than in the OptServerPGW 304
element. Movies that are not stored at any of the Optimization
Servers 304 or 308 in the APN wireless network are obtained
from a more remote store 1704 via the Internet, and saved at
the OptServerPGW 304. Distribution of movies to the eNB
102 locations can be controlled by the Streaming Movie
Delivery (SMD) 1702 service instance that runs on the Opt-
ServerPGW 304, and may be based on the number of users
104 who access a particular movie from a particular eNB 102
location.

Video streaming may consume not only a large over-the-air
bandwidth, but generally may consume a large amount of
bandwidth on the back haul connection 112 between the eNB
102 and the SGW 110. Thus, a relatively small number of
users 104 engaged in a video streaming service at one eNB
102 may consume a large fraction of the over-the-air and back
haul 112 capacities of the eNB 102. While the beam forming
system discussed in this disclosure enhances the air interface
capacity, so a larger number of high bandwidth users 104 may
be served than in current eNB 102 implementations, a corre-
sponding increase in the back haul 112 bandwidth may not be
available. Hence, it is important to conserve back haul 112
bandwidth as much as possible, especially when delivering
video services. When the back haul 112 is highly utilized,
service delivery to all users 104 may be compromised, and the
quality of service for all users 104 may deteriorate. The APN
Optimization Server 308 deployment at the eNB 102 loca-
tions, plus the bearer redirection 312 at the eNB 102 elements,
plus the Publish/Subscribe 1304 message delivery system
deployed on the Optimization Servers 304 and 308, may
conserve eNB 102 back haul 112 utilization, and therefore
may keep quality of service high for all users 104. Also, the
lowest delay possible is incurred in sending the audio and
video data streams to the UE 104, because of the short path
between the UE 102 and the point where the service is pro-
vided. This sub-section shows how the back haul 112 utiliza-
tion is minimized when one, or many users access the Stream-
ing Movie Delivery service 1702.

FIG. 4 shows the interactions between the UE 104 and
software that runs on the OptServerPGW 304 when the user
104 invokes the Streaming Movie Delivery 1702 service on
the UE 104. A dedicated bearer 302 may be established to
support the service 1702 that is invoked by the user, and that
bearer is re-directed 312 to an OptServereNB 308 node that is
associated with the eNB 102 that serves the UE 104. The UE
104 may need to connect to a P/S Broker 1304 that runs on the
OptServereNB 308 to receive its services via the P/S Broker-
ing middleware.

The following is an example of the way the Streaming
Movie Delivery service 1702 may be designed. Other designs
may be possible. See FIG. 17 for the Service Deployment
architecture. See FIG. 18 for the Service message interactions
discussed next.

When the user selects the Streaming Movie Delivery icon
onthe UE 104 display, and enters the name of a movie to view,
the UE 104 software may use the linkedBearerID, the Ded-
BearerID, the ServerIP and ServerPort parameters obtained
from the OptServerPGW 304 (sce the StartServices message
in FIG. 4) to connect to the P/S Broker 1304 at the OptServ-
ereNB 308. The UE 104 may have to locate a Service instance
that can stream the selected movie to the UE 104, so the UE
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104 Publishes a Service Discovery message to the Topic
string  “Servicelnquiry/StreamingMovieDelivery/<movie
name>,” and may include the UE 104 IMSI and the serving
eNB ID in the message payload. The UE 104 also sends a
Subscription to the Topic “ServiceDescription/Streaming-
MovieDelivery/<movie name>/<IMSI>” Including the UE
IMSI in these messages may allow the response from any
Streaming Movie Delivery service instance 1702 to be routed
by the Broker network only to this requesting UE 104.

All Streaming Movie Delivery server programs 1702 may
Subscribe to the Topic “Servicelnquiry/StreamingMovieDe-
livery/*)” so all instances of this service may receive the UE
104 inquiry message. In the example shown in FIG. 18, the
service instance 1702 running on the OptServereNB 308 at
the serving eNB 102 location may receive the Service Inquiry
message, as may the service instance 1702 running on the
OptServerPGW 304. The UE 104 Service Inquiry message is
replicated by the P/S Broker 1304 instance that is connected
to the UE 104 at the OptServereNB 308. Assume that con-
figuration of the OptServerPGW 304 P/S Broker 1304 inhib-
its further routing of this Service Inquiry, and hence, only the
Streaming Movie Delivery instances 1702 at the serving eNB
102 and at the PGW 114 may respond, if they can provide the
movie. Suppose they can (in this example, the service
instance at the OptServerPGW 304 may store the set of all
movies that can be provided at any OptServereNB 308, but
the set of movies stored at a particular OptServereNB 308
may be a subset of these. The UE 104 may include the serving
eNB 102 identifier in the Service Discovery message that it
sends, so the Streaming Movie Delivery Service instance
1702 at the PGW 114 can determine when enough downloads
are being requested from that location to warrant sending and
storing the movie at that eNB 102 location, if it is not already
stored there).

Each responding Streaming Movie Delivery instance 1702
may Publish a service response message to the Topic “Ser-
viceDescription/StreamingMovieDelivery/<movie name>/
<IMSI>” This message may be routed only to the requesting
UE 104. In this case, two response messages may be returned
to the UE 104. The UE 104 software can determine from a
parameter included in the message (e.g., associated eNB 1D,
or PGW), that the service instance 1702 at the OptServereNB
308 is closer to the UE 104, and selects that one to deliver the
service. The Service Description message may contain the
unique ID assigned to the service instance 1702.

Each SMD service instance 1702 Subscribes to a control
message stream Topic for its service. In this case the Topic
may be “ServiceControl/StreamingMovieDelivery/<unique
ID>"" Hence, when the UE 104 software Publishes a service
request message to the topic “ServiceControl/Streaming-
MovieDelivery/<unique ID>,” it may be routed to the service
instance 1702 at the serving eNB 102 location. The movie
name may be placed into this message payload, as well as a
“StartMovie” indication, as well as any other parameters
required to start the service (e.g., charging information, the
Topic used by the UE 104 to receive the audio portion of the
movie (includes the UE 104 IMSI to ensure routing back to
the UE 104), the Topic used by the UE 104 to receive the video
stream for the movie (includes the UE 104 IMSI to ensure
routing back to the UE 104), the Topic used by the UE 104 to
receive control information for the movie (includes the UE
104 IMSI to ensure routing back to the UE 104)).

The audio and video streams may be Published by the
service instance 1702 running on the OptServereNB 308 that
is associated with the serving eNB 102, and hence, no back

10

15

20

25

30

35

40

45

50

55

60

65

48
haul 112 is used to send these streams to the UE 104. The UE
104 software receives the streams, and renders them to the
user.

This scenario is followed by any number of UEs 104 being
served by a particular eNB 102, and as long as the requested
movies are available at the OptServereNB 308 that is associ-
ated with the eNB 102, no back haul 112 is used to carry any
of'the audio/video streams to these users 104. A large amount
of back haul 112 utilization is conserved because of this
architecture.

Providing Streaming Movie Delivery when the Movie is not
Stored at the Serving eNB Location

If the requested movie is not available at the Streaming
Movie Delivery service instance 1702 at the serving eNB 102
location, the service instance 1702 may not reply to the Ser-
vicelnquiry Published by the UE 104. See FIG. 19. If the
movie is available at the service instance 1702 at the PGW
114 location, it may respond to the UE 104 Servicelnquiry,
and the movie is provided by that service instance 1702.
Because the service dedicated bearer 312 for the UE 104 is
re-directed at its serving eNB 102, the routing for the movies
streams is from the Streaming Movie Delivery instance 1702
at the PGW 114 location through its P/S Broker 1304 con-
nection to the P/S Broker 1304 on the OptServereNB 308
associated with the serving eNB 102, and then to the UE 104.
See FIG. 17 and FIG. 19.

Meanwhile, because the UE 104 may include its current
serving eNB 102 identity in the Servicelnquiry message, the
SMD service instance 1702 at the PGW 114 may increment a
count ofthe number of requests for this movie at that eNB 102
location. If the count exceeds a provisioned value, the service
instance 1702 at the PGW 114 location may download the
movie to the service instance 1702 at the eNB 102 location,
where it may be stored. Future requests for this movie by aUE
104 attached through that eNB 102 are served by the Stream-
ing Movie Delivery service instance 1702 associated with the
eNB 102. The SMD service instance 1702 at the PGW 114
thus may keep a record of the SMD service instances 1702
and their eNB 102 locations, and the movies each is able to
provide. This information may be used in the Handover sce-
nario by the Wireless Control Process 3902 software at the
OptServerPGW 304 to help it determine whether, or not, the
service dedicated bearer 302 should be re-directed at the
target eNB. Also, usage-based algorithms may be imple-
mented to determine when a movie should be deleted from
storage at a particular eNB 102 location.

In the case where the Streaming Movie Delivery service
instance 1702 at the PGW 114 does not have local storage of
the movie named in the UE 104 Servicelnquiry message, the
SMD instance 1702 may interact over the Internet 122 with
the Centralized Main Store 1704 for this movie service, and
may begin to retrieve the movie. As the movie packets are
received from the Centralized Main Store 1704, they are
saved to disk. Once the SMD instance 1702 on the OptServ-
erPGW 304 determines that it can obtain the movie from the
Centralized Store 1704, it may send a ServiceDescription
response to the UE 104 Servicelnquiry message. The movie is
provided in this case by the SMD service instance 1702 that
runs on the OptServerPGW 304. See FIG. 19 for the messag-
ing involved in this scenario.

While only a few embodiments of the present disclosure
have been shown and described, it will be obvious to those
skilled in the art that many changes and modifications may be
made thereunto without departing from the spirit and scope of
the present disclosure as described in the following claims.
All patent applications and patents, both foreign and domes-



US 9,179,352 B2

49

tic, and all other publications referenced herein are incorpo-
rated herein in their entireties to the full extent permitted by
law.

APN LTE Network to Serve as a Dual Use Network

Dual Use means that the network may be used concurrently
by the general public and by government agencies, with the
following proviso. Whenever it may be deemed necessary
(i.e., under control of the US government, without the need to
get a court order), network access may be denied to all users/
entities whose priority is lower than the minimum allowed
priority set by the government administrator, or is not one of
the subset of allowed high priority access classes set by the
government administrator. Furthermore, network access may
be denied to all users/entities who are not members of specific
government agencies allowed to access the network. The LTE
Cell Barring for Government Use feature can be applied to
any Cell, or to all Cells, or to a subset of Cells, in a 3GPP
wireless network. Also, when Cell-Barring-For-Govern-
ment-Use (CB-for-GU) is enabled, it may be possible for the
network to cause a Detach of all users who are not members
of'the allowed government agencies, and/or whose priority is
lower than the minimum allowed priority, or is not one of the
subset of allowed high priority access classes set by the gov-
ernment administrator. It may also be possible to make excep-
tions for Emergency sessions that have already been estab-
lished in the network, and it may be possible to allow
Emergency access to the network, at the discretion of the US
Government administrator. Lastly, it may be possible for the
network to perform verification tests of the user identity
before allowing a user to maintain access with the network, or
with the part of the network that has CB-for-GU enabled. It
may be apparent to those skilled in the art that the CB-for-GU
capability described above goes well beyond the 3GPP Cell
Barring capabilities prescribed for 3GPP networks. In the
remainder of this disclosure for this feature, the focus is
placed on how to design a Dual Use capability into a 3GPP
LTE wireless network with the aforementioned characteris-
tics. It may be understood that the same principles may be
used in building a Dual Use capability into other types of
3GPP wireless networks, such as 3G Universal Mobile Tele-
communications System (UMTS).

See the 3GPP documents TS 36.331 and TS 22.011; TS
23.203 (Policy Control Rules Function, etc.) and TS 23.228
(IP Multimedia Services, etc.) for standardized Cell Barring
specifications. See also, TS 22.153, Requirements for Multi-
media Priority Service. These standardized specifications do
not allow the operation of a Dual Use network as described
above. Furthermore, all the details for implementing even
these standardized capabilities are not spelled out in these
3GPP documents. The standardized capabilities may be com-
bined with additional, new features and capabilities to imple-
ment the type of Dual Use wireless network described above.
The information contained in this disclosure describes in
clear terms that may be understood by anyone skilled in the
art the manner in which a Dual Use LTE wireless network
may be implemented. The standardized capabilities are inte-
grated with new, additional capabilities, to accomplish this
end.

Using Network Roaming Concepts to Differentiate Govern-
ment Agency Users from General Users

The International Mobile Subscriber Identity, IMSI, is a
unique identifier assigned to every piece of User Equipment
(UE 104) that can access a 3GPP wireless network. The IMSI
is a 64-bit value composed of up to 15 numbers. The first three
digits are the Mobile Country Code (MCC). The next three
digits (or two digits in European and other non-North Ameri-
can networks) are the Mobile Network Code (MNC) within
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the country. The remaining 9 (or 10) digits are the Mobile
Subscription Identification Number (MSIN) within the net-
work. The Home Network of a 3GPP wireless network is thus
identified by a specific MCC, MNC value, which identifies a
specific Public Land Mobile Network (PLMN). Users who
sign up with the operator of a network are assigned an IMSI
within that network, and are able to gain access to the Cells of
that operator. Those Cells are within the Home Network of the
IMSI.

Frequently, network operators enter into mutual agree-
ments, whereby users in one operator network are allowed
access in another operator network and vice versa. Such users
are said to be Roaming when they access a Cell in an operator
network that is different from their Home Network.

Network operators generally may provision their wireless
network elements to define both the Home Network and the
allowed set of Roaming Networks. A UE 104 with an IMSI
that is not in the Home Network of a Cell being accessed, or
is not in the list of Roaming Networks provisioned into the
Home Network elements, is not allowed to access the Cell.

The Roaming concepts described above may be used to
help implement part of the requirements of a Dual Use net-
work. A UE 104 belonging to a member of a Government
agency may be assigned an IMST that is in the Home Network
of the Dual Use network. Members of different government
agencies may be distinguished by agency by using a subset of
the MSIN values for assignment to members of a particular
agency. Alternatively, members of different agencies may be
assigned IMSIs with different MCC, MNC values, where
each of these networks is defined to be an Equivalent network
to the Home Network in the Dual Use network. In the Home
Network, members of Equivalent Networks are treated in the
same way as are members of the Home Network. As for the
Home Network, the list of Equivalent Networks is provi-
sioned into the network elements used to control access to the
Home Network. The concept of Equivalent Networks is
defined in the 3GPP standards.

Per the previous paragraph, members of Government agen-
cies are assigned IMSI values that are either in the Home
Network of the Dual Use network, or are assigned values in
the set of Equivalent Networks in the Dual Use network. All
other users may be assigned IMSI values in the network of
their traditional network operator, and may access the Dual
Use network as a Roamer. General users may prefer to access
the Dual Use network because of lower cost of service,
because of the ability to receive higher data rates than on Cells
in their Home Network, because of lower congestion than on
the Cells in their Home Network, or because of other reasons.

Ordinarily, general users may access the Cells in the Dual
Use network as Roamers, and receive the same quality of
service as is provided to members of Government agencies
who access the Dual Use network as their Home, or Equiva-
lent, Network. The Element Management System (EMS 802)
that manages the network elements of the Dual Use network
may be used to provision the network elements with the
Home Network value, with the network values of each
Equivalent Network, and with the network values of each
allowed Roaming Network.

During an Emergency, or when the Government adminis-
trator deems it necessary, access to one Cell, to several Cells,
or to all Cells, of the Dual Use network may need to be
restricted for use only by Government users. One step to
achieve this restriction may be to have the EMS provision
each Mobility Management Entity (MME 108) that handles
the restricted Cell, or Cells, to remove the list of allowed
Roaming networks. In this case, the MME 108 may reject
users who access the restricted Cell, or who access any of the
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restricted Cells, if they are members of any but the Home
Network, or of an Equivalent network. In this case, attempted
accesses may be rejected with a cause of “permanent PLMN
restriction.” Receiving this cause value makes the UE 104
enter the PLMN into its Forbidden PLMN list, and only a
manual selection of a Cell in that PLMN can cause the UE 104
to attempt another access to it. Alternatively, if only a selected
set of Cells is restricted, the reject cause value may be “tem-
porary PLMN restriction.” In this case, the UE 104 enters the
Tracking Area (TA) of the restricted Cell into its list of
restricted TAs, and may not attempt to access another Cell in
this TA. It may also be the case that a subset of Roaming
Networks is provisioned to be restricted, with the remaining
Roaming Networks allowed. This type of provisioning may
be at the discretion of the Government Network Administra-
tor.

FIG. 20 below is a modification of FIG. 1 ofthis disclosure,
and includes an EMS 802 that manages the network elements
in the LTE network. FIG. 20 shows that when a Cell is
restricted, the MME(s) 108 that handle the Cell may be pro-
visioned to remove or restrict the list of Allowed Roaming
Networks, and the MME 108 may detach all UEs 104 that are
not members of the Home Network, or of an Equivalent
Network, or of an allowed Roaming Network, in the Dual Use
network. The MME 108 keeps the UE 104 IMSI as part of the
context information kept for each UE 104 handled by the
MME 108. See Section 5.3.8.3 of TS 23.401 v9.4.0 for the
MME-initiated Detach procedure.

While using the Roaming concepts serves to detach non-
government users 104 from the restricted Cells, and denies
their access to restricted Cells, these UEs 104 may still
attempt to access the restricted parts of the Dual Use network.
During disasters or other emergencies, such access attempts
may prevent or delay the access of High Priority government
users, of Police Department users, or of Fire Department
users, or of Emergency Responder users. Rapid access must
be provided to these users during such emergencies. The Cell
Barring concept of 3GPP may be used and extended as
described in this disclosure to achieve another aspect of
implementing a Dual Use LTE wireless network.
Architecture Components that Implement Cell Barring and
User Identity Validation

Cell Barring is a standardized mechanism that may be used
to limit the set of UEs 104 that are allowed to access a Cell.
When Cell Barring is enabled at a particular Cell, the broad-
cast information from the Cell includes the CellBarred
parameter, the ac-BarringFactor parameter, the ac-Bar-
ringTime parameter, the ac-BarringForEmergency param-
eter, and the list of allowed/notAllowed high priority access
classes contained in the ac-BarringForSpecial AC parameter.
The System Information Block 1 (SIB 1) CellBarred param-
eter indicates whether or not any access restrictions are
enabled at the Cell. The SIB 2 ac-BarringFactor parameter
and the ac-Barring Time parameter determine how frequently
a UE 104 with Access Class Priority between 0 and 9 may
attempt access to the Cell. The SIB 2 ac-BarringForEmer-
gency parameter indicates whether E911 calls are also barred
on the Cell. The ac-BarringForSpecial AC is a Boolean list
detailing the access rights for each high priority access class.
The UE 104 Access Class (AC) priority that is stored in the
SIM card at the UE 104 allows the UE 104 to determine what
to do when it detects that a Cell is Barred for access. Regular
users have their UEs 104 assigned an AC value between 0 and
9 (the values are randomly assigned to regular users). TS
22.011 specifies that AC 10isto be used for E911 calls; AC 11
is for PLMN users; AC 15 is for PLMN Staff; AC 12 is for
Security Services; AC 13 is for Public Utilities (e.g., gas and
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water suppliers); and AC 14 is for Emergency Services users.
The 3GPP standards indicate that there is no priority associ-
ated with AC 11 through AC 15. No other Access Class values
are defined in the 3GPP standards, so a Dual Use network has
to be able to operate using just these values configured into
the UE 104 SIM card.

According to 3GPP standards, when CellBarred is set to
“Barred,” UEs 104 with Access Class priority values that
exceed 10 are always allowed to access the barred Cell. This
may, or may not be what is desired by the government admin-
istrator when a Cell is barred for Government use. A finer
grain barring based on UE 104 Access Class priority may be
needed (e.g., access may need to be barred for AC less than
12, or access may need to be allowed for some users with AC
12, but access may need to be barred for other users with AC
12, or more Access Class values than those in the 3GPP
standards may be required to differentiate the government
users). This patent disclosure provides design information for
achieving a finer grain Cell access barring capability. Also, in
a Dual Use network, it may be necessary to restrict the access
of even High Priority users as noted above (e.g., FBI users
with Access Class Priority 12 may need to access the barred
Cell, but other users with Access Class Priority 12 may need
to be restricted from accessing the barred Cell). The design
information presented in the present disclosure uses the UE
104 IMSI to further restrict access to a barred Cell by a high
priority user. Lastly, in certain circumstances, it may be the
casethat UE 104 SIM cards have been illegally set with a high
priority Access Class by criminals or terrorists, or have pro-
grammed IMSIs that are assigned to high priority users. It
may therefore be a requirement in a Dual Use network to be
able to perform a biometric test of any High Priority user that
becomes connected through a Cell that is barred for govern-
ment use. Biometric testing may include voice matching,
fingerprint matching, or any other type of test involving
unique user characteristics or knowledge (e.g., a password).
This biometric testing need is also accounted for in the infor-
mation presented in this disclosure for a Dual Use network.

It may be the case that Cell barring strictly in accordance
with the 3GPP standards needs to be set up at one or more LTE
Cells. Meanwhile, the above paragraph shows that additional
access constraints need to be enabled when Cells are barred
for Government use. This patent disclosure design descrip-
tion therefore defines a special Cell Barring type, called Cell
Barring for Government Use (CB-for-GU), which is distinct
from the Cell barring capability defined in 3GPP standards
documents. The design information contained in the present
disclosure, and understandable by those skilled in the art,
shows how to add the CB-for-GU Cell Barring capability to
be used in addition to the Cell Barring specified in the 3GPP
standards.

The design of the system disclosed herein is just one of
several designs that may be used to implement the capabilities
required in a Dual Use network. It should be noted that
modifications to the design information presented herein are
possible while achieving the same result. A specific set of
design information is presented herein to illustrate to those
skilled in the art how a Dual Use network may be imple-
mented.

FIG. 21 shows the LTE network components that may be
required to implement the CB-for-GU capabilities described
above. Note that FIG. 21 includes the Optimization Server
concept and the P/S Broker concept described herein. Inclu-
sion of these components into the design information makes
the system disclosed here efficient, perhaps more efficient
than with other types of element interfacing. The solid lines in
FIG. 21 show standardized interfaces for an LTE network,
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and include the mnemonic used in the 3GPP standards for
each interface. The dashed lines indicate additional interfaces
that may be required to provide the Dual Use capability. The
dashed lines connecting to the Government-run Element
Management System (EMS 802) are OAM interfaces (Opera-
tions, Administration, and Maintenance interfaces) of the
kind present in any LTE network, albeit in this case, they may
provision information that may be pertinent to the Dual Use
network capabilities. The interface between the LTE MME
108 and the P/S Broker 1304 running on the OptServerPGW
304 node may provide efficient interfacing between the plu-
rality of MME 108 elements deployed in the LTE network and
the Application Function (AF) 2102 that may play a central
role in providing the Dual Use capabilities to the LTE net-
work.

If Cell Barring is not in effect at any Cell in the LTE
network, the EMS 802 does not provision any additional Cell
Barring information into the AF 2102, and does not provision
any additional Cell Barring information into the MME 108
elements. If the standardized Cell Barring is in effect at any
Cell in the LTE network, the EMS 802 likewise does not
provision any additional Cell Barring information into the AF
2102, and does not provision any additional Cell Barring
information into the MME 108 elements. When Cell Barring
for Government Use is enabled at one or more Cells in the
LTE network, the EMS 802 provisions additional data related
to the CB-for-GU into the AF 2102, into the MME 108
elements that serve the barred Cells, and into the eNB 102
elements that operate the barred Cells. (The information pro-
visioned into the eNB 102 elements is the same as the infor-
mation required for the standardized Cell Barring capability.)
The following sections may describe a processing design that
implements the Dual Use wireless network features.

In addition to the network elements and interfaces shown in
FIG. 21, a new application may be added to the UE 104 to
enable biometric user validation in the Dual Use LTE net-
work. The additional UE 104 capability is illustrated in FIG.
22. The UE 104 may also connect to the P/S Broker 1304
network for services other than Biometric Testing. The
advantage of using the P/S Broker 1304 middleware is that a
single connection of the UE 104 to the P/S Broker 1304
network may suffice to support any number of UE 104 appli-
cations. Each application uses application-specific Topics via
the P/S Broker interface 2204. Hence, the UE 104 app for
Biometric Testing 2202 may be invoked when the UE 104 is
turned ON and first connects to the LTE network. The Bio-
metric Testing app 2202 Subscribes to receive messages via a
specific Topic, and may wait until the initial Biometric Test-
ing message is received (it may never be sent, because the
testing is not generally required). It may be understood by
those skilled in the art that P/S Brokering is not essential to the
Biometric Testing feature, because the UEs 104 may instead
individually connect to a network-based program for such
testing. The P/S Brokering 1304 middleware makes the solu-
tion more efficient.

Automatic Detachment of Restricted Users when Sole Gov-
ernment Usage is Enabled

The 3GPP standards define mechanisms to allow, or gate,
or deny the access of a user to the network. To accomplish
this, the standards define a Policy Charging and Rules Func-
tion (PCRF 118) and an Application Function (AF 2102) that
may be involved in interactions with the PGW 114 when a
user 104 first establishes access to the LTE network. These
elements are shown in FIG. 21. To implement the capabilities
required in the Dual Use network, special functionality may
be added to the AF 2102. The AF 2102 may be provisioned
with a list of Cell ID values for the Cells for which access is
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Barred for Government Use. For each Cell with CB-for-GU
enabled, the provisioning data may include the minimum
value of Access Class priority that is allowed to access the
Cell, or a subset of allowed high priority access class values,
a parameter to indicate whether E911 calls are permitted at
the Barred Cell, a parameter to indicate whether, or not,
biometric testing is enabled for accessing the Cell, and a
parameter to indicate a minimum time interval between bio-
metric tests for the same UE 104. In addition, the AF 2102
may be provisioned with, or have access to, a list of IMSI
values, and for each one, its Access Class priority. Note that
because these AC priority values are associated with IMSIs in
adatabase that is used by the AF 2102, and is not contained in
the UE 104 SIM card, the AC priority value may not be
constrained to the standardized values 11 through 15, but may
be assigned any value. Hence, for CB-for-GU, very fine
access class restrictions may be imposed by the use of these
AC priority values, as described in the present disclosure.

As shown in FIG. 21, the AF 2102 maintains an Rx Diam-
eter interface to the set of PCRF 118 functions deployedinthe
LTE network, and also maintains an interface to a P/S Broker
1304, so the AF 2102 may participate in message exchanges
with other entities that use the Publish/Subscribe Broker 1304
middleware for communications. The MME 108 entities in
this Dual Use network design may also interface to the P/S
Broker 1304 middleware for communicating with the AF
2102, as shown in FIG. 21. The UEs 104 may also interface to
the P/S Broker 1304 middleware for communicating with the
AF 2102, as shown in FIG. 22.

A first step that may be performed when CB-for-GU is
being enabled at a particular Cell is for the EMS 802 to send
provisioning information to the eNB 102 that provides the
restricted Cell, so it can broadcast the changed set of allowed
Roaming networks. A next step may be to provision each
MME 108 that serves the Cell, so its provisioned information
is changed to indicate that no Roaming is allowed at the Cell,
or that only a subset of the Roaming networks remain con-
figured for Roaming at the restricted Cell.

When the allowed Roaming networks are changed at the
Cell, the UEs 104 attached through that Cell may select a
different Cell once they determine that they are accessed
through a Cell that does not allow Roaming from the UE 104
Home Network. Meanwhile, the MME(s) 108 may search
through the UE 104 contexts for each UE 104 accessed
through the Cell that has been provisioned for no Roaming, or
for Restricted Roaming. For each UE 104 whose IMSI MCC,
MNC value does not match the Home Network, or an Equiva-
lent Network, or an allowed Roaming network, the MME 108
may initiate a Detach procedure, and these UEs 104 are
removed from the Cell. The standardized MME-initiated
Detach procedure is specified in Section 5.3.8.3 of TS 23.401
v9.4.0. See FIG. 23.

A next step may for the EMS 802 to provision the AF 2102
with the Cell-Barring-for-Government-Use parameters input
by the Government administrator for this instance of access
barring for Government Use. Per the first paragraph of this
section, these parameters may include the Cell_ID, the mini-
mum Access Class Priority allowed to access the Cell, or alist
ot'high priority access class values allowed to access the Cell,
whether E911 calls are allowed via the Cell, whether Biomet-
ric Testing is enabled for the Cell, and the time interval
between biometric tests for a UE 104. Note that the list of AC
priority values may contain values that exceed the set 11
through 15 specified in the 3GPP standards, as described in
the preceding paragraphs. Following this, the Cell Barring for
Government Use parameters may be provisioned into the set
of MME 108 elements that serve the Barred Cell. Lastly, the
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eNB 102 that provides the Cell may be provisioned with the
Cell Barring parameters for the restricted Cell. These param-
eters are the ones specified in the 3GPP standards, namely, the
CellBarred parameter, the ac-BarringFactor parameter, the
ac-BarringTime parameter, the acBarringForEmergency
parameter, and the ac-BarringForSpecial AC parameter. To
ensure that no low priority UEs 104 access the barred Cell, the
ac-BarringFactor may be set to zero.

Once the eNB 104 Cell broadcasts the Cell Barring infor-
mation, no low priority UEs 104 may access the Barred Cell.
However, the low priority UEs 104 that are already accessed
via the now-Barred Cell need to be detached. To accomplish
this, the MME(s) 108 that serve the Barred Cell may search
through their sets of UE 104 contexts for UEs 104 accessed
through the Barred Cell. The UE 104 context contains the
Establishment Cause parameter, which was sent by the UE
104 when it accessed the LTE network. If the Establishment
Cause does not indicate High Priority, the MME 108 may
initiate a Detach procedure for the UE 104. See FIG. 24.

If a High Priority UE 104 becomes detached via FIG. 24
because it initiated its LTE attachment without indicating a
High Priority call, it may now re-attach to the Barred Cell,
indicating a High Priority call. Low Priority UEs 104 may not
access via the Barred Cell, especially if the ac-BarringFactor
has been set to zero.

FIG. 24 shows that Low Priority UEs 104 may no longer
attempt an access of the LTE network through the Cell that
has CB-for-GU enabled, and that previously attached UEs
104 whose Establishment Cause is not High Priority are
Detached from the Cell. The UEs 104 that remain attached via
the Cell that has CB-for-GU enabled are therefore High Pri-
ority users, but as noted above, it is not certain that their
priority is high enough to allow them to remain attached via
the Barred Cell, and it is possible that a Biometric Test may
need to be performed to allow them to remain attached via the
Barred Cell. These aspects are not part of the standards-based
Cell Barring capabilities of an LTE network, but are part of
the capabilities of a Dual Use network when a Cell is Barred
for Government Use. The following processing may detail the
way in which these additional checks are made for the UEs
that remain attached via the Barred Cell.

To implement these further checks, this design of a Dual
Use network may require that the MME 108 elements that
serve the Cell that has CB-for-GU enabled interact with the
AF 2102 to check the UE 104 Access Priority, and to cause a
biometric test to be performed, if necessary. As described
herein, entities connected via the P/S Broker 1304 network
communicate messages by tagging each Published message
with a Topic, which may be a string. The message is delivered
to all entities that have Subscribed to that Topic. Hence, when
the AF 2102 initializes, it may Subscribe to the Topic “AF/
biometric/*”. The “*” character indicates that any text fol-
lowing the second slash sign is a match to this Subscription
Topic. Meanwhile, each MME 108 may Subscribe to the
Topic “AF/biometric/<GUMMEI>", where <GUMMEI> is
the Globally Unique MME Identity assigned to the MME 108
instance. When Publishing any message, the sending entity is
able to indicate that the message should not be routed back to
itself, for in this case, the sender may have Subscribed to the
same Topic to which it Publishes messages.

For each UE 104 that remains attached via the Cell that has
CB-for-GU enabled, the MME 104 that serves the UE 104
may now Publish a UEaccessedCheck message to the Topic
“AF/biometric/<GUMMEI>". Because of the wild card nota-
tion in the Topic Subscribed to by the AF 2102, this message
is received by the AF 2102. The message may contain the
Cell_ID of the Barred Cell, plus the UE 104 IMSI value. The
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AF 2102 may perform a further validation, via its provisioned
data, that the Cell_ID referenced in the received UEaccess-
edCheck message is indeed a Cell that has CB-for-GU
enabled. (If it is not, the AF 2102 may Publish a UEaccess-
edCheckResponse message to the Topic “AF/biometric/
<GUMMEI>" to indicate that the UE 104 passes the access
test, and also indicate the discrepancy between the MME 108
and the AF 2102 provisioning data. The message is received
only by the MME 108 that sent the original UEaccessed-
Check message, because of the inclusion of the unique GUM-
MEI value in the Topic string.) Assuming that the Cell_ID is
that of a Cell with CB-for-GU enabled, the AF 2102 may
obtain from its provisioning data the minimum value of
Access Priority allowed to access the Barred Cell, or the list of
high priority access class values allowed to access the Cell.
The value(s) of AC priority value may exceed the values
allowed in the 3GPP standards. The AF 2102 may then obtain
either from its provisioned IMSI values, or from an accessible
database of IMSI values, the priority of the UE 104 IMSI, the
IMSI being that value received in the UEaccessedCheck mes-
sage. The AC priority value assigned to the IMSI may exceed
the values of AC priority allowed in the 3GPP standards. Ifthe
IMSI is not found in the provisioning data, or in the IMSI
database, the AF 2102 may return the UEaccessedCheckRe-
sponse message to the MME 108 instance, indicating that the
UE 104 should be Detached. The MME 108 may initiate a
Detach procedure for the UE 104 in this case, because only
High Priority users acknowledged by the Government are
allowed access to the Cell with CB-for-GU enabled.
Alternatively, if the AF 2102 locates the UE 104 IMSI
either in its provisioned data, or in an IMSI database, it may
retrieve the UE 104 AC priority value, and compare it with the
minimum AC priority value provisioned for the Barred Cell,
or with the provisioned set of allowed high access class pri-
ority values. If the IMSI has too low a priority, or does not
have a matching priority, the AF 2102 may return the UEac-
cessedCheckResponse message to the MME 108 instance, to
cause the UE 104 to be detached. However, if the UE 104 AC
priority is high enough, or matches one of the allowed High
Priority access classes, the AF 2102 may check its provi-
sioned data to determine if Biometric Testing is required for
this Cell thathas CB-for-GU enabled. Ifnot, the AF 2102 may
return the UEaccessedCheckResponse message to the MME
108 instance, indicating that the UE 104 may remain attached
via the Barred Cell. If Biometric Testing is enabled for the
Barred Cell, the following processing may be followed before
a final resolution is determined regarding the UE 104 ability
to remain attached via the Cell that has CB-for-GU enabled.
The text above indicates that when the UE connects to the
LTE network, the UE Biometric Testing application 2202
may be started, and the UE 104 may connect automatically
(i.e., without user intervention) to a P/S Broker 1304 instance
on an Optimization Server 304 in the network. The UE 104
software may Subscribe to the Topic “AF/biometric/test/
<IMSI>”, where <IMSI> is the unique IMSI value assigned
to the UE 104. The UE Biometric Test app 2202 is a special
purpose application loaded onto all UEs 104 that may need to
access the Dual Use network during emergencies. Mean-
while, when the AF 2102 initializes, it Subscribes to the Topic
“AF/biometric/test/*”. With these mechanics in place, and the
checks through the previous paragraph being completed, the
AF 2102 Publishes the StartBiometricTest message to the
Topic “AF/biometric/test/<IMSI>", where the <IMSI> is the
value received in the UEaccessedCheck message sent by the
MME 108 that serves the UE 104. The message is therefore
delivered by the P/S Broker 1304 network to the unique UE
104 that has the <IMSI> value, where it is consumed by the
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UE Biometric Test app 2202. The message may contain data
such as the type of biometric test that should be performed, or
any other data pertinent to the performance of the test. Other
data may include obtaining the GPS location of the UE 104,
generating periodic reports of the GPS location, continuing to
make these reports even when the user attempts to put the UE
104 into the Evolved packet system Connection Management
(ECM) ECM-IDLE state, or even when the user attempts to
turn OFF the UE 104. (These latter capabilities may be
required during military operations, or during other govern-
ment operations.) The StartBiometricTest message may be
delivered reliably by the P/S Broker 1304 network. A timer
may be started by the AF 2102 for receipt of the Biometric
Test data from the UE 104, in case the user chooses not to
enter the data. In this case, if the timer expires, the AF 2102
may send the UEaccessedCheckResponse message to the
MME 108 to indicate that the UE 104 should be detached.

When the biometric test is performed at the UE 104, the UE
104 Biometric Testing App 2202 Publishes the BiometricT-
estResults message to the Topic “AF/biometric/test/
<IMSI>”, and again, this message is received by the AF 2102.
The AF 2102 cancels the timer previously established to
receive this message, and starts the analysis of the returned
data. Depending on the type of test being performed (e.g.,
matching a speech phrase, matching a fingerprint, or other
biometric information, matching a password), the AF 2102
may analyze the data itself, or it may send the data to another
service program to perform the analysis. The analysis reveals
whether or not the UE 104 should remain attached via the Cell
that has CB-for-GU enabled. The determination is returned to
the serving MME 108 when the AF 2102 Publishes the UEac-
cessedCheckResponse message. Accordingly, the UE 2102 is
either detached from the Cell, or is allowed to remain attached
via the Barred Cell. In the latter case, the AF 2102 may set a
BiometricTestPassed parameter for the IMSI, and may start a
timer whose duration is set by the value of the TimeBetween-
BiometricTests that is provisioned at the AF 2102 for the
given Cell_ID.

When Biometric Testing is enabled at a Cell with CB-for-
GU enabled, the testing may be performed whenever the UE
goes through an Initial Access procedure at the Barred Cell, a
Service Request procedure into the Barred Cell, or a Han-
dover procedure into the Barred Cell. The purpose of the
timer is to avoid testing the UE 104 too frequently. When the
timer expires, the AF 2102 may reset the value of the Biomet-
ricTestPassed parameter associated with the IMSI, so another
biometric test may be performed for that UE 104 IMSI. (The
value of TimeBetweenBiometricTests may be set to INDEFI-
NITE to ensure that just one test is performed per UE 104, if
that is desired by the Government administrator.)

The processing described in the previous paragraphs for
UEs that remain attached via the Cell with CB-for-GU
enabled after the initial processing checks at the serving
MME 108 is shown in FIG. 25.

The UEs 104 that remain attached via the Cell that has
CB-for-GU enabled have had their Access Priority validated,
and have possibly had the user identity validated via a bio-
metric test. It may also be possible that UEs 104 not yet
attached via the Barred Cell will attempt to access the Cell via
an Initial Attach LTE procedure, or via a Service Request LTE
procedure, or via a Handover LTE procedure. Such UEs 104
must also be checked before being allowed to remain
accessed to a Cell thathas CB-for-GU enabled. The following
sections describe the processing that may be required to
ensure that only appropriately validated UEs 104 remain
accessed to a Cell that is Barred for Government Use.
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Initial Access to Cells with CB-for-GU Enabled

As noted above, when a Cell is Barred for Government
Use, a UE 104 that has an AC priority that is less than 10 does
not generally attempt to access the Cell, except for E911
calling (if E911 calls are allowed at the Barred Cell). If the
ac-BarringFactor is set to 0, UEs 104 with low AC priority
may not attempt access through the Barred Cell. Hence, when
an Initial Access Request is received at the eNB 102 via a
Barred Cell, it is from a High Priority UE 104. The Attach
Request is sent from the eNB 102 to one of the MMFEs 108 that
serves the Cell. See Section 5.3.2.1 of TS 23.401 v9.4.0 for
the LTE Initial Attach procedure specification. If the Cell is
Barred for some reason other than for Government Use, no
additional processing is required, or indicated in this disclo-
sure. However, if the Cell is Barred for Government Use, the
additional processing described here may be required.

As noted previously, each MME 108 is provisioned with
the CB-for-GU parameters whenever one of the Cells that it
handles is Barred for Government Use. Hence, when an
Attach Request is received from an eNB 102, the MME 108
that receives the Attach Request message may check its pro-
visioned data to determine if the Cell through which the
access is occurring is Barred for Government Use. If it is, a
modification may be introduced into the MME 108 process-
ing during the Initial Attach LTE procedure, as follows.

There are several points in the LTE Initial Attach Procedure
where the MME 108 may initiate an interaction with the AF
2102 to determine whether the UE 104 should be allowed to
continue with the procedure, or whether the MME 108 should
Reject the Attach attempt. One point may be when the MME
108 first learns the IMSI of the UE (i.e., when it receives the
Attach Request message from the eNB 102). Another point
may be when the MME 108 receives the UE 108 Subscription
data from the Home Subscriber Server (HSS 120) (i.e., when
the MME 108 receives the Update Location Ack message
from the HSS 120). The point at which the MME 108 inter-
action with the AF 2102 ensues does not materially affect the
design illustrated in this disclosure. (In fact, another alterna-
tive may be for the HSS 120 to store the UE 104 AC priority
with the rest of the IMSI Subscription data, and have the
MME 108 make the determination of whether the UE 104
should proceed through the rest of the Initial Access proce-
dure, rather than have the AF 2102 make the determination.)
In what follows, the receipt of the Attach Request message by
the MME 108 is used to initiate the AF 2102 interaction if the
MME 108 determines that the Cell through which the UE 104
accesses the network is Barred for Government Use. See FIG.
26.

To more easily operate the Dual Use network, the default
APN (the 3GPP Access Point Name, as opposed to the All
Purpose Network used herein to distinguish the type of
advanced wireless network that is the subject of this disclo-
sure) for all UEs 104 in the Home Network and in all Equiva-
lent Networks may be set to the APN that includes the Opti-
mization Server 304 on which the AF 2102 program runs.
When an Attach Request is received from a UE 104 that
accesses the LTE network via a Cell that is Barred for Gov-
ernment Use, the MME 108 may be programmed to only
allow an initial default bearer to be set up to this default APN
(i.e., to a PGW 114 element that serves the default APN).

As the processing in FIG. 26 shows, when the MME 108
receives the Attach Request from the eNB 104, the MME 108
may determine if the Cell being accessed is Barred for Gov-
ernment Use. This determination is made from the provision-
ing information that may be sent to it by the Government
EMS 802, as described previously. If the Cell is not Barred for
Government Use, the Attach procedure proceeds per the LTE
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standards with no modification (Section 5.3.2.1 of TS 23.401
v9.4.0). However, if CB-for-GU is enabled at the Cell, the
MME 108 may Publish a UEaccessCheck message to the
Topic “AF/biometric/<GUMMEI>", where <GUMMEI> is
the unique ID assigned to the MME 108. The message con-
tains the UE 104 IMSI and the Cell_ID of the Cell being
accessed. As noted previously, this message is received by the
AF 2102. The AF 2102 may perform a further validation via
its provisioned data that the Cell_ID referenced in the
received UEaccessCheck message is indeed a Cell with CB-
for-GU enabled. (If it is not, the AF 2102 may Publish a
UEaccessCheckResponse message to the Topic “AF/biomet-
ric/<GUMMEI>" to indicate that the UE 104 passes the
access test, that no biometric test is required, and also indicate
the discrepancy between the MME 108 and the AF 2102
provisioning data. The message is received only by the MME
108 that sent the original UEaccessCheck message, because
of the inclusion of the unique GUMMEI value in the Topic
string.) Assuming that the Cell_ID is that of a Cell with
CB-for-GU enabled, the AF 2102 may obtain from its provi-
sioning data the minimum value of Access Priority allowed to
access the Barred Cell, or the set of high priority access class
values allowed for access to the Cell. Note that these AC
priority values may include values that exceed the AC priority
values specified in the 3GPP standards, to implement a finer
grained priority access feature than may be provided with
standardized Cell Barring. The AF 2102 may then obtain
either from its provisioned IMSI values, or from an accessible
database of IMSI values, the priority of the UE 104 IMSI, the
IMSI being that value received in the UEaccessCheck mes-
sage. If the IMSI is not found in the provisioning data, or in
the IMSI database, the AF 2102 may return the UEaccess-
CheckResponse message to the MME 108 instance, indicat-
ing that the UE 104 access request should be Rejected. The
MME 108 may initiate a Reject response to the UE 104 in this
case.

Alternatively, if the AF 2102 locates the UE 104 IMSI
either in its provisioned data, or in an IMSI database, it may
retrieve the UE 104 AC priority value, and compare it with the
minimum AC priority value provisioned for the Barred Cell,
or compare it to the list of allowed high priority access class
values. Note that the AC priority value stored with the UE 104
IMSImay exceed the AC priority values allowed in the 3GPP
standards, to introduce a finer grained distinction of access
priority classes than may be provided in the 3GPP standards.
If the IMST has too low a priority, or does not have a priority
value that matches one of the allowed values, the AF 2102
may return the UEaccessCheckResponse message to the
MME 108 instance, to cause the UE 104 Attach Request to be
Rejected. However, if the UE 104 AC priority is high enough,
or if the UE 104 AC priority matches one of the allowed
values, the AF 2102 may check its provisioned data to deter-
mine if Biometric Testing is required for this Barred Cell. If
not, the AF 2102 may return the UEaccessCheckResponse
message to the MME 108 instance, indicating that the UE 104
Attach Request processing should proceed, and that no Bio-
metric Testing is required. If Biometric Testing is enabled for
the Barred Cell, the AF 2102 may return the UEaccessCheck-
Response message to the MME 108 instance, indicating that
the UE 104 Attach Request processing should proceed, and
that Biometric Testing is required.

Per FIG. 26, if the Attach Request processing continues for
access via a Cell that has CB-for-GU enabled, and if the AF
2102 response to the initial MME 108 interaction indicates
that a further Biometric Test is required, the MME 108 may
wait until it determines the IP address assigned to the UE 104.
This may occur when the MME 108 receives the Create
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Session Response message from the SGW 110 during the
LTE Initial Attach procedure. At this point, the MME 108
may Publish a UEipInfo message to the Topic “AF/biometric/
<GUMMEI>”, so the message is received by the AF 2102.
The message may contain the Cell_ID, IMSI, the IP address
assigned to the UE 104, and the IP address of the PGW 114
that serves the UE 104. The AF 2102 may then use this
information together with additional provisioned data to
interact with the PCRF 118 function to request that a Filter
Policy be set in the PGW 114 for this UE 104. The Filter
Policy may be to restrict the packets that will be forwarded
uplink by the PGW 114, or accepted for downlink transmis-
sion over the UE 104 bearer. The uplink packets allowed are
only for the IP address and port number of each P/S Broker
1304 instance that runs on an available OptServerPGW 304
node (there may be more than one of these server nodes at the
PGW 114 location, and there may be more than one P/S
Broker instance on each of these servers). Allowed downlink
packets can only come from one of these P/S Broker 1304
instances. The purpose of the Filter Policy is to isolate the
communications capability of the UE 104 until the Biometric
Test is completed. The UE 104 purpose-built software 2204
generally may attempt to connect and interface to a P/S Bro-
ker 1304 when the default bearer is first established. This
communication is allowed by the Filter Policy.

Meanwhile, the standardized I'TE Attach Procedure pro-
ceeds for the UE 104, eNB 102, MME 108, etc. When the
eNB 102 sends the Attach Complete message to the MME
108, it indicates that the UE 104 has obtained its IP address,
and it may begin to send uplink messages. (The UE 104
should attempt to connect to a P/S Broker 1304, which will be
allowed by the Filter Policy atthe PGW 114.) When the MME
108 receives the Modify Bearer Response message from the
SGW 110, it indicates that the first downlink data can be sent
to the UE 104. Hence, it is at this point that the MME 108 may
Publish the initiateBiometricTesting message to the Topic
“AF/biometric/<GUMMEI>". The message contains the Cel-
1_ID and the IMSI of the concerned UE 104. The message is
received by the AF 2102. The AF 2102 checks the Biomet-
ricTestingPassed variable kept for the IMSI, and if it is set, no
Biometric Test is performed. Instead, the AF 2102 may Pub-
lish the UEBiometricTestInfo message to the Topic “AF/
biometric/<GUMMEI>, so the message is received by the
serving MME 108. The message indicates the UE 104 is
allowed to access the Cell. On the other hand, if the Biomet-
ricTestPassed variable for the IMSI is not set, the Biometric
Testing ensues as follows.

Similar to what is shown in FIG. 25, the AF 2102 Publishes
the StartBiometricTest message to the Topic “AF/biometric/
test/<IMSI>", where the <IMSI> is the value received in the
initiateBiometric Testing message sent by the MME 108 that
serves the UE 104. The message is therefore delivered by the
P/S Broker 1304 network to the unique UE 104 that has the
<IMSI> value, where it is consumed by the UE Biometric
Test app 2202. The message may contain data such as the type
of biometric test that should be performed, or any other data
pertinent to the performance of the test. Other data may
include obtaining the GPS location of the UE 104, generating
periodic reports of the GPS location, continuing to make
these reports even when the user attempts to put the UE 104
into the ECM-IDLE state, or even when the user attempts to
turn OFF the UE 104. (These latter capabilities may be
required during military operations, or during other govern-
ment operations.) The StartBiometricTest message may be
delivered reliably by the P/S Broker 1304 network. A timer
may be started by the AF 2102 for receipt of the Biometric
Test data from the UE Biometric Testing app 2202, in case the
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user chooses not to enter the data. In this case, if the timer
expires, the AF 2102 may send the UErejectAccess message
to the MME 108 to indicate that the UE 104 Attach Request
should be Rejected. In this case, the MME 108 rejects the UE
104 access, and access via the Cell with CB-for-GU enabled
is denied for the UE 104.

When the biometric test is performed at the UE 104, the UE
Biometric Testing app 2202 Publishes the BiometricTestRe-
sults message to the Topic “AF/biometric/test/<IMSI>", and
again, this message is received by the AF 2102. The AF 2102
cancels the timer previously established to receive this mes-
sage, and starts the analysis of the returned data. Depending
on the type of test being performed (e.g., matching a speech
phrase, matching a fingerprint, or other biometric informa-
tion, matching a password), the AF 2102 may analyze the data
itself, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the
UE 104 should remain attached via the Cell that has CB-for-
GU enabled. The determination is returned to the serving
MME 108 when the AF 2102 Publishes the UEBiometricT-
estInfo message. Accordingly, the UE 104 is either Rejected
for access to the Cell, or is allowed to remain accessed via the
Barred Cell. In the latter case, the AF 2102 may set a Biomet-
ricTestPassed parameter for the IMSI, and may start a timer
whose duration is set by the value of the TimeBetweenBio-
metricTests that is provisioned at the AF 2102 for the given
Cell_ID. The purpose of the timer is to avoid testing the UE
104 too frequently. When the timer expires, the AF 2102 may
reset the value of the BiometricTestPassed parameter associ-
ated with the IMSIL, so another biometric test may be per-
formed for that UE 104 IMSI. (The value of TimeBetween-
BiometricTests may be set to INDEFINITE to ensure that just
one test is performed per UE 104, if that is desired by the
Government administrator.)

If the UE 104 passes the biometric test, the AF 2102 may
then interact with the PCRF 118 via its Rx Diameter interface
to cause the removal of the Filter Policy previously installed
at the PGW 114.

Avoiding Unnecessary Paging at Cells with CB-for-GU
Enabled

Section 5.3.4.3 of TS 23.401 v9.4.0 specifies the LTE Net-
work Triggered Service Request Procedure. When the UE
104 transitions from the ECM-ACTIVE state to the ECM-
IDLE state, there is no connection between the UE 104 and an
eNB 102, and hence, no communications between the LTE
network elements and the UE 104. Because the UE 104 was
previously in the ECM-ACTIVE state, a context is kept in the
MME 108 instance that last served the UE 104. If, while in
this state, a downlink packet arrives for the UE 104 at the
SGW 110, the SGW 110 sends a Downlink Data Notification
message to the MME 108. The MME 108 tries to locate the
UE 104 by sending Paging messages to one or more eNB 102
elements that the MME 108 determines are most likely to
cover the area in which the UE 104 resides. In a Dual Use
network, it may be advantageous not to send Paging messages
to an eNB 102 for transmission using a Cell that has CB-for-
GU enabled, unless it is first determined that the UE 104 is
allowed to access such a Cell. FIG. 27 shows the modification
to the Network Triggered Service Request procedure that
may be used effectively in a Dual Use LTE network. Note that
if the UE 104 AC priority (which may have been obtained
from the HSS 120 UE Subscription data) is maintained in the
UE 104 context at the MME 108, the determination of initial
access viability may be performed by logic in the MME 108,
without the need to interact with the AF 2102 for that purpose.
FIG. 27 shows a procedure that may be used when the UE 104
AC priority is not kept in the HSS 120 UE Subscription data.
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In FIG. 27, when the MME 108 receives a Downlink Data
Notification for a UE 104, it determines the set of Cells over
which Paging messages should be sent to attempt to reach the
UE 104. Using the data provisioned into the MME 108 by the
Government EMS, the MME 108 may determine the subset
of'these Cells that have CB-for-GU enabled. Using this subset
of Cells, the MME 108 may Publish the UEpagingCheck
message to the Topic “AF/biometric/<GUMMEI>", where
the <GUMMEI> is the unique ID assigned to the MME 108.
As described previously, this message is received at the AF
2102.

For each Cell_ID in the received message, the AF 2102
may obtain from its provisioning data the minimum value of
Access Priority allowed to access the Barred Cell, or the list of
allowed high priority access class values. Note that the AC
priority values assigned to the Cells with CB-for-GU enabled
may exceed the set of values allowed in the 3GPP standards.
The AF 2102 may then obtain either from its provisioned
IMSI values, or from an accessible database of IMSI values,
the AC priority of the UE 104 IMSI, the IMSI being that value
received in the UEpagingCheck message. Note that the AC
priority value assigned to the IMSI may exceed the values
allowed in the 3GPP standards. If the IMSI is not found in the
provisioning data, or in the IMSI database, the AF 2102 may
return the UEpagingCheckResponse message to the MME
108 instance, indicating that the paging message for the UE
104 not be sent to any of the Cells received in the request
message. The MME 108 may initiate paging to other Cells,
but not to those with CB-for-GU enabled.

Alternatively, if the AF 2102 locates the UE 104 IMSI
either in its provisioned data, or in an IMSI database, it may
retrieve the UE 104 AC priority value, and compare it in turn
with the minimum AC priority value provisioned for each
Barred Cell, or compare it with the list of allowed high pri-
ority access class values for each Cell in the check list. If the
IMSI has too low a priority for a given Cell_ID, or if the IMSI
access priority does not match one of the allowed values for
the Cell, the AF 2102 may compose the UEpagingCheckRe-
sponse message to indicate no-paging-allowed to the given
Cell_ID. However, if the UE 104 AC priority is high enough
for the given Cell_ID, or matches one of the allowed values
for the Cell, the AF 2102 may check its provisioned data to
determine if Biometric Testing is required for this Barred
Cell. If not, the AF 2102 may compose the UEpagingCheck-
Response message to indicate that paging is allowed to this
Cell_ID, and that no Biometric Testing is required. If Bio-
metric Testing is enabled for the given Barred Cell, the AF
2102 may compose the UEpagingCheckResponse message
to indicate that paging is allowed to the given Barred Cell_ID,
and that Biometric Testing is required. When all the Cell_ID
values in the request message have been processed in this
way, the AF 2102 may Publish the UEpagingCheckResponse
message to the Topic “AF/biometric/<GUMMEI>”, so it is
received by the MME 108 instance that sent the request mes-
sage.

When the MME 108 receives the UEpagingCheckRe-
sponse message, it uses the results for each Barred Cell to
determine whether, or not, a paging message can be sent to the
eNB 102 that handles that Cell. In this way, paging messages
are not sent to Cells for which UE 104 access is prohibited by
CB-for-GU. For those Cells with CB-for-GU enabled to
which a paging message is sent, the MME 108 may save the
status that paging is in progress to the Cell, and may save the
status of whether, or not, a biometric test is required if the UE
104 accesses the network through that Cell. The processing
modifications to the Service Request procedure to support the
Dual Use network are described next.
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Automatic Treatment of Restricted Users During Service
Request

Section 5.4.3.1 of TS 23.401 v9.4.0 specifies the process-
ing in the LTE network for the UE Initiated Service Request
procedure. As noted in the previous section of this document,
this procedure is also invoked when the UE 104 responds to a
paging message.

As the processing in FIG. 28 shows, when the MME 108
receives the Service Request from the eNB 102, the MME
108 may determine if the Cell being accessed is Barred for
Government Use. This determination is made from the pro-
visioning information that may be sent to it by the Govern-
ment EMS 802, as described previously. If the Cell is not
Barred for Government Use, or if the Service Request is the
result of a paging message (see the previous section of this
disclosure), the Service Request procedure proceeds per the
LTE standards (Section 5.4.1.3 of TS 23.401 v9.4.0), with no
modification. However, if the CB-for-GU is enabled for the
Cell, and the Service Request is UE Initiated, the MME 108
may Publish a UESrvcReqCheck message to the Topic “AF/
biometric/<GUMMEI>", where <GUMMEI> is the unique
1D assigned to the MME 108. The message contains the UE
104 IMSI and the Cell_ID of the Cell being accessed. As
noted previously, this message is received by the AF 2102.
The AF 2102 may perform a further validation via its provi-
sioned data that the Cell_ID referenced in the received UES-
rvcReqCheck message is indeed a Cell with CB-for-GU
enabled. (If it is not, the AF 2102 may Publish a UES-
rvcReqCheckResponse message to the Topic “AF/biometric/
<GUMMETI>" to indicate that the UE 104 passes the access
test, that no biometric test is required, and also indicate the
discrepancy between the MME 108 and the AF 2102 provi-
sioning data. The message is received only by the MME 108
instance that sent the original UESrvcReqCheck message,
because of the inclusion of the unique GUMMEI value in the
Topic string.) Assuming that the Cell_ID is that of a Cell with
CB-for-GU enabled, the AF 2102 may obtain from its provi-
sioning data the minimum value of Access Priority allowed to
access the Barred Cell, or obtain the list of high priority access
class values allowed to access the Barred Cell. Note that the
AC priority value(s) in this case may exceed the values used
in the 3GPP standards, so that a finer grained differentiation
of priority users may be made in this case than with the 3GPP
standards. The AF 2102 may then obtain either from its pro-
visioned IMSI values, or from an accessible database of IMSI
values, the Access Class priority of the UE 104 IMSI, the
IMSI being that value received in the UESrvcReqCheck mes-
sage. Note that the value of AC priority assigned to the UE
104 IMSI may be greater than the set of values specified in the
3GPP standards. If the IMSI is not found in the provisioning
data, or in the IMSI database, the AF 2102 may return the
UESrvcReqCheckResponse message to the serving MME
108 instance, indicating that the UE 104 Service Request
should be Rejected. The MME 108 may initiate a Reject
response to the UE 104 in this case.

Alternatively, if the AF 2102 locates the UE 104 IMSI
either in its provisioned data, or in an IMSI database, it may
retrieve the UE 104 AC priority value, and compare it with the
minimum AC priority value provisioned for the Barred Cell,
or compare it with the list of allowed high priority access
classes allowed for the Cell. If the IMSI has too low a priority,
or if the IMSI AC priority does not match one of the allowed
access class values, the AF 2102 may return the UES-
rvcReqCheckResponse message to the MME 108 instance, to
cause the UE 104 Service Request to be Rejected. However,
if the UE 104 AC priority is high enough, or matches one of
the allowed values for the Cell, the AF 2102 may check its
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provisioned data to determine if Biometric Testing is required
for this Barred Cell. If not, the AF 2102 may return the
UESrvcReqCheckResponse message to the MME 108
instance, indicating that the UE 104 Service Request process-
ing should proceed, and that no Biometric Testing is required.
If Biometric Testing is enabled for the Barred Cell, the AF
2102 may return the UESrvcReqCheckResponse message to
the MME 108 instance, indicating that the UE 104 Service
Request processing should proceed, and that Biometric Test-
ing is required.

If the Service Request is to proceed, the remainder of the
procedure specified in Section 5.4.3.1 of TS 23.401 v9.4.0 is
completed. When the MME 108 receives the Modify Bearer
Response message from the SGW 110, the standardized Ser-
vice Request procedure is finished, but the MME 108 has the
following additional processing to perform in a Dual Use
network when the accessed Cell has CB-for-GU enabled. See
FIG. 28.

When the MME 108 receives the Modify Bearer Response
message from the SGW 110 to end the Service Request pro-
cedure, the MME 108 may check the information stored for
the UE 104 IMSI. If the information indicates that a Biomet-
ric test should be performed, the MME 108 may Publish the
initiateBiometricTesting message to the Topic “AF/biomet-
ric/<GUMMETI>". The message contains the Cell_ID and the
IMSI of the concerned UE 104. The message is received by
the AF 2102, and the Biometric Testing ensues as follows.

Similar to what is shown in FIG. 25, The AF 2102 checks
the BiometricTestPassed variable kept for the IMSI, and if it
is set, no Biometric Test is performed. Instead, the AF 2102
may Publish the UEBiometricTestInfo message to the Topic
“AF/biometric/<GUMMEI>, so the message is received by
the serving MME 108. The message indicates the UE 104 is
allowed to access the Cell. On the other hand, if the Biomet-
ricTestPassed variable for the IMSI is not set, the Biometric
Testing ensues as follows. The AF 2102 Publishes the Start-
BiometricTest message to the Topic “AF/biometric/test/
<IMSI>", where the <IMSI> is the value received in the
initiateBiometric Testing message sent by the MME 108 that
serves the UE 104. The message is therefore delivered by the
P/S Broker 1304 network to the unique UE 104 that has the
<IMSI> value, where it is consumed by the UE Biometric
Test app 2202. The message may contain data such as the type
of biometric test that should be performed, or any other data
pertinent to the performance of the test. Other data may
include obtaining the GPS location of the UE 104, generating
periodic reports of the GPS location, continuing to make
these reports even when the user attempts to put the UE 104
into the ECM-IDLE state, or even when the user attempts to
turn OFF the UE 104. (These latter capabilities may be
required during military operations, or during other govern-
ment operations.) The message may be delivered reliably by
the P/S Broker 1304 network. A timer may be started by the
AF 2102 for receipt of the Biometric Test data from the UE
Biometric Testing App 2202, in case the user chooses not to
enter the data. In this case, if the timer expires, the AF 2102
may send the UErejectAccess message to the MME 108 to
indicate that the UE 104 should be Detached from the net-
work. In this case, the MME 108 starts the MME Initiated
Detach procedure, and the UE 104 is detached from the Cell
with CB-for-GU enabled.

When the biometric test is performed at the UE 104, the UE
Biometric Testing App 2202 Publishes the BiometricTestRe-
sults message to the Topic “AF/biometric/test/<IMSI>", and
again, this message is received by the AF 2102. The AF 2102
cancels the timer previously established to receive this mes-
sage, and starts the analysis of the returned data. Depending
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on the type of test being performed (e.g., matching a speech
phrase, matching a fingerprint, or other biometric informa-
tion, matching a password), the AF 2102 may analyze the data
itself, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the
UE 104 should remain attached via the Barred Cell. The
determination is returned to the serving MME 108 when the
AF 2102 Publishes the UEBiometricTestInfo message.
Accordingly, the UE 104 is either Detached from the Cell, or
is allowed to remain accessed via the Barred Cell. In the latter
case, the AF 2102 may set a BiometricTestPassed parameter
for the IMSI, and may start a timer whose duration is set by
the value of the TimeBetweenBiometricTests that is provi-
sioned at the AF 2102 for the given Cell_ID. The purpose of
the timer is to avoid testing the UE 104 too frequently. When
the timer expires, the AF 2102 may reset the value of the
BiometricTestPassed parameter associated with the IMSI, so
another biometric test may be performed for that UE 104
IMSI. (The value of TimeBetweenBiometric Tests may be set
to INDEFINITE to ensure that just one test is performed per
UE 104, if that is desired by the Government administrator.)
Automatic Detachment of Restricted Users During Handover

The LTE standards specify two different types of Handover
procedures. In the first type, called X2 Handover, there is a
direct communications path between the source eNB 102
(i.e., the eNB 102 that manages the current Cell through
which the UE 104 is accessed) and the target eNB 102 (i.e.,
the eNB 102 that manages the Cell to which the UE 104 is
being handed over). When no direct path exists between the
source eNB 102 and the target eNB 102, the MME 108
becomes involved in the Handover processing at an earlier
stage of the Handover, and uses its S1 links to arrange for
communications between the source eNB 102 and the target
eNB 102. This type of Handover is therefore called an S1
Handover. In an X2 Handover, the MME does not change, but
the SGW 110 element may change if the UE 104 is moving to
a Cell that is not handled by the current (source) SGW 110. In
an S1 Handover, there may be a change (i.e., a Relocation) to
a new (target) MME 108, as well as a possible change (Relo-
cation) to a new (target) SGW 110 element.

A high level view of the LTE Handover processing is
shown in FIG. 5. There are three distinct phases to the Han-
dover procedure, namely, the Handover preparation phase,
the Handover execution phase, and the Handover completion
phase. During the Handover preparation phase, the UE 104
context in the source eNB 102 is transferred to the target eNB
102. In the Handover execution phase, the UE 104 leaves the
Cell at the source eNB 102, and synchronizes and accesses
the Cell at the target eNB 102. Uplink and downlink data can
be exchanged with the UE 104 once the Handover Execution
phase is completed. In the Handover completion phase, the
UE 104 GTP tunnels at the SGW 110 are modified, so data is
sent from the SGW 110 to the target eNB 102 (until this is
done, the data is sent to the source eNB 102, and is forwarded
to the target eNB 102 via the X2 communications path, where
the data is queued until it can be sent to the UE 102 without
data loss).

The X2 Handover procedure is specified in Section
5.5.1.1.2 of TS 23.401 v9.4.0 for the case where there is no
SGW 110 Relocation. Section 5.5.1.1.3 provides the specifi-
cation for the X2 Handover case where there is an SGW 110
Relocation. In an X2 Handover, the MME 108 serves both the
source eNB 102 and the target eNB 102, so there is no change
in the MME 108, i.e., there is no MME 108 Relocation in an
X2 Handover. Section 5.5.1.2.2 of TS 23.401 v9.4.0 provides
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the specification of the S1 Handover case, and includes the
possibilities of MME 108 Relocation as well as SGW 110
Relocation.

This portion of the disclosure may identify the changes to
the MME 108 processing to implement a Dual Use network
capability when the UE 104 is in Handover to a Cell that has
CB-for-GU enabled. It may be recognized by those skilled in
the art that the points in the standardized procedures chosen
here to initiate MME-AF interactions is an example, as other
processing points may be chosen without altering the results,
and without materially altering the description provided here.
Also, it may be pointed out that if the UE 104 AC priority is
kept with the Subscriber data stored at the HSS 120, it may be
obtained by the MME 108 when the UE 104 first accesses the
LTE network, and the checks of the UE 104 AC priority
versus the priority allowed at a Cell with CB-for-GU enabled
may be performed by the MME 108 without the need to
interface with the AF 2102 for this purpose.

X2 Handover in a Dual Use Network

In an X2 Handover, the MME 108 first learns of the Han-
dover when the Handover Completion phase starts. The target
eNB 102 sends the LTE Path Switch message to the MME
108, and identifies the UE 104 and the target Cell ID. FIG. 29
shows the introduction of additional MME 108 processing to
implement a Dual Use network. When the Path Switch mes-
sage is received, the MME 108 determines from its provi-
sioned data if the target Cell has CB-for-GU enabled. If it
does not, there is no change to the X2 Handover processing.
However, if the target Cell has CB-for-GU enabled, the MME
108 may check the UE 104 context data that it keeps, and
determine if the UE 104 is making a High Priority call, or is
making an Emergency Call (i.e., check the Establishment
Cause value for the UE 104). If the UE 104 is making a normal
call, orif the UE 104 is making an Emergency Call, but E911
calling is not allowed at the target Cell, the MME 104 may
return the Path Switch Request Failure message to the target
eNB 102, and may start the MME-initiated Detach procedure
for the UE 104.

Ifthe UE 104 is making a High Priority call, the MME 108
needs to determine whether the UE 104 AC priority is high
enough to be allowed to gain access to the target Cell. Hence,
the MME 104 may Publish the UEX2HandoverCheck mes-
sage to the Topic “AC/biometric/<GUMMEI>, where
<GUMMEI> is the unique ID assigned to this MME 108
instance. As noted herein, this message is received by the AF
2102. The message contains the UE 104 IMSI and the Cel-
1_ID of the Cell being accessed. The AF 2102 may perform a
further validation via its provisioned data that the Cell_ID
referenced in the received UEX2HandoverCheck message is
indeed a Cell with CB-for-GU enabled. (If it is not, the AF
2102 may Publish a UEX2HandoverCheckResponse mes-
sage to the Topic “AF/biometric/<GUMMEI>" to indicate
that the UE 104 passes the access test, that no biometric test is
required, and also indicate the discrepancy between the MME
108 and the AF 2102 provisioning data. The message is
received only by the MME 108 instance that sent the original
UEX2HandoverCheck message, because of the inclusion of
the unique GUMMEI value in the Topic string.) Assuming
that the Cell_ID is that of a Cell with CB-for-GU enabled, the
AF 2102 may obtain from its provisioning data the minimum
value of Access Priority allowed to access the Barred Cell, or
the list of high priority access class values allowed to access
the Cell. Note that the value(s) received in this case may
exceed the set of values allowed by the 3GPP standards. The
AF 2102 may then obtain either from its provisioned IMSI
values, or from an accessible database of IMSI values, the
priority of the UE 104 IMSI, the IMSI being that value
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received in the UEX2HandoverCheck message. Note that the
value of AC priority assigned to the UE 104 IMSI in this case
may exceed the set of values allowed by the 3GPP standards,
so that a finer grained discrimination of UE 104 AC priority
classes may be implemented for the CB-for-GU feature than
may be implemented for the standardized Cell Barring fea-
ture. If the IMSI is not found in the provisioning data, or in the
IMSI database, the AF 2102 may return the
UEX2HandoverCheckResponse message to the serving
MME 108 instance, indicating that the UE 104 Handover
should be Failed. In this case, the MME 108 may send the
Path Switch Request Failure message to the target eNB 102,
and may then start the MME-initiated Detach procedure for
the UE 104.

Alternatively, if the AF 2102 locates the UE 104 IMSI
either in its provisioned data, or in an IMSI database, it may
retrieve the UE 104 AC priority value, and compare it with the
minimum AC priority value provisioned for the Barred Cell,
or with the list of allowed high priority access class values. If
the IMSI has too low a priority, or does not match one of the
allowed high priority values, the AF 2102 may return the
UEX2HandoverCheckResponse message to the MME 108
instance, to cause the UE 104 Handover to be Failed, and the
UE 104 to be Detached. However, if the UE 104 AC priority
is high enough, or if it matches one of the allowed high
priority values, the AF 2102 may check its provisioned data to
determine if Biometric Testing is required for this Barred
Cell. If not, the AF 2102 may return the
UEX2HandoverCheckResponse message to the MME 108
instance, indicating that the UE 104 Handover processing
should proceed, and that no Biometric Testing is required. If
Biometric Testing is enabled for the Barred Cell, the AF 2102
may return the UEX2HandoverCheckResponse message to
the MME 108 instance, indicating that the UE 104 Handover
processing should proceed, and that Biometric Testing is
required.

If'the X2 Handover procedure is to proceed, the parts of the
procedure are followed as specified in Section 5.5.1.1.2 of TS
23.401 v9.4.0 until the Modify Bearer Response is received
by the MME 108 for the case ofno SGW 110 Relocation. For
the case of SGW 110 Relocation, the parts of the procedure
are followed as specified in Section 5.5.1.1.3 of TS 23.401
v9.4.0 until the Create Session Response is received by the
MME 108. When the MME 108 receives the Modify Bearer
Response/Create Session Response message from the SGW
110, the MME 108 checks whether Biometric Testing is
required for the UE 104, and if so, initiates an interaction with
the AF 2102 to perform the Biometric Test. See FIG. 29.

As shown in FIG. 29, the MME 108 may Publish the
initiateBiometric Testing message to the Topic “AF/biomet-
ric/<GUMMEI>". The message contains the Cell_ID and the
IMSI of the concerned UE 104. The message is received by
the AF 2102, and the Biometric Testing ensues as follows.

Similar to what is shown in FIG. 25, The AF 2102 checks
the BiometricTestPassed variable kept for the IMSI, and if it
is set, no Biometric Test is performed. Instead, the AF 2102
may Publish the UEBiometricTestInfo message to the Topic
“AF/biometric/<GUMMEI>, so the message is received by
the serving MME 108. The message indicates that the UE 104
is allowed to access the Cell. On the other hand, if the Bio-
metricTestPassed variable for the IMSI is not set, the Biomet-
ric Testing ensues as follows. The AF 2102 may Publish the
StartBiometricTest message to the Topic “AF/biometric/test/
<IMSI>", where the <IMSI> is the value received in the
initiateBiometric Testing message sent by the MME 108 that
serves the UE 104. The message is therefore delivered by the
P/S Broker 1304 network to the unique UE 104 that has the
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<IMSI> value, where it is consumed by the UE Biometric
Test app 2202. The message may contain data such as the type
of biometric test that should be performed, or any other data
pertinent to the performance of the test. Other data may
include obtaining the GPS location of the UE 104, generating
periodic reports of the GPS location, continuing to make
these reports even when the user attempts to put the UE 104
into the ECM-IDLE state, or even when the user attempts to
turn OFF the UE 104. (These latter capabilities may be
required during military operations, or during other govern-
ment operations.) The message may be delivered reliably by
the P/S Broker 1304 network. A timer may be started by the
AF 2102 for receipt of the Biometric Test data from the UE
Biometric Testing App 2202, in case the user chooses not to
enter the data. In this case, if the timer expires, the AF 2102
may send the UErejectAccess message to the MME 108 to
indicate that the UE 104 should be Detached from the net-
work. In this case, the MME 108 starts the MME-Initiated
Detach procedure, and the UE 104 is detached from the Cell
with CB-for-GU enabled.

When the biometric test is performed at the UE 104, the UE
Biometric Testing App 2202 Publishes the BiometricTestRe-
sults message to the Topic “AF/biometric/test/<IMSI>", and
again, this message is received by the AF 2102. The AF 2102
cancels the timer previously established to receive this mes-
sage, and starts the analysis of the returned data. Depending
on the type of test being performed (e.g., matching a speech
phrase, matching a fingerprint, or other biometric informa-
tion, matching a password), the AF 2102 may analyze the data
itself, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the
UE 104 should remain attached via the Barred Cell. The
determination is returned to the serving MME 108 when the
AF 2102 Publishes the UEBiometricTestlnfo message.
Accordingly, the UE 104 is either Detached from the Cell, or
is allowed to remain accessed via the Barred Cell. In the latter
case, the MME 108 may continue the X2 Handover process-
ing by sending the Path Switch Request Ack message to the
target eNB 102, and perform the remaining processing indi-
cated in TS 23.401 v9.4.0. Meanwhile, the AF 2102 may set
a BiometricTestPassed parameter for the IMSI, and may start
a timer whose duration is set by the value of the TimeBe-
tweenBiometricTests that is provisioned at the AF 2102 for
the given Cell_ID. The purpose of the timer is to avoid testing
the UE 104 too frequently. When the timer expires, the AF
2102 may reset the value of the BiometricTestPassed param-
eter associated with the IMSI, so another biometric test may
be performed for that UE 104 IMSI. (The value of TimeBe-
tweenBiometricTests may be set to INDEFINITE to ensure
that just one test is performed per UE 104, if that is desired by
the Government administrator.)

S1 Handover in a Dual Use Network

The S1 Handover procedure is specified in Section
5.5.1.2.2 of TS 23.401 v9.4.0, and covers the case of MME
108 Relocation and of SGW 110 Relocation. The standards
specifications show that the MME 108 is involved in all three
phases of an S1 Handover procedure. It is noted here again
that there may be multiple possible points in the S1 Handover
processing where it may be appropriate to insert the addi-
tional behaviors required in a Dual Use network. Regardless
of the points selected in the S1 Handover procedure, the
results of these interactions must be the same, namely, that the
UE 104 AC priority must be checked to determine whether or
not the UE 104 can remain attached through a target Cell that
has CB-for-GU enabled, and that a Biometric Test is per-
formed if the target Cell with CB-for-GU enabled is config-
ured for such testing. FIG. 30 shows the point in the S1
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Handover procedure that is selected here to show how addi-
tional processing may be used to implement a Dual Use
Network.

In an S1 Handover, the MME 108 (the target MME 108, if
MME Relocation is involved) first learns the identity of the
target Cell when it receives the Handover Notify message
from the target eNB 102. This message is sent during the
Handover Completion phase, so the UE 104 has already syn-
chronized on the target Cell, and uplink and downlink data
may be exchanged with the UE 104. As FIG. 30 shows, the
receipt of the Modify Bearer Response message from the
(target) SGW 110 is used to trigger the additional actions
required in a Dual Use network. Choosing this processing
point ensures that the (target) MME 108 starts a timer for the
deletion of the Indirect Data Forwarding paths, in case the
checks performed for the Dual Use network result in Detach-
ing the UE 104.

When the (target) MME 108 receives the Modify Bearer
Response message, it may check its provisioned data to deter-
mine whether the target Cell has CB-for-GU enabled. If not,
the S1 Handover processing proceeds without any modifica-
tion. However, if the target Cell has CB-for-GU enabled, the
MME 108 may check the UE 104 context data that it keeps,
and determine if the UE 104 is making a High Priority call, or
is making an Emergency Call (i.e., check the Establishment
Cause value for the UE 104). If the UE 104 is making a normal
call, or if the UE 104 is making an Emergency Call, but E911
calling is not allowed at the target Cell, the MME 108 may
start the MME-initiated Detach procedure for the UE 104.

If'the UE 104 is making a High Priority call, the MME 108
needs to determine whether the UE 104 AC priority is high
enough, or matches one of the allowed High Priority AC
values, to be allowed to remain accessed to the target Cell.
Hence, the MME 108 may Publish the UES1HandoverCheck
message to the Topic “AC/biometric/<GUMMEI>, where
<GUMMETI> is the unique ID assigned to this MME 108
instance. As noted herein, this message is received by the AF
2102. The message contains the UE 104 IMSI and the Cel-
1_ID of the Cell being accessed. The AF 2102 may perform a
further validation via its provisioned data that the Cell_ID
referenced in the received UES1HandoverCheck message is
indeed a Cell with CB-for-GU enabled. (If it is not, the AF
2102 may Publish a UES1HandoverCheckResponse message
to the Topic “AF/biometric/<GUMMEI>" to indicate that the
UE 104 passes the access test, that no biometric test is
required, and also indicate the discrepancy between the MME
108 and the AF 2102 provisioning data. The message is
received only by the MME 108 instance that sent the original
UES1HandoverCheck message, because of the inclusion of
the unique GUMMETI value in the Topic string.) Assuming
that the Cell_ID is that of a Cell with CB-for-GU enabled, the
AF 2102 may obtain from its provisioning data the minimum
value of Access Priority allowed to access the Barred Cell, or
the list of high access class priority values allowed for access
to the Cell. Note that the AC priority value(s) may in this case
exceed the values allowed by the 3GPP standards. The AF
2102 may then obtain either from its provisioned IMSI val-
ues, or from an accessible database of IMSI values, the
Access Class priority of the UE 104 IMSI, the IMSI being that
value received in the UES1HandoverCheck message. Note
that in this case, the value of AC priority assigned to the UE
104 IMSI may exceed the set of AC priority values allowed in
the 3GPP standards, so that a finer grained discrimination of
UE 104 access priority classes may be obtained than is pos-
sible in the standardized 3GPP Cell Barring feature. If the
IMSI is not found in the provisioning data, or in the IMSI
database, the AF 2102 may return  the
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UES1HandoverCheckResponse message to the serving
MME 108 instance, indicating that the UE 104 Handover
should be Failed. In this case, the MME 108 may start the
MME-initiated Detach procedure for the UE 104.

Alternatively, if the AF 2102 locates the UE 104 IMSI
either in its provisioned data, or in an IMSI database, it may
retrieve the UE 104 AC priority value, and compare it with the
minimum AC priority value provisioned for the Barred Cell,
or compare it with the list of allowed high access class priority
values. If the IMSI has too low a priority, or does not match
one of the allowed values, the AF 2102 may return the
UES1HandoverCheckResponse message to the MME 108
instance, to cause the UE 104 to be Detached. However, if the
UE 104 AC priority is high enough, or matches one of the
allowed high priority access class priority values, the AF 2102
may check its provisioned data to determine if Biometric
Testing is required for this Barred Cell. If not, the AF 2102
may return the UES1HandoverCheckResponse message to
the MME 108 instance, indicating that the UE 104 Handover
processing should proceed, and that no Biometric Testing is
required. If Biometric Testing is enabled for the Barred Cell,
the AF 2102 may return the UES1HandoverCheckResponse
message to the MME 108 instance, indicating that the UE 104
Handover processing should proceed, and that Biometric
Testing is required.

If the receipt of the UES1HandoverCheckResponse mes-
sage indicates that the UE 104 is allowed access, but Biomet-
ric testing is not required, the MME 108 may continue with
the S1 Handover procedure with no further modifications.
However, if the message indicates that Biometric testing is
required, the MME 108 may initiate an interaction with the
AF 2102 to perform the Biometric Test. See FIG. 30.

As shown in FIG. 30, the MME 108 may Publish the
initiateBiometricTesting message to the Topic “AF/biomet-
ric/<GUMMETI>". The message contains the Cell_ID and the
IMSI of the concerned UE 104. The message is received by
the AF 2102, and the Biometric Testing ensues as follows.

Similar to what is shown in FIG. 25, The AF 2102 checks
the BiometricTestPassed variable kept for the IMSI, and if it
is set, no Biometric Test is performed. Instead, the AF 2102
may Publish the UEBiometricTestInfo message to the Topic
“AF/biometric/<GUMMEI>, so the message is received by
the serving MME 108 instance. The message indicates that
the UE 104 is allowed to access the Cell. On the other hand,
if the BiometricTestPassed variable for the IMSIis not set, the
Biometric Testing ensues as follows. The AF 2102 may Pub-
lish the StartBiometricTest message to the Topic “AF/biomet-
ric/test/<IMSI>", where the <IMSI> is the value received in
the initiateBiometricTesting message sent by the MME 108
that serves the UE. The message is therefore delivered by the
P/S Broker 1304 network to the unique UE 104 that has the
<IMSI> value, where it is consumed by the UE Biometric
Test app 2202. The message may contain data such as the type
of biometric test that should be performed, or any other data
pertinent to the performance of the test. Other data may
include obtaining the GPS location of the UE 104, generating
periodic reports of the GPS location, continuing to make
these reports even when the user attempts to put the UE 104
into the ECM-IDLE state, or even when the user attempts to
turn OFF the UE 104. (These latter capabilities may be
required during military operations, or during other govern-
ment operations.) The message may be delivered reliably by
the P/S Broker 1304 network. A timer may be started by the
AF 2102 for receipt of the Biometric Test data from the UE
Biometric Testing App 2202, in case the user chooses not to
enter the data. In this case, if the timer expires, the AF 2102
may send the UErejectAccess message to the MME 108 to
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indicate that the UE 104 should be Detached from the net-
work. In this case, the MME 108 starts the MME Initiated
Detach procedure, and the UE 104 is detached from the Cell
with CB-for-GU enabled.

When the biometric test is performed at the UE 104, the UE
Biometric Testing App 2202 Publishes the BiometricTestRe-
sults message to the Topic “AF/biometric/test/<IMSI>", and
again, this message is received by the AF 2102. The AF 2102
cancels the timer previously established to receive this mes-
sage, and starts the analysis of the returned data. Depending
on the type of test being performed (e.g., matching a speech
phrase, matching a fingerprint, or other biometric informa-
tion, matching a password), the AF 2102 may analyze the data
itself, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the
UE 104 should remain attached via the Barred Cell. The
determination is returned to the serving MME 108 when the
AF 2102 Publishes the UEBiometricTestInfo message.
Accordingly, the UE 104 is either Detached from the Cell, or
is allowed to remain accessed via the Barred Cell. In the latter
case, the MME 108 may continue the S1 Handover process-
ing indicated in FIG. 5.5.1.2.2-1 of TS 23.401 v9.4.0. Mean-
while, the AF 2102 may set a BiometricTestPassed parameter
for the IMSI, and may start a timer whose duration is set by
the value of the TimeBetweenBiometricTests that is provi-
sioned at the AF 2102 for the given Cell_ID. The purpose of
the timer is to avoid testing the UE 104 too frequently. When
the timer expires, the AF 2102 may reset the value of the
BiometricTestPassed parameter associated with the IMSI, so
another biometric test may be performed for that UE 104
IMSI. (The value of TimeBetweenBiometric Tests may be set
to INDEFINITE to ensure that just one test is performed per
UE 104, if that is desired by the Government administrator.)
Using Access Barring and Roaming Restrictions to Secure a
Government Base

In some circumstances, it may be desirable to allow only a
restricted set of users to access Cells that provide coverage to
a government-controlled area, or base. One method that may
be used is to assign all the Cells that provide RF coverage of
the base to a Closed Subscriber Group (CSG). The CSG is
then broadcast in one of the System Information Blocks peri-
odically sent by each Cell. Only UEs 104 that have their SIMs
configured with the specific CSG value bound to each of the
Cells is allowed to access those Cells. This approach may
have the following loopholes, or issues. Invalid users may
gain access to the CSG value of the Cells (simply by moni-
toring the System Information transmitted by the Cells), and
may be able to place the CSG value into their SIM card. These
invalid UEs 104 are then able to access the Cells. Secondly, it
may be necessary to allow access to personnel not normally
present at the base, and therefore not equipped with UEs 104
that have the specific CSG configured. Because of these
issues, it is desirable to use alternative methods to restrict the
access to the Cells that cover a government base. The Cell
Barring and Roaming restrictions described in this disclosure
may provide a good alternative to providing the restricted
access.

Roaming concepts may be used as a first line of defense
against unauthorized access to the Cells that cover the gov-
ernment base. Each of the Cells may be provisioned with a set
of allowed Roaming networks that cover the government
users that are authorized to access these Cells. The Roaming
list may also be a null list, so only UEs from the Home
Network ascribed to the Cells, and from a set of Equivalent
Networks ascribed to the Cells, are allowed to access these
Cells. Inthis case, it may be that all the government users have
UEs 104 with IMSIs in one PLMN (MCC, MNC), where
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members of different government agencies may be differen-
tiated by using different IMSI ranges for the members of the
different agencies. Alternatively, as described previously,
members of different government agencies may be assigned
IMSI values in different Equivalent Networks.

The Cells that provide the RF coverage of the government
base may also be placed into one or more Tracking Areas
(TAs), where the TA(s) only contain Cells that cover the
government base. Via provisioning data, the MMEs 108 in the
LTE network that handle the neighbor Cells to the Cells that
cover the government base may be sent Handover Restriction
lists that contain the TA(s) that contain the Cells that cover the
government base. This Handover Restriction list may then be
delivered to all UEs 104 that are ineligible for accessing the
Cells that cover the government base. The list may also be
delivered to all UEs 104 on the neighbor Cells that are not
allowed to access the Cells that cover the government base for
other reasons. Handover of these UEs 104 is then prohibited,
if the target Cell is one that covers the government base.

Access to the Cells that cover the government base may
also be further restricted by introducing Cell Barring for
Government Use to these Cells. In this case, UEs 104 that are
able to access these Cells must be High Priority UEs 104. The
capabilities described previously in this disclosure for CB-
for-GU may then be applied. Hence, verification checks of the
UE 104 IMSI and of the UE 104 AC priority value versus the
Access Priority allowed at the restricted Cells may be per-
formed by an entity separate from the UE 104 (i.e., by the
MME 108, or by an AF 2102 that runs on an Optimization
Server 304 deployed in the LTE network). Furthermore, the
user identity may be verified via the Biometric Testing
described previously in this disclosure. These checks and the
Biometric Testing are performed as described herein.

APN LTE Network to Serve as a Platform for Sensor Data
Collection, Processing, Storage, and Distribution

Government and commercial applications are more and
more using sensors of all types to gather information. Sensors
can include image capturing devices, video capturing
devices, audio capturing devices, scanning devices, chemical
detectors, smoke detectors, etc. Sensors may be carried on
airborne drones or on manned aircraft, or may be deployed on
the ground in moving vehicles or robots, or may be deployed
at stationary points such as lamp posts, in or on buildings, in
supermarkets and at other shopping areas, in mobile phones
that are carried by a multiplicity of users, etc. It may be seen
that the amount of data being collected by sensors in different
applications is growing at arapid rate. Sensor data needs to be
collected and transmitted to points where the data can be
stored and processed. Depending on the application, data
from a multiplicity of sensors of the same or of different types
may need to be analyzed together to generate results, or to
generate tertiary data, and then may need to be distributed to
one, or to a multiplicity of end points for further processing or
for decision making. Wireless technology may offer benefi-
cial ways to acquire and transport the data collected by sen-
sors. However, the amount of data that needs to be collected in
certain sensor-based applications may exceed the capacities
of current wireless networks. Furthermore, a wireless net-
work that has the ability to acquire, process, store, and dis-
tribute the sensor data efficiently and quickly is not available.
Such capabilities are referred to herein as characteristics of a
sensor platform.

The system described herein utilizes aspects of the APN
LTE Wireless Network presented in prior sections of this
disclosure, plus additional concepts, to create the sensor plat-
form outlined in the previous paragraph. These aspects may
include the higher data capacity that may be available using
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the APN network beam forming technique, the ability to
co-locate Optimization Servers 308 with the eNB 102 ele-
ments, close to the wireless access points of a large set of
sensors, the ability to use the Publish/Subscribe 1304 com-
munications in the APN LTE Wireless network to collect and
distribute the sensor data among a large set of end points in an
efficient manner, and the ability to use the Optimization Serv-
ers 304 and 308 as storage and analysis processing points for
the sensor data. A large set of sensor-based applications may
be built using these capabilities, as revealed in the example
scenario below that illustrates the present disclosure. It may
be understood by those skilled in the art that the example
shown herein is an illustration of the power and applicability
of the APN LTE Wireless Network in providing a sensor
platform, and that many other sensor-based applications may
be built using the capabilities described herein.

Using Optimization Servers and Publish/Subscribe Messag-
ing to Handle Data from a Multiplicity of Sensors

FIG. 13 shows how a Publish/Subscribe (P/S) Broker 1304
middleware messaging system may be used to provide a
means of interconnecting a set of diverse end points, which in
this case may be a diverse set of sensors, computer programs
for processing and storing sensor data, and user terminals and
devices that may receive the results of the sensor data pro-
cessing and data distribution. Per the teachings disclosed in
the earlier sections of this disclosure, the Publishing end
points 1308 and the Subscribing end points 1310 do not
interact directly with one another, and are therefore
decoupled. This decoupling provides a benefit in that entities
(e.g., sensors, processors, user terminals) may be added to or
deleted from the network without impacting the behavior of
any Publisher 1308 or of any Subscribers 1310 to the data
being sent or received. All communicating entities may have
one connection into the P/S Broker 1304 network, and
through it, are able to send to, or receive from, a multiplicity
of'other end points. Publishers 1308 may send one packet, and
any replication of the packet required to reach a multiplicity
of Subscribers 1310 is taken care of by the P/S Broker 1304
middleware. Hence, the system is efficient, and may operate
in a simpler manner than with other communications archi-
tectures.

FIG. 14 shows an example deployment of P/S Broker 1304
instances on the set of Optimization Servers 304 and 308 that
may be deployed in the APN LTE Wireless Network. Note
that at least one OptServereNB 308 is associated with each
eNB 102 network element. In addition, the OptServerPGW
304 may be associated with the PGW 114 that serves the users
that gain access via the eNB 102 elements. The teachings in
this disclosure also describe how a UE bearer 302 may be
redirected at the eNB 102, so it connects to the OptServereNB
308 that is associated with the eNB 102. This procedure may
give the UE 104 a short path to reach the services that may be
provided by the OptServereNB 308, and especially, to allow
the UE 104 to connect to a P/S Broker 1304 instance that may
run on that server 308. Furthermore, the use of the redirected
bearer 312 may result in reducing, or eliminating, the use of
back haul 112 resources when sending data to the UE 104, or
when receiving data from the UE 104. It may also result in the
lowest delay possible in sending or receiving data from a
server program to/from a UE 104, when the server runs on the
OptServereNB 308 that is associated with the eNB 102 that
serves the UE 104. In this instance, the UE 104 may be a
sensor, or it may be a user terminal that displays the sensor
data or controls the sensors that may connect via this type of
LTE Wireless Network. The number of sensors that may
connect to the network may be large, especially when the
Beam Forming system referenced in this disclosure is used at
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the eNB 102 elements to increase the system capacity. Many
sensors may be able to connect to the LTE network at each
eNB 102 element.

Over the past dozen years, several universities around the
world have participated in specifying and building service
architectures that can accommodate collaborative audio and
video conference meetings. These types of services may be
precisely what are needed to support sensors deployed to
serve troops in the field, or to support Emergency workers at
a disaster scene, or to support many types of commercial
services involving sensors. Collaborative audio communica-
tions may be needed by the people involved in an emergency
ormilitary operation. Video streams are likely to be generated
by sensors, and may need to be distributed to sets of people
who need the information to improve their decision making
ability, and to inform them before making a next move. Like-
wise, large collections of images taken by sensors may need
to be stored, so they can be sent later to users who need to
make decisions based on the image contents. The ability to
interconnect the sensors and the users in a conference
arrangement using the P/S Broker 1304 middleware of the
APN LTE Wireless Network may facilitate the storage, pro-
cessing, and distribution communications needs of applica-
tions involving sensors. These services may extend naturally
into the commercial domain as well, although person-to-
person, or sensor-to-person communications may be used
more frequently than conference services. However, confer-
ence services may have their place in the commercial domain,
and the P/S Broker 1304 communications may facilitate the
operation of the conferencing service. Meanwhile, person-to-
person and sensor-to-person communications may likewise
be handled efficiently by using the P/S Broker 1304 middle-
ware, as illustrated in the present disclosure.

FIG. 31 shows the minimum set of functions that may be
required to set up and manage multimedia conference ser-
vices using the P/S Broker 1304 middleware for communi-
cations. FIG. 31 shows how these functions may be distrib-
uted across the set of Optimization Servers 304 and 308 that
may be deployed in the APN LTE Wireless Network. The
Conference Repository 3110 may contain a list of scheduled
conferences, together with the set of user 104 IMSI values
that are allowed access to the conference, the role of each user
104 in the conference (e.g., sensor of a particular type, general
participant, chairperson, speaker, listener), and the confer-
ence start and end times. The Conference Manager 3102 may
start and terminate the conference, interact with the Session
Manager 3104 to add or delete specific types of sessions (e.g.,
audio, video, alarms), and manage the orderly use of the
Conference resources by the participants. The Session Man-
ager 3104 may interact with the Media Server 3108 to start
and delete media types from the Conference. The Media
Server 3108 may provide services specific to different types
of media. The Session Manager 3104 is the interface point for
sensors, devices, and users 104 who wish to join a particular
session associated with the Conference that the end point
(sensor, device, or user 104) has joined.

The generic ideas presented in FIG. 31 are that the Opti-
mization Servers 304 and 308 and the associated P/S Broker
1304 communications middleware may be used as a platform
to receive, process, store, and redistribute the sensor data in an
LTE Wireless network. A conference capability may be
required to facilitate the implementation of the distribution
and collection functions, depending on the application, and
may serve to organize the sensor, processing, and end user
resources into one application. Other functions required by
the specific sensor application may be deployed on the set of
Optimization Servers 304 and 308, and may be connected to
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the P/S Broker 1304 system. There is no restriction on the
type of functionality that may be added. The following sub-
sections of this disclosure describe a set of additional func-
tions, such as an Image Server 3302 and an Alarm Server
3304, that receive, process, store, and redistribute sensor data
as part of a specific application. The inclusion of these func-
tions may serve to illustrate how the APN LTE Wireless
Network may serve as a platform for building sensor appli-
cations.

Deployment of these sensor services may be on the Opti-
mization Server 304 associated with the PGW 114, or may be
on the Optimization Server 308 associated with the eNB 102.
The choice may depend on the location of the sensors and of
the human and machine participants in the sensor application.
As the following subsections show, choosing the appropriate
server 304 and/or 308 to execute the function may result in
large savings in bandwidth utilization on the network com-
munications links 112 and 704 and/or in greatly reduced
delay in getting information from or to an end point.

An Emergency Application Example Involving Sensors

This example application of sensors may serve to illustrate
how the capabilities built into the APN LTE Wireless Net-
work may be used as a platform to build sensor-based appli-
cations. A set of diverse sensor capabilities are used in this
example to emphasize and illustrate how the sensor platform
may be used.

When disasters occur, it frequently happens that the wire-
less infrastructure required to support the communications
needs of Emergency responders is destroyed along with other
infrastructure. The enhanced data capacity of the APN Beam
Forming technology and the use of the Optimization Server
304 and 308 technology in an APN network may be used to
restore LTE wireless capabilities over the area in which the
Emergency responders must operate. In addition, deployment
of the Publish/Subscribe Broker 1304 message delivery
middleware and an associated set of conferencing software
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may be used to support the sensor data collection, analysis,
and distribution that is vital to the safety of the responders and
to the success of the Emergency operation. The details pro-
vided in this disclosure may illustrate how these aspects are
addressed. Multimedia conference capabilities are also
important to the response team and to the staff situated remote
from the area of operation in a Command Post. The ability to
co-locate service applications with the eNB 102 elements
offers back haul 112 utilization savings and minimizes delays
in providing information to the response team. The following
example scenario may illustrate how the APN network may
be used to support these important requirements of an Emer-
gency Action application.

The example scenario that illustrates the use of the APN
LTE Wireless Network as a sensor platform is one in which
wireless infrastructure has been destroyed in the disaster area.
Hence, an Unmanned Aerial Vehicle (UAV) 708 is used to
deploy an eNB 102 element and an OptServereNB 308 cle-
ment above the disaster area. The UAV-based APN network
deployment shown in FIG. 32 may be used in this example
scenario. A single eNB 102 carried in a UAV 708 is assumed
to be sufficient to cover the emergency area of operation.
While FIG. 32 shows the use of a second UAV 710 to carry the
Enhanced Packet Core (EPC) components (MME 108, SGW
110, and PGW 114), it is understood by those skilled in the art
that communications from the eNB 102 to a ground-based
EPC is another possible deployment option.

Table 7 shows the main players and functions involved in
the communications and processing aspects of the Emer-
gency Action operation example scenario, and indicates
where each function may be deployed in the architecture. A
functional architecture for this scenario is shown in FIG. 33.
A deployment architecture for this scenario is shown in FIG.
34 (it should be understood by those skilled in the art that not
all the service functions listed in Table 7 are shown in FIG. 34
because of the lack of space in the figure).

TABLE 7

Actors, Deployment, and Descriptions for an Example Emergency Action Scenario Involving Sensors

Function

Description

Where Deployed

Notes

Emergency responder team
members and their UE
devices 3310

Conference Chairperson UE
device 3310 or 3308

Command Post personnel and
their UE devices (computers,
mobile phones) 3308

Conference Manager 3102

Humans engaged in first
responder activities in the
emergency area of operation.

The entity recognized by the

Conference software as being
able to make decisions about
the conference.

Personnel who can coordinate
the actions of human
responders 3310 and sensors
3312 and 3314.

A software service function
that manages the Conference.

Deployed across the area of
operation.

Generally, one of the
emergency responders 3310,
or someone at the command
post 3308.

Deployed at a fixed location
distant from the area of
operation.

Deployed on the
OptServerpgy 304 node.

All are in an audio conference
call, so their actions can be
coordinated and modified
based on conditions in the
field.

Decides whether to give the
“floor” of the conference to
someone else; decides
whether someone not on the
initial attendance list can join
the conference.

Is in audio conference with
all human responders 3310
and command post personnel
3308, and has control of the
robotic sensors 3314
deployed into the emergency
operational area.

Starts the conference,
terminates the conference,
interacts with the Session
Manager 3104 to start and
terminate media sessions.
Keeps a database of
conference attendees and
session templates. Keeps the
set of roles participants play
in the conference, including
the identity of the Conference
Chairperson.
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Actors, Deployment, and Descriptions for an Example Emergency Action Scenario Involving Sensors

Function Description Where Deployed Notes

Session Manager 3104 A software service function Deployed on the Based, generally, on control
that manages the media OptServerpgy- 304 node. commands from the
sessions that are part of the Conference Manager
conference (e.g., audio software; creates the sessions
session 3324, video session for a Conference, and
3328, Alarm session 3330, manages the data streams that
robot control session 3332). are used by participants to use
Admits participants to the in each of the sessions.
sessions they select, and
sends information that
enables communications
within the session.

Media Processing Server Audio mixer 3318 to handle Deployed on the When a participant audio

3108

Fixed Sensors (a special
purpose UE as far as the LTE
network is concerned) 3312

Mobile Sensors (robot-
mounted; a special purpose
UE as far as the LTE network
is concerned) 3314

Fixed Sensor Data Analysis
Server 3304

Image Server 3302

multiple audio streams that
arrive simultaneously.
Publish mixed audio stream
to each participant. Video
mixer 3320 to handle
multiple concurrent video
streams in the video session.
Image Grabber 3322 to
“grab” a single image from
each video stream, so a
representation of that user or
sensor video can be displayed
on each participant 3308 or
3310 device. Other functions
may include vocoder
translations.

In this scenario, the fixed
sensors are carried to a spot
by a robot, and dropped into
place at the command of a
human operator 3308 or
3310. These sensors detect
such things as fire, smoke,
specific chemicals,
movements, sounds. No
video.

In this scenario, these sensors
are mounted on moving
robots, whose motions in the
emergency area of operation
are controlled by the
Command Post personnel
3308, or by a First Responder
3310. The video streams they
generate are part of the
Conference. Their control
data stream is also used to
control the movement of the
robot that carries the sensor.

This function receives the
data from each of the fixed
sensors 3312 deployed in the
emergency area of operation.
If an alarm condition is
determined to exist, an Alarm
is Published to all conference
participants 3308 and 3310
who are set up to receive the
Alarm.

Stores images sent from
cameras integrated into the
Response Team members’
UEs 3310. Delivers images to
participants 3308 and 3310
for display.

OptServer,yz 308 associated
with the eNB 102 element
that serves the Emergency
Action operational area.

Deposited throughout the
Emergency area of operation,
based on directions from the
Command Post 3308 or from
first responders 3310 to the

mobile robots that carry them.

These robot-mounted sensors
are distributed throughout the
emergency area of operation.

Deployed on the
OptServerpay304.

Deployed on the
OptServer,yz 308 associated
with the eNB 102 element
that serves the Emergency
Action operational area.

stream is added to the
conference, the participant’s
stream is added to the audio
stream-mixing function 3318,
and a stream containing the
audio of all participants 3308
and 3310 except that one is
Published to a unique topic
Subscribed-to by the added
participant 3308 or 3310.

The fixed sensors 3312 are
not involved in the
conference. Instead, they send
their data to the Fixed Sensor
Data Analysis Server 3304.

When a robot-mounted sensor
is set up near the operational
area, someone at the
command post 3308, or a first
responder 3310, positions the
robot to a point where the
fixed sensor(s) 3312 that it
carries can be deposited.
Further control commands
direct the robot to other
points in the operational area,
where video of the area is
distributed to the conference
participants.

Each conference participant
3308 or 3310 can obtain
details about the Alarm,
including type of Alarm (e.g.,
movement or sound from a
disaster victim is detected),
location of the sensor, etc.
The command post 3308 (or
any participant 3310 gaining
control of the conference) can
direct a robot-mounted sensor
3314 to the location of the
Alarm to send video
information.

During the Emergency
operations, many detailed
photos may be taken of
different areas to get closer,
different, better looks at the
scene. Images can be used for
historical comparison, or for
near real-time information
gathering and analysis.
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Actors, Deployment, and Descriptions for an Example Emergency Action Scenario Involving Sensors

Function Description

Where Deployed

Notes

P/S Broker 1304 Provides the attachment point
for each entity (sensor 3312
and 3314, UE 3308 and 3310)
involved in accessing the
APN LTE network and
obtaining the services offered
on the APN Optimization
Servers 304 and 308. Allows
connected entities to Publish
and Subscribe to “Topics.”
Routes a message Published
to a Topic to all entities that
have Subscribed to that
Topic.

Deployed on the
OptServerpgy- 304 and on the
OptServer, yz 308.

Decouples senders of data
from receivers of the data.
Allows an arbitrary number
of Publishers and Subscribers
to be involved in a Service,
and allows entities to be
added to, or deleted from, the
service dynamically.

Because of the deployment of the Media Server 3108 on
the OptServereNB 304 that is located over the Emergency
Action operational area, all audio and video data streams may
be mixed and delivered to each first responder 3310 team
member with little use of the back haul 112 interface. The
audio data stream from each first responder 3310 may be
routed via its re-directed dedicated LTE bearer 312 to the
OptServereNB 308 associated with eNB_ 2 102, which cov-
ers the area of operation. The audio streams are mixed in the
Media Server 3108, so concurrent packets from different user
audio streams may appear in the single audio data stream that
each participant 3308 and 3310 receives from the Media
Server 3108 (the packets sent by a specific user 3308 or 3310
are not mixed in the audio stream returned to that user). The
back haul 112 is not used in these interactions because of the
re-directed bearer 312 used to carry the data to/from the UE
3310 and the OptServereNB 308, where the Media Server
3108 executes (see FIG. 3 for the meaning of a redirected
bearer 312).

If'a UE 3308 located at the Command Post joins the Audio
session 3324 of the conference, the audio packets from that
UE 3308 may be routed via the P/S Broker 1304 associated
with eNB 1 102 via the wireless back haul 112 to the P/S
Broker 1304 associated with the PGW 114 to the P/S Broker
1304 associated at eNB__2 102, and then to the Media Server
3108. The mixed audio stream generated at the Media Server
3108 for that UE 3308 may be routed via the reverse path.
Hence, lower packet delays may be achieved for the first
responder team members 3310, and lower back haul 112
utilization may be achieved overall than with a traditional
architecture.

The Image Server 3302 may be deployed on the OptServ-
ereNB 308 that is associated with eNB_ 2 102. Hence, no
back haul 112 may be utilized to store images collected by the
first responder 3310 team members. Because each image is a
large file, the back haul 112 savings are significant with this
architecture. When images are uploaded, the application on
the UE 3310 for image handling may tag the image with a
date, time, GPS coordinates, and user comments. By inter-
acting with the Image Server 3302, any UE 3308 or 3310 in
the operation may obtain a list of images, filtered by criteria
set by the user. Any user may thus view any of the large set of
detailed images that may be recorded during the team opera-
tion. In this case, because of the APN Optimization Server
304 and 308 architecture, the image download to the UE 3310
or 3308 comes from the OptServereNB 308 with little delay,
and no back haul 112 may be used to transmit the images to
the first responder team members 3310. See FIG. 34.
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With the UAV's 708 and 710 deployed over the operational
area, the first responder team 3310 may approach the disaster
area, load the mobile robots 3314 with their fixed sensor 3312
payloads, and turn on the mobile robots 3314. The responder
team members 3310, the Command Post personnel 3308, and
the robots 3314 with their video sensors may all join the
multimedia conference. In this scenario, the robots 3314 may
only send a video stream. They do not receive video, but they
do have a control channel 3332 to receive commands for
movement and for control of the fixed sensors 3312 that they
carry. The mobile robot sensor video streams 3314 may
appear on the displays of the command Post 3308 personnel,
who use the communications control channels 3332 to direct
the robots further into the disaster area. Based on the video
stream from a particular robot-mounted sensor 3314, its fixed
sensor 3312 payload may be deposited on the ground, and
turned on. The software/firmware in these fixed sensors 3312
may connect to the LTE network, and then to the P/S Broker
1304 network, locate the Fixed Sensor Data Analysis service
3304, and announce themselves and their capabilities (e.g.,
fire detection, sound detection, chemical detection, motion
detection) and their GPS location coordinates. The data sent
from each fixed sensor 3312 may be collected and analyzed
by the Fixed Sensor Data Analysis service program 3304 that
runs (in this example) on the OptServerPGW 304, and an
Alarm may be generated based on the data received from the
fixed sensor 3312. All participant UEs 3310 and 3308 Sub-
scribe to receive the Alarm data stream 3330.

Meanwhile, all participants 3308 and 3310 may be able to
communicate via the voice conferencing setup, and may be
able to select the video feed from any of the robot-mounted
sensors 3314, or from videos played by any first responder
3310. Based on the needs of the first responders 3310, robots
3314 may be commanded to move in particular directions.
The commands may come either from the Command Post
personnel 3308, or from a first responder team member 3310.
As an example, a robot 3314 near the area of a fixed sensor
3312 can be sent to “investigate” an Alarm that is generated
by the data from that fixed sensor 3312. Also, video streams
that may be generated by the UEs 3310 of'the first responders
are made available to all the conference participants 3308 and
3310 via the Conference video session capabilities. The con-
ference participants 3308 and 3310 may have the ability to
select a video data stream for display from a list of all the
entities in the conference that generate video data, via the still
images available from the Image Grabber 3322. Likewise, the
images captured by the response team mobile devices 3310
may be selected for display on any participant’s UE 3308 or
3310.
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The following sub-sections of this disclosure provide
details, understandable to those skilled in the art, for how the
Multimedia Conference may be set up to allow audio and
video communications among all the conference participants,
how the video streams from the mobile robot-mounted sen-
sors 3314 may be made available to all the conference par-
ticipants 3308 and 3310, how the Alarm notification mes-
sages may be made available to the conference participants
3308 and 3310, and how control channels may be set up to
allow users at the Command Post 3308 to control the motions
of the mobile robots 3314, and to control the locations at
which the fixed sensors 3312 are deposited by the mobile
robots 3314. The interactions among participant UE 3308 and
3310 devices and the Image Server 3302 is outside the scope
ofthe multimedia conference, as are the interactions between
the fixed sensors 3312 and the Fixed Sensor Data Analysis
server 3304. The Image Server 3302 interactions and the
Fixed Sensor Data Analysis Server 3304 interactions with the
fixed sensors 3312 are also described in the succeeding sub-
sections in this disclosure.

Setting Up the Multimedia Conference

The Conference Manager 3102 application may have asso-
ciated with it a Registry 3110 of Conferences. The data for
each Conference stored in the Registry 3110 may have the
following information: Conference Name, Conference 1D
(defined by the Conference Manager 3102 when the Confer-
ence is activated), Start time, end Time, attendee list, chair-
person ID, list of Roles and Capabilities, and a Template for
each Session that can be selected for this Conference. A field
in each Session Template may indicate whether the Session
should be activated by the Conference Manager 3102 when
the Conference is started. Attendees may not join a session
until the session is activated, and sessions may be activated
dynamically by any participant 3308, 3310, or 3314 once the
Conference starts. In this scenario, all the sessions are started
by the Conference Manager 3102, based on the information in
the Registry 3110 for the “Emergency Action” Conference.
The Conference Manager 3102 may also create a set of Topics
for use in the Publish/Subscribe communications schema for
all the activities required in the Conference. Additional Top-
ics may be created and distributed by the Conference Man-
ager 3102 as each participant 3308, 3310, or 3314 joins a
session, so the participant may be able to receive a unique and
appropriate view of the conference data.

The Registry 3110 information may be created by any
authorized UE 104 to set up a future Conference, but can also
be set up by an Element Management System 802. In this
scenario, assume that the Registry 3110 entry for the “Emer-
gency Action” conference has already been set up when the
Emergency Operation needs to begin.

UEs 3308, 3310, and 3314 may join and leave the Confer-
ence at any time. UEs 3308, 3310, and 3314 may join or leave
any, all, or a subset of the Sessions 3324, 3328, 3330, and
3332 that are activated for the Conference, and for which they
are allowed to join. Hence, in this Emergency Action sce-
nario, the number of participants 3308, 3310, and 3314 may
change dynamically. For instance, one or more robots 3314
may be disabled, and new ones may replace them, or addi-
tional ones may be added to the operation as needed.

Table 8 may show some of the information the Registry
3110 may contain for the “Emergency Action” Conference
before and after the Conference is Activated (some entries
may be made after the Conference Starts, such as Conferen-
celD and the list of Activated Sessions and their Topics). The
entries may be made by the Conference Manager 3102 once
the Conference is started, but may be made by any entity (e.g.,
EMS 802 or a user) before the Conference is started.
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TABLE 8

Emergency Action Conference Parameters

Conference When Entry Is
Parameter Value(s) Made
Conference Emergency Action Prior to Conference
Name Start
ConferencelD  <anumber, or a When the
text string™> Conference is
Started
Start Time <time>, but IMMEDIATE in Prior to Conference
this scenario Start
End Time <time>, but in this case Prior to Conference
UNTIL-TERMINATED Start
Attendee May be names of users, or Prior to Conference
List IMSTIs of user UEs, or Start, although
names such as “Alarm additional entries
Generator,” or generic may be made via
IDs such as “any first the EMS 802, or by
responder,” “any robot,” approval of the
or “any Commander” Chairperson
Chairperson <aunique ID in the Conference>:  Prior to Conference
D may be an IMSI or a participant Start, but the
name Chairperson may be
changed
dynamically via
RequestChair/Give
Chair interactions
between
participants and the
Conference
Manager 3102
Roles and “FirstResponder,” (all sessions); Prior to Conference
Capabilities “CommandPost,” (all sessions); Start
“AlarmGenerator,” (send alarms
and alarm information, receive
alarm queries); “MobileRobot,”
(send video, receive commands);
“FixedSensor,” (send data);
Conference ServiceControl/ConfSve/ ‘When the
Topics EmergencyAction/<confID> Conference is
(the Conf Mgr Subscribes Started

Session Topics:

Audio Session
control

Video Session
control

Alarm Session

Robot Control
Session

to this Topic); append/
<IMSTI> to direct Conf Mgr
responses to a particular UE
See next items

ServiceControl/ConfSve/
EmergencyAction/<confID>/
audio

ServiceControl/ConfSve/
EmergencyAction/<confID>/
video

ServiceControl/ConfSve/
EmergencyAction/<confID>/
alarm

ServiceControl/ConfSve/
EmergencyAction/<confID>/
robotControl

When Session is
Activated; in this
scenario, when the
Conference is
Started

When the audio
session 3324 is
activated; in this
case, when the
Conference starts.
When the video
session 3328 is
activated; in this
case, when the
Conference starts.
When the Alarm
session 3330 is
activated; in this
case, when the
Conference starts.
When the Robot
Control session
3332 is activated; in
this case, when the
Conference starts.



US 9,179,352 B2

83
TABLE 8-continued

Emergency Action Conference Parameters

Conference When Entry Is
Parameter Value(s) Made
Session Control ServiceControl/ConfSve/ When the first

EmergencyAction/<confID>/
sessionUpdate

session is activated;
in this case, when
the Conference
starts. Sessions may
be activated or
terminated by
participants
Publishing
messages to this
Topic.

The Conference
Manager 3102 and
the Session
Manager 3104 may
use a separate pair
of Topics to
communicate
initially, before the
Session Manager
3104 can learn the
<confID> assigned
by the Conference

Manager 3102.
Session ServiceControl/ConfSve/ This generic Topic
Notification EmergencyAction/<confID>/ may be used by the
<sessionName-Notify> Conference
Manager to notify
all UEs that

participate in a
particular session of
changes in the
session participant
list. All UEs in a
particular session
Subscribe to this
Topic to receive
these updates.

See FI1G. 35, F1G. 36, FI1G. 37, and FIG. 38 for the follow-
ing description of how the Conference may be started and
operated. The use of the P/S Broker 1304 networking is
omitted in these figures for the sake of simplifying the figures,
but it should be apparent to those skilled in the art that the
messaging interactions occur through the actions of the P/S
Broker 1304 middleware system.

FIG. 35 shows how the Conference may be started.
Because the Registry 3110 contains an entry for the Emer-
gency Action Conference indicating that it start IMMEDI-
ATELY, once the Registry 3110 entry is made, the Conference
Manager 3102 may be notified. The Conference Manager
3102 may start the Conference, assign a ConfID to the Con-
ference, and Subscribe to the Topic: ServiceControl/Con-
fSve/EmergencyAction/<confID>. The <conflD> may
embed the uniquelD assigned to this Conference Manager
3102, as opposed to any other instance, so messages pertain-
ing to its conferences are routed by the P/S Broker 1304
network only to this Conference Manager 3102 instance.

The Conference Manager 3102 may determine from the
Registry 3110 information the Sessions that need to be
started, and may Publish a Service Inquiry to the topic Ser-
vicelnquiry/ConfSession/<ConfMgrID> to locate a Session
Manager 3104 instance, where <ConfMgrID> may be a
unique ID assigned to this Conference Manager 3102
instance. All Session Manager 3104 instances may Subscribe
to the Topic Servicelnquiry/ConfSession/* to receive these
Inquiries. In this case, there is just one Session Manager 3104
instance, so the Conference Manager 3102 may receive one
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Service Description reply that carries a SessMgrID that is
unique among all the Session Manager 3104 instances. The
Session Manager 3104 may Subscribe to its unique control
channel that is outside the scope of any particular Conference
(ServiceControl/ConfSession/<SessMgrID>). With each
communicating entity in possession of the unique ID
assigned to the other, the Conference Manager 3102 and the
Session Manager 3104 may now exchange messages via the
P/S Broker 1304 network.

The Conference Manager 3102 may Publish a message to
the Session Manager 3104 to indicate the start of the Emer-
gency Action Conference, and may provide a list of sessions
that need to be started. The Topics for each Session may also
be included in the information passed to the Session Manager
3104. In this case, an audio session 3324, a video session
3328, an Alarm session 3330, and a Robot Control session
3332 may be activated. Because an audio conferencing ses-
sion 3324 is activated, and because a video conferencing
session 3328 is activated, the Session Manager 3104 must
locate a Media Server 3108 to reserve and start the audio
mixer 3318, video mixer 3320, and Image Grabber 3322
capabilities for the Conference participants, so they are avail-
able when each participant joins the corresponding session.

The location of the Media Server 3108 may involve a
Service Inquiry being Published by the Session Manager
3104 to the generic topic Subscribed-to by all Media Server
3108 instances (in this example, there is just one instance),
and a Service Description response being returned to a Topic
made unique by adding the uniquelD of the Session Manager
3104 instance. The reply contains the uniquelD assigned to
the Media Server 3108 instance, and from that point onwards,
the two instances may communicate via the P/S Broker 1304
network to set up the media processing for the audio and
video sessions. The availability of audio mixer 3318, video
mixer 3320, and image grabber 3322 resources may be
included in the Service Description response generated by the
Media Server 3108, so the Session Manager 3104 is able to
select from among several Media Servers 3108 when there is
more than one instance available in the network. Hence, the
Topic Subscribed-to by the Session Manager 3104 for the
audio session in this Conference may be ServiceControl/
ConfSve/EmergencyAction/<conflD>/audio/<SessMgrID>.
The Topic Subscribed-to by the Media Server 3108 for the
audio session in this Conference may be ServiceControl/
ConfSve/EmergencyAction/<conflD>/audio/<MediaServ-
erID>. The audio mixing resources 3318, video mixing
resources 3320, and the image grabbing resources 3320 may
be reserved at the Media Server 3108 instance for the Emer-
gency Action Conference. The Emergency Action Confer-
ence is now in the Activated state. The Conference Manager
3102 may return an Acknowledgement to the Registry 3110
to indicate the start of the Conference, and may provide the
Registry 3110 with the ConfID that has been assigned to the
Conference. This value must be passed to each participant to
allow the participant to Join the Conference.

FIG. 35 shows the interactions discussed above for starting
the Emergency Action Conference. As noted, the use of the
P/S Brokers 1304 to route these messages is not shown in
FIG. 35 as a simplification. The inclusion of the P/S Broker
1304 routing is therefore to be understood by the reader as
underpinning each of the interactions shown in FIG. 35. It
should be remembered that the only point-to-point connec-
tions are those between an entity (e.g., Session Manager
3104, Media Server 3108, sensor 3314) and a P/S Broker
1304. There are no explicit connections between the commu-
nicating service entities, sensors, or participant UEs. Also,
every message sent is actually Published to a Topic, and every
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message received implies a Subscription to the Published
Topic. The Topics that may be used in this scenario may be
found in Table 8.

Participants Join the Conference and Join Sessions

See FIG. 36 for this description of how entities may join the
Conference and the Sessions allowed to them. Each confer-
ence participant UE 3308, 3310, and each sensor 3314, needs
to communicate with the Conference Manager 3102 to join
the Conference. For this and other Conference control pur-
poses, the Conference Manager may Subscribe to the Topic:
ServiceControl/ConfSve/Emergency Action/<conflD>.
Hence, the participant device must obtain both the Confer-
ence Name and the <confID> before it is able to Publish a
request to join the Conference. While the Conference Name
may be provisioned into the participant device, the <confID>
may not, because it is assigned by the Conference Manager
3102 when the Conference is started. This behavior adds a
degree of security to the Conference Join procedure.

When the user 3308, 3310, or 3314 selects to Join a Con-
ference, the UE 3308, 3310, or 3314 may Publish a Service
Inquiry to the Topic Servicelnquiry/ConfSvc/Registry/
<IMSI>, where <IMSI> is the unique value assigned to the
UE. Because all Registry 3110 instances may have Sub-
scribed to the Topic Servicelnquiry/ConfSve/Registry/*, the
UE 3308, 3310, or 3314 message may be routed by the P/S
Broker 1304 network to all Registry 3110 instances. The
Service Description response message Published by a Regis-
try 3110 instance may include the unique UE 3308, 3310, or
3314 IMSI in the Topic, to allow routing the response to this
particular UE 3308, 3310, or 3314. The Servicelnquiry mes-
sage may contain the Conference Name (Emergency Action),
so the Registry 3110 may respond if it has information for that
Conference. In this example, there is only one Registry 3110,
so just one Service Description response message may be
returned to the UE 3308,3310, or 3314. It contains the unique
ID of the Conference Manager 3102, and the information
about the Emergency Action Conference, including the <con-
fID>. (In this case, the Conference Name may be provisioned
into the sensors 3314 and other UEs 3308 and 3310 that need
to join the conference.)

The UE 3308, 3310, or 3314 may now Publish a Join
message to the Conference Manager 3102 for the Emergency
Action Conference. The list of Attendees available to the
Conference Manager 3102 may allow it to admit the UE 3308,
3310, or 3314 to the Conference. The Join may have infor-
mation related to the Role of the UE 3308, 3310, or 3314, and
hence, the Conference Manager 3102 may determine the set
of sessions the UE 3308, 3310, or 3314 may be able to join,
and may send the Session list to the UE 3308, 3310, or 3314
in an Acknowledgment to the Join request. Thus, the UE
3308, 3310, or 3314 is able to display all the Sessions that the
UE 3308, 3310, or 3314 is able to Join. The Conference
Manager 3102, as the initiator of the Sessions, sends an
Invite( ) message to the UE 3308, 3310, or 3314 for each
session that the UE 3308, 3310, or 3314 is able to Join. The
UE 3308, 3310, or 3314 may not Join a Session without first
receiving an Invite( ) from the Session initiator, which may be
the Conference Manager 3102 in this scenario.

In other Conference situations, the user may select the
Sessions to be Joined. In this case, the UE 3308, 3310, 0r 3314
may be programmed to automatically Join those sessions
pertinent to its Role. Hence, the UEs 3308 of Command Post
personnel and those UEs 3310 of First Responders may
accept a Join Invite( ) to the audio 3324, video 3328, Alarm
3330, and Robot Control 3332 sessions. The robot-mounted
video sensors 3314 may accept a Join Invite( ) only of the
video session 3328 with an ability only to send/Publish video,
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but not to receive it. The Fixed Sensors 3312 are not partici-
pants in the Conference in this example scenario. They may
only Publish their data to the Topic indicated in the next
subsection, where the Topic is Subscribed-to by the Fixed
Sensor Data Analysis Service 3304.

When the UE 3308, 3310, or 3314 Publishes a request to
Joina Session (e.g., for avideo session 3328: ServiceControl/
ConfSve/EmergencyAction/<conflD>/video), the Confer-
ence Manager 3102 may receive the request, determine from
the Role of the UE 3308, 3310, or 3314 whether the request
can be granted, and if it can, may generate one or more Topics
to assign to the UE 3308, 3310, or 3314 for the session. For
instance, a Join of an audio session 3324 may generate two
Topics. One is for the UE 3308 or 3310 to use in Publishing its
audio stream. The other is for the UE 3308 or 3310 to Sub-
scribe-to, so it may receive the mixed audio stream being sent
to it by the audio mixer 3318 in the Media Server 3108. The
mixed audio stream has the concurrent audio packets gener-
ated by all UE participants, except for the UE receiving the
stream. Robot-mounted sensor UEs 3314 do not participate in
the audio session 3324 in this scenario.

For a video session 3328, two Topics may be generated for
the First Responder 3310 and for the Command Post 3308
UEs. Only one Topic may be generated for a robot-mounted
sensor 3314 UE. The first Topic may be used by the UE 3308,
3310, or 3314 in Publishing its video stream. The second, if
generated, may be for the UE 3308 or 3310 to Subscribe-to to
receive the mixed video stream being generated by the video
mixer 3320 at the Media Server 3108. Here, too, the mixed
video contains the video streams generated by all video-
generating-sensors and by all participant UEs 3308, 3310, or
3314, except for the receiving UE. (Actually, a sequence of
grabbed images, one from each participant 3308 and 3310
and sensor stream 3314, may be sent. When the user selects a
particular video stream, only the video stream from the
selected participant 3308 or 3310, or sensor 3314, may be sent
to the requesting UE 3308 or 3310.)

For an Alarm session 3330, one Topic may be generated,
and is Subscribed-to by the UE 3308 or 3310 to receive the
Alarms. Only First Responder 3310 and Command Post 3308
UEs may Join the Alarm session, and most likely, the same
Alarm Topic may be assigned to all UEs 3308 and 3310 that
Join the Alarm session, so the Alarm is Published once by the
Fixed Sensor Data Analysis 3304 Alarm generator function,
and all Subscribing UEs 3308 and 3310 may be ableto receive
it.

For the Robot-control session 3332, two Topics may be
generated. The first may be for the UE 3308 or 3310 to use to
Publish Robot control commands. The second may be for the
UE 3308 or 3310 to use to Subscribe for reception of Robot
responses to those commands.

As the participant list changes for each Session, the Con-
ference Manager 3102 may Publish an updated session par-
ticipant list, so it is received by each UE 3308 and 3310
participating in that Conference session. Per Table 8, all UEs
3308 and 3310 participating in a session whose name is
“sessionName” Subscribe to the Topic: ServiceControl/Con-
fSve/EmergencyAction/<confID>/<sessionName-Notify>
to receive the Session participant change notices for that
particular session (e.g., for the video session 3328, the last
part of the Topic string may be “video-Notify™).

The Topics generated by the Conference Manager 3102
may not be strings, but may be 8-byte numbers. Transmission
of'audio 3324 and video 3328 streams requires low delay, so
the use of String Topics may be avoided to reduce the time
spent by the P/S Broker 1304 network to determine routing of
these packets. Because the Topic generation is handled by the
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Conference Manager 3102, their uniqueness may be guaran-
teed. When a UE 3308, 3310, or 3314 joins a Session, the
Conference Manager 3102 has to generate the Topic(s), and
may send the Topics to the UE 3308, 3310, or 3314 and also
to the Session Manager 3104, which takes care of Publishing
them to the Media Server 3108, where the audio and video
streams from UEs are collected, and where the mixed streams
3324 and 3328 are Published. In the case of the Alarm session
3330, the Conference Manager 3102 may send the Topic to
the Fixed Sensor Data Analysis service 3304, as well as to the
UEs 3308 and 3310 that Join the Alarm session 3330. For the
Robot-control session 3332, the Topics may be sent to the
Robot participants 3314 that Join the Robot-control session
3332 (they all do in this scenario), as well as to the UEs 3308
and 3310 that Join the Robot-control session.

Meanwhile, the First Responder UEs 3310 and the Com-
mand Post personnel UEs 3308 may display all the available
sessions to the user, as well as those sessions that the user may
have Joined.

FIG. 36 shows the message interactions that may occur
when a UE 3308, 3310, or 3314 Joins the Conference, and
then subsequently Joins one or more Sessions. Again, the P/S
Broker 1304 routing and interactions are omitted in FIG. 36
for the sake of simplifying the messaging diagram. To keep
the interactions to a limited number in FIG. 36, all the Session
Joins for the UE 3308, 3310, or 3314 are not shown. Readers
who are skilled in the art may recognize that all sessions
required by a particular UE-type may be joined in the manner
indicated in FIG. 36.

Once the UE 3308, 3310, or 3314 has Joined all of its
sessions, it may participate in all the services allowed to it
during the Conference. A UE 3308 or 3310 that has joined the
audio session 3324 may now Publish its audio packets to the
Topic received in the Join(audio) interactions. It also may
receive the mixed audio stream 3324 via the audio Topic to
which it now Subscribes for that purpose. The user 3308 or
3310 is thus in audio conference with every other user 3308
and 3310 in the audio session 3324. Likewise, the UE 3308 or
3310 may display the grabbed image of each video stream in
the video session 3328 of the Conference, including those of
the Robot-mounted sensors 3314 and those of the First
Response team members 3310. When a user 3308 or 3310
selects one of the grabbed images on the display, the UE 3308
or 3310 may send a control message to the Conference Man-
ager 3102 to select a particular video stream. The Conference
Manager 3102 may send the instruction to the Session Man-
ager 3104, which informs the Media Server 3108 to stop
sending the mixed video stream to the Topic it Publishes on
forthat UE 3308 or 3310. The Conference Manager 3102 may
return to the UE 3308 or 3310 the Topic number used by
another UE 3308, 3310, or 3314 to Publish the selected video
stream. The requesting UE 3308 or 3310 may Subscribe to
that Topic, and may begin to receive the selected video
stream. Thus a first responder 3310 or a command person
3308 may receive the video stream being sent by any sensor
3314, or by any video publisher 3310 in the conference. Note
that the P/S Broker 1304 middleware being used in this dis-
closure does not change the way in which the generator of (in
this case) a video stream transmits its video packets. If
another end point (i.e., user 3308 or 3310) needs to receive
that video stream, the P/S Broker 1304 network arranges for
the delivery of the stream, as long as the new viewer Sub-
scribes to the Topic being used to Publish the video stream
packets.

Likewise, once the UE 3308, 3310, or 3314 Joins any other
session, and the corresponding Topics are distributed appro-
priately, the UE 3308, 3310, or 3314 may be able to partici-
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pate in that Session. First Responder 3310 and Command
Post 3308 UEs may receive the Alarms generated by the Fixed
Sensor Data Analysis service 3304. First Responder 3310 and
Command Post 3308 UEs may send movement commands to
the mobile Robot UEs 3314 (the Conference Manager 3102
distributes a Subscribe Topic to each mobile Robot UE 3314
when it Joins the Robot-control session 3332, and distributes
that Topic as a Publish Topic to each First Responder 3310
and Command Post 3308 UE that joins the Robot-control
Session 3332).

Fixed Sensor Data Collection and Alarm Distribution

As noted in the above descriptions in this disclosure, the
Fixed Sensors 3312 in this scenario do not directly participate
in the Multimedia Conference. Depending on their capabili-
ties, they may monitor for movement, or may detect smoke or
chemicals, or may detect heat, or sound, etc. When they sense
something to report, these sensors 3312 may send their infor-
mation to the Fixed Sensor Data Analysis service 3304, which
may analyze the data, and generate an Alarm, if appropriate.
Thus, when a Fixed Sensor 3312 is turned on, it may connect
to the LTE network, it may connect to a P/S Broker 1304, and
it may send a Service Inquiry to locate one or more instances
of'the Fixed Sensor Data Analysis service 3304 (there is just
one in this scenario example). Suppose the Fixed Sensor Data
Analysis service 3304 subscribes to the Topic Servicelnquiry/
FixedSensor/* to receive the Service Inquiry messages. Each
Fixed Sensor 3312 may Publish its Service Inquiry message
to the Topic Servicelnquiry/FixedSensor/<myIMSI>. By
including its unique IMSI value, the Fixed Sensor Data
Analysis 3304 service software may Publish a Service
Description reply that is routed by the P/S Broker 1304 net-
work only to the Fixed Sensor 3312 that generated the Service
Inquiry. The Service Description may include an identity
value that is unique across all the Fixed Sensor Data Analysis
3304 service instances in the network. Once the Fixed Sensor
3312 and the Fixed Sensor Data Analysis 3304 program are in
possession of the unique ID of the other party, the Fixed
Sensor 3312 and the Analysis 3304 service program may
thereafter exchange messages with one another via the P/S
Broker 1304 network.

The Fixed Sensor 3312 may send an InitiateService( )
message to the Fixed Sensor Data Analysis 3304 service
instance, providing information such as its GPS location
coordinates and its detection capabilities. The Fixed Sensor
Data Analysis 3304 service software may Publish an Initia-
teServiceAck( ) message in which it assigns a Topic that the
Fixed Sensor 3312 is to use to Publish data for whatever it
detects.

Meanwhile, as indicated above in FI1G. 36, each UE 3308
and 3310 that Joins the Alarm session may receive a Topic to
which it Subscribes to receive Alarms, and that Topic may
also be maintained at the Fixed Sensor Data Analysis 3304
service program as a Publish Topic for Alarms. If all UEs
3308 and 3310 in the Session are to receive all Alarms, then
the same Topic may be assigned to each UE 3308 and 3310
participant in the Alarm session. If different UEs 3308 and
3310 are to be made responsive to different sets of Alarms,
then the Alarm session Topics assigned to different UEs 3308
and 3310 by the Conference Manager may be different. At
any rate, when a Fixed Sensor 3312 Publishes data to its
assigned Topic, it is received by the Fixed Sensor Data Analy-
sis 3304 service software, analyzed, and if an Alarm is gen-
erated, it is Published to the Topic, or Topics, associated with
that Alarm type. The Alarm may then be received by all UEs
3308 and 3310 in the Alarm session that have Subscribed to
the Published Topic. These interactions are shown below in
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FIG. 37. The P/S Broker 1304 network is again omitted in
FIG. 37 for the sake of simplitying the interaction diagram.
Image Collection, Storage, and Distribution

As noted in the above descriptions of the Emergency
Action scenario, the UEs 3310 of the First Responder team
members may be capable of taking pictures as the members
go through the area of operation. These images may need to
be loaded onto a server, and made available to the other
members of the First Responder team 3310, as well as to the
personnel 3308 located at the Command Post. The Image
Server 3302 shown in FIG. 34 may run on the OptServereNB
308 associated with the eNB 102 that covers the area of
operation, and may provide the means to upload and store
these images, and to make them available for download to any
participant 3308 or 3310 in the Emergency Action operation.
By executing the Image Server 3302 software on the Opt-
ServereNB 308, no back haul 112 is used to carry the images
from the First Responder team member UEs 3310 to the
storage site, and no back haul 112 is used to download the
images to members of the First Responder team 3310. Trans-
mission delays over the back haul 112 are thus avoided in this
architecture, and back haul 112 utilization is minimized, so it
is available for other services. When images are downloaded
to participants 3308 at the Command Post, the back haul 112
is used, because in this example scenario, their UEs 3308
access the network via a different eNB 102 element from the
one associated with the OptServereNB 308 that runs the
Image Server 3302. See FI1G. 34.

When the user invokes the image handling program on the
UE 3308 or 3310, the program must first locate an Image
Server 3302 in the APN network. To do so, it may Publish a
Service Inquiry message to the Topic Servicelnquiry/Imag-
eService/<IMSI>, where <IMSI>is the unique ID assigned to
the UE 3308 or 3310. Meanwhile, all Image Server 3302
instances Subscribe to the generic Topic Servicelnquiry/Im-
ageService/*, and therefore receive the Service Inquiry mes-
sages that are Published by the UEs 3308 or 3310. The Image
Server 3302 may Publish a ServiceDescription reply message
to the Topic Servicelnquiry/ImageService/<IMSI>, so the
P/S Broker 1304 network may route the reply only to the UE
3308 or 3310 that sent the Service Inquiry. In this example
scenario, there is only one Image Server 3302 in the network,
so0 one Service Description is returned to the UE 3308 or 3310
for its Inquiry. The Service Description message may contain
the unique ID assigned to the Image Server 3302 program.
Hence, from this point onwards, the UE 3308 or 3310 and the
Image Server 3302 instance may exchange messages via the
P/S Broker 1304 network. The UE 3308 or 3310 image han-
dling program may register itself with the Image Server 3302
instance, and may receive a Topic to use when Publishing
images to the Server (only UEs 3310 do this in this example
scenario), a second Topic to use when Publishing service
requests (e.g., for image downloads and for image informa-
tion) to the Image Server 3302, a third Topic to use to Sub-
scribe to receive service response information from the Image
Server 3302, plus a fourth Topic to use to receive downloads
of images from the Image Server 3302.

When an image is recorded at the UE 3310, the image
handling program on the UE 3310 may tag the image with the
current GPS coordinates of the UE 3310, may add the date
and time, and may allow the user to enter comments. This
information may be kept together with the image in the UE
3310 memory. When the user selects to upload this image to
the Image Server 3302, the UE 3310 image handling program
may use the Publish Topic given to it during its initial inter-
action with the Image Server 3302 to upload the image and
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the associated tag information to the Image Server 3302. The
image and its tag data may be saved to permanent storage by
the Image Server 3302.

When a user (3308 or 3310) elects to see one or more
images kept at the Image Server 3302, the UE 3308 or 3310
may Publish a request message via its assigned service
request Topic. The request may ask for a list of images stored
from a particular user 3310, or from a set of dates/times, or
from a set of locations, etc. The list may be returned to the user
UE 3308 or 3310 via the Topic assigned to it to receive
responses to the service requests. Another service request
Published by the user UE 3308 or 3310 may request the
download of one or more specific images from the list. These
images may be downloaded to the user UE 3308 or 3310 via
the Topic assigned to the UE 3308 or 3310 to receive image
downloads. These interactions are shown in FIG. 38. Here,
too, the P/S Broker 1304 interactions in the messaging
scheme are omitted for the sake of simplicity.

The disclosure presented herein utilizing the Emergency
Action scenario shows how the APN LTE Wireless Network
and its associated Optimization Server 304 and 308 architec-
ture, plus the redirected bearer 312 capability, and the P/S
Broker 1304 Middleware components may be used to handle
a variety of sensor requirements. It should be clear to those
skilled in the art that any sensor data collection and process-
ing not covered in this scenario example is capable of being
deployed in an efficient manner using the APN LTE Wireless
Network Optimization Servers 304 and 308, the bearer redi-
rection 312 capability, and the associated P/S Broker 1304
middleware, thereby demonstrating the ability of the systems
disclosed in this document to be used as a platform for sensor
data collection, storage, analysis, and distribution.

APN LTE Network to Give Data Rate Priority to LTE Users

In an LTE network, and especially in a Dual Use LTE
network, users may be given Access Priorities, and may be
assigned bearer priorities, but they are not assigned a priority
for being allocated air interface resources to send or receive
data. It may be desirable to assign priorities to users for
receiving high data rates when there are many users accessed
through a particular Cell. This situation may occur when there
is no emergency condition, and therefore Cell Barring for
Government Use (CB-for-GU) is not enabled at the Cell.
Alternatively, there may be an emergency or disaster condi-
tion, and the Cell may be barred for Government Use, but
there are still so many users accessing the LTE network
through the restricted Cell that the highest priority users are
not able to receive the high data rates that they may need.

Inan LTE system, user equipment (UE 104) is granted a set
of Physical Resource Blocks (each PRB is a set of 12 con-
tiguous sub-carriers used in the system) and a time for send-
ing uplink data. Likewise, the LTE system schedules a time
and a set of PRBs to carry downlink data to a particular UE
104. The software component within the LTE system that
performs this function is the Scheduler within the eNB 102
element. The Scheduler may generally be designed to give
fair treatment to all the UEs 104 that access the LTE network
through the Cells of the eNB 102. However, there may be
situations in which UEs 104 designated as High Priority UEs
104 require preferential treatment in the assignment of PRBs
for over-the-air transmissions. The number of PRBs assigned
to the UE 104, plus the encoding applied to the data, deter-
mines the data rate that is provided to the UE 104.
Assigning Data Rate Priorities to UEs and Configuring the
eNB Scheduler to Use the Values

This disclosure describes methods and systems for config-
uring the eNB 102 Scheduler with a Data Rate Priority value
for each UE 104 that accesses a Cell contained within the eNB



US 9,179,352 B2

91

102. The Scheduler may use the Data Rate Priority value
associated with a given user to guide its assignment of Physi-
cal Resource Blocks (PRBs) to the user for sending and
receiving data over the LTE air interface, and/or to give time-
based priority to the UE 104 for access to the LTE air inter-
face. Previous sections of this disclosure are pertinent to the
present disclosure, namely, the use of a Publish/Subscribe
(P/S) Broker 1304 middleware to implement efficient com-
munications among elements in the APN LTE network, the
use of a set of Optimization Server 304 and 308 nodes that are
associated with the LTE network elements and integrated into
the LTE procedure processing in the network, the use of a
Wireless Control Process (WCP) 3902 and its interface to the
eNB 102 elements to effect the delivery of UE 102 Data Rate
Priority values to the eNB 102, and thence, to the Scheduler,
the use of an Application Function (AF 2102) that contains
provisioning data for high priority UEs 104 (IMSI values), or
is able to access a database of IMSI values that may contain
provisioning information pertaining to the Data Rate Priority
capability. See the previous sections of this disclosure.

The following set of list items describes the mechanics that
may be put into place to implement the Data Rate Priority
capability referred to above. It may be recognized by those
skilled in the art that deviations from the descriptions given
below may be made, while achieving the same result. The
teachings presented specifically below are thus illustrative of
how a Data Rate Priority feature may be implemented in an
LTE Wireless Network.

1. All users 104 may be assigned by the eNB 102 Scheduler

a Data Rate Priority value of 1 by default when they first
gain access to a Cell. The default value of UE 104 Data
Rate Priority may be inserted by the Scheduler into a
data record kept for the UE 104 by the Scheduler.

2. The AF 2102 program that may run on the OptServer-
PGW 304 node may be provisioned on a per-Cell basis
with DataRatePriority OFF, or ON. The default value
may be OFF. When the value of the DataRatePriority
variable is changed for a Cell, the AF 2102 may interact
with an application program referred to herein as the
Wireless Control Process 3902 to cause the Data Rate
Priority value of each currently Registered UE 102 that
is served by the Cell to be updated appropriately (i.e., to
the value 1 if the DataRatePriority becomes OFF at the
Cell, or to the UE 104 Data Rate Priority value assigned
to the UE 104 if the DataRatePriority becomes ON at the
Cell).

3. The eNB 102 interface with the Wireless Control Process
3902 that runs on the OptServerPGW 304 may be used
to send a Data Rate Priority value to the eNB 102 for a
given UE 104 (the C-RNTI kept at the Wireless Control
Process 3902 as part of the data saved per UE 104 is used
to identify the UE 104 at the eNB 102).

4. Hence, for all UEs 104 that do not interface with the
Wireless Control Process 3902, their Data Rate Priority
remains set at the default value 1. Such UEs 104 may be
those of non-government agency users that may be
Roaming on the Dual Use APN Wireless Network. All
government agency users, and likewise, many, or all,
other users of the Dual Use APN Wireless Network may
have software that interfaces with the Wireless Control
Process 3902 via the P/S Broker 1304 middleware. For
UEs 104 that interface with the Wireless Control Process
3902, such interfacing may occur whenever the UE 104
accesses a Cell inthe APN Wireless Network, i.e., when-
ever the UE 104 sends the Register message (i.e., after
the LTE Initial Access procedure), or sends the Regis-
terUpdate message (i.e., after the LTE Service Request
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procedure), or sends a Handover message (i.e., after the
LTE Handover procedure), to the Wireless Control Pro-
cess 3902. See FIG. 4 and FIG. 6. During the processing
of any of these messages, the Wireless Control Process
3902 may interface with the AF 2102 via the P/S Bro-
kering 1304 middleware to obtain the Data Rate Priority
value associated with the UE 104 IMSI. If the provision-
ing at the AF 2102 for the Cell ID in the Wireless Control
Process 3902 request message indicates DataRatePrior-
ity OFF, the AF 2102 may return the value 1 for the UE
104 Data Rate Priority. Otherwise, the AF 2102 may
check the Data Rate Priority provisioned into it for the
UE 104 IMSI, or check the value provisioned into an
accessible IMSI database. If the AF 2102 does not
retrieve information provisioned for the UE 104 IMSI,
the default value of 1 may be returned. Otherwise, the
AF 2102 may obtain the Data Rate Priority value provi-
sioned for the UE 104 IMSI, and return that value to the
Wireless Control Process 3902. The Wireless Control
Process 3902 may therefore send the UE 104 Data Rate
Priority value to the eNB 102 when it processes the UE
102 Register message, or RegisterUpdate message, or
Handover message, whether or not a UE 102 bearer 302
is subsequently redirected at the eNB 102 by the Wire-
less Control Process 3902. The values used for the UE
104 Data Rate Priority may be any value 1, or greater,
with the higher number value implying a higher Data
Rate Priority for the UE 104.

5. The eNB 104 Scheduler may be changed from current
implementations to take the Data Rate Priority value into
account when scheduling the UE 104 to receive or send
data. For example, if the eNB 102 Scheduler is about to
schedule downlink data to be sent to a set of UEs 104, the
set of available PRBs may be assigned based on the RF
conditions reported previously by the UEs 104, and also
based on the Data Rate Priority associated with the UEs
104. The UE 104 with the highest Data Rate Priority
value may receive the maximum number of PRBs con-
sistent with sending the data queued for that UE 104, or,
may be handled by the Scheduler before the Scheduler
handles a UE 104 with a lower Data Rate Priority value.
Meanwhile, all UEs 104 with Data Rate Priority 1 may
receive a number of PRBs smaller than the maximum
number that might otherwise be assigned, because some
number of PRBs have been assigned to UEs 104 with
higher Data Rate Priority values. All UEs 104 with the
same Data Rate Priority value may receive equal treat-
ment by the Scheduler in terms of being assigned a
number of PRBs, or in terms of being handled first by the
Scheduler.

The disclosure in the above paragraphs may be seenin FI1G.
39, FIG. 40, F1IG. 41, FIG. 42, and FIG. 43. The first three of
these figures add the Data Rate Priority interactions to the
interactions shown in FIG. 4 and FIG. 6, where the Wireless
Control Process 3902 and the P/S Broker 1304 messaging
infrastructure are shown explicitly (FIG. 4 and FIG. 6 do not
show these components explicitly). FIG. 39 may apply to the
situation in which the UE 104 has not yet registered with the
Wireless Control Process 3902 (i.e., during the Initial Access
Procedure). FIG. 40 may apply to the situation in which the
UE 104 has previously registered with the Wireless Control
Process 3902, but must provide an update because, for
example, the UE 104 is in transition from the ECM-IDLE
state to the ECM-CONNECTED state. FIG. 41 may apply to
the situation where the UE 104 is in Handover to a new eNB
102. Each of these three situations may result in the UE 104
accessing a different Cell than previously, and hence, the
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newly accessed eNB 102 must be informed of the Data Rate
Priority for the UE 104. FIG. 42 may apply to the situation
where the AF 2102 is provisioned to turn DataRatePriority
ON for one or more Cells in the LTE network. FIG. 43 may
apply to the situation where the AF 2102 is provisioned to turn
DataRatePriority OFF for one or more Cells in the LTE net-
work.

FIG. 39 shows an elaboration and modification of the pro-
cedure shown in FIG. 4 and described earlier in this disclo-
sure. The elaboration shows how the UE 104 may use the P/S
Broker 1304 middleware to communicate with the Wireless
Control Process 3902 that runs on the OptServerPGW 304
node. The portNumber in the StartServices message is the
port number of the P/S Broker to which the UE 104 connects.
Meanwhile, the AF 2102 software that plays a role in the
disclosure provided herein for implementing a Dual Use Net-
work may also be provisioned with IMSI data, or have access
to an IMSI database, that includes the Data Rate Priority value
assigned to the UE 104 IMSI. In a modification to the proce-
dure described in FIG. 4, the Wireless Control Process 3902
and the AF 2102 may communicate via the services of the P/S
Broker 1304 middleware, as shown in FIG. 39, FIG. 40, FIG.
41, FIG. 42, and FIG. 43, to provide the Data Rate Priority
value for a given IMSI, and to update the serving eNB 102
with this value.

To receive messages from a multiplicity of UEs 104, the
Wireless Control Process 3902 may Subscribe to the Topic
“WirelessControl/*”. To communicate with the Wireless
Control Process 3902, a UE 104 may Publish its message to
the Topic “WirelessControl/<myIMSI>", where <myIMSI>
is the unique IMSI value assigned to the UE 104. When the
Wireless Control Process 3902 responds to a particular UE
104, it may Publish the message to the Topic “WirelessCon-
trol/<IMSI>", where <IMSI> is the value assigned to the
targeted UE 104. The UE 104 must have previously Sub-
scribed to this Topic to receive messages on this Topic.

To effect the exchange of messages between the Wireless
Control Process 3902 and the AF 2102, the AF 2102 may
Subscribe to the Topic “AF/data/*”. The Wireless Control
Process 3902 may then Publish the DataRatePriorityCheck( )
message to the Topic “AF/data/<WCPid>", where <WCPid>
is aunique ID assigned to the Wireless Control Process 3902,
and where the Wireless Control Process 3902 Subscribes to
receive messages on the Topic “AF/data/<WCPid>". The AF
2102 may then reply to the Wireless Control Process 3902 by
Publishing the DataRatePriorityCheckResponse( ) message
to the Topic “AF/data/<WCPid>".

When the UE 104 first accesses the LTE network, it pro-
ceeds as described in the earlier sections in this disclosure
(see FIG. 4), until the DedicatedBearerEstablished message
is Published by the UE 104 to Wireless Control Process 3902
(see FIG. 39). At this point in the Registration Procedure, it
may be appropriate for the Wireless Control Process 3902 to
Publish the DataRatePriorityCheck message to the AF 2102.
The AF 2102 may use the Cell_ID in the message and the
IMSI to obtain a Data Rate Priority value for the IMSI, and
may then Publish the DataRatePriorityCheckResponse mes-
sage to the Wireless Control Process 3902. The Wireless
Control Process 3902 may then use its direct interface with
the eNB 102 that serves the UE 104 to deliver the Data Rate
Priority value associated with the UE 104, and the value may
be passed by the eNB 102 software to the eNB 102 Scheduler.
The remainder of the Registration procedure proceeds as
shown in FIG. 4 (and FIG. 39).

FIG. 40 shows the processing that may be used when the
UE 104 transitions from the ECM-IDLE state to the ECM-
CONNECTED state, and successfully completes the LTE
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Service Request Procedure. The interactions that ensue to
register the UE 104 with the Wireless Control Process 3902
for the new Cell ID and new C-RNTI value are the same as
shown in FIG. 39, except that the RegisterUpdate and Regis-
terUpdateAck messages are exchanged, instead of the Reg-
ister and RegisterAck messages of FIG. 39. The same param-
eters may be contained in the messages in both cases.

FIG. 41 shows an elaboration and a modification of the
procedure shown in FIG. 6 and described earlier in this dis-
closure. The elaboration shows how the UE 104 may use the
P/S Broker 1304 middleware to communicate with the Wire-
less Control Process 3902 that runs on the OptServerys5,-304
node. The portNumber received by the UE 104 in the
ResumeSession message is the port number of the P/S Broker
1304 to which the UE 104 connects. FIG. 6 shows the inter-
actions during a Handover procedure for integrating the Opti-
mization Server 304 and 308 into the LTE network behaviors,
and for redirecting a UE bearer 312 at the target eNB 102 for
the purpose of allowing the UE 104 to communicate directly
with an OptServereNB 308 node associated with the target
eNB 102. Per the present disclosure, FIG. 41 shows how the
procedure of FIG. 6 may be modified to also include making
an update at the target eNB 102 Scheduler for the UE 104
Data Rate Priority value.

When the Handover is completed, and the UE 104 Pub-
lishes the Handover message to the Wireless Control Process
3902, the new C-RNTTI and the new Cell_ID values are made
available to the Wireless Control Process 3902, along with the
UE 104 IMSI value. The Wireless Control Process 3902 may
therefore interact with the AF 2102 to obtain the Data Rate
Priority assigned to the UE 104 (or, the value 1, if the new
Cell_ID has DataRatePriority OFF). The Wireless Control
Process 3902 may then deliver the UE 104 Data Rate Priority
to the target eNB 102 via a direct communication interaction,
so it may be passed to the eNB 102 Scheduler. The Wireless
Control Process thereafter may continue with the processing
of'the Handover procedure by exchanging the RedirectBearer
and RedirectBearerResponse messages with the target eNB
102, and with causing the UE 104 to resume its service
session via the OptServereNB 308 that is associated with the
target eNB 102. See FIG. 6 and FIG. 41.

Data Rate Priority is Turned ON for One or More Cells

See FIG. 42 for the following message interaction descrip-
tions. As noted in the preceding paragraphs, the AF 2102 may
be provisioned with the DataRatePriority value assigned to
each Cell in the LTE network. When the DataRatePriority
variable is changed from OFF to ON for a Cell, all the UEs
104 that are Registered with the Wireless Control Process
3902 and that access the LTE network via the Cell need to
have their Data Rate Priority values updated at the Scheduler
of the serving eNB 102 that contains the Cell. The current
Data Rate Priority of the UE 104 may have the value 1 at the
Scheduler, because the DataRatePriority value previously
associated with the Cell is OFF. FIG. 42 shows the processing
that may be required to update the eNB 102 Scheduler with
the Data Rate Priority values of each Registered UE 104 that
accesses the network via that Cell.

The Wireless Control Process 3902 may Subscribe to the
generic Topic “WirelessControl/*” to receive messages from
amultiplicity of end points. When the AF 2102 is provisioned
with a value of ON for the DataRatePriority for a given Cell,
orCells, the AF 2102 may Publish a CellDataRatePriorityON
message to the Topic “WirelessControl/dataRatePriority/
<AFid>", so the message may be received by all instances of
the Wireless Control Process 3902. The message contains a
list of Cell ID values. This message is received by the Wire-
less Control Process 3902. For each Cell_ID in the message,
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the Wireless Control Process 3902 may search its data struc-
tures for all UEs 104 that have registered with it, and have
indicated their serving Cell ID as the value selected from the
message sent by the AF 2102. The list of UE 104 IMSI values
thus collected by the Wireless Control Process 3902 may be
placed into a BulkDataRatePriorityRequest message that is
Published to the Topic “AF/<WCPid>", so it is received by
the AF 2102. A message is sent for each Cell_ID in the
message received by the WCP 3902. When the BulkDat-
aRatePriorityRequest message is received by the AF 2102,
the AF 2102 may search its provisioned data, or an accessible
IMSI database, on a per-IMSI basis, for the Data Rate Priority
value of each IMSI. The results may be placed into a Bulk-
DataRatePriorityResponse message that may be Published to
the Topic “AF/<WCPid>", so it is received by the requesting
Wireless Control Process 3902 instance. The Wireless Con-
trol Process 3902 may then retrieve from its provisioned data
the C-RNTI value corresponding to each IMSI, and also
retrieve from its provisioned data the IP address of the eNB
102 that serves each Cell in the received message, and send
the Data Rate Priority value for each UE (C-RNTI) that
accesses the network through each corresponding Cell. These
interactions are followed for each Cell_ID value in the Cell-
DataRatePriorityON message.

Data Rate Priority is Turned OFF for One or More Cells

See FIG. 43 for the following message interaction descrip-
tions. When the DataRatePriority variable is changed from
ON to OFF for a Cell, all the UEs 104 that are registered with
the Wireless Control Process 3902 and that access the LTE
network via the Cell need to have their Data Rate Priority
values updated at the Scheduler of the eNB 102 that contains
the Cell. At the Scheduler, the current Data Rate Priority of
the UE 104 may have the value provisioned for the UE 104
IMSI, because the DataRatePriority value previously
assigned to the Cell is ON. These values now need to be
changed to the value 1, so all UEs 104 that access the network
through that Cell can obtain equal priority treatment from the
eNB 102 Scheduler. FIG. 43 shows the processing that may
be required to update the eNB 102 Scheduler with the Data
Rate Priority value of 1 for each Registered UE 104 that
accesses the network via that Cell.

When the AF 2102 provisioning is changed, so the Dat-
aRatePriority value of one or more Cells is changed from ON
to OFF, the AF 2102 may Publish the CellDataRatePriority-
OFF message to the Topic “WirelessControl/dataRatePrior-
ity/<AFid>", so the message may be received by all instances
of the Wireless Control Process 3902. The message contains
a list of Cell ID values. For each Cell ID in the received
message, the Wireless Control Process 3902 may search its
data structures for all UEs 104 that have registered with it, and
have indicated their serving Cell ID as the value selected from
the message sent by the AF 2102. The data kept at the Wireless
Control Process 3902 for each such UE 104 includes the
C-RNTI value, which is the identifier by which the UE 104 is
known at the serving eNB 102. The list of UE 104 C-RNTI
values may be collected by the Wireless Control Process
3902, and placed into a UEDataRatePriorityList message that
is sent to the eNB 102 that handles the selected Cell whose
DataRatePriority value has changed to OFF. For each
C-RNTT value, the message may indicate that the Data Rate
Priority value of 1 is to be associated with the C-RNTI that
identifies a UE 104 to the eNB 102 Scheduler. When this
message is received by the eNB 102, the UE 104 values are
updated accordingly by the Scheduler.
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Collecting and Reporting Billing Data at Optimization Serv-
ers in an APN LTE Network

When a UE bearer is redirected at its serving eNB 102, so
the bearer is connected to a local Optimization Server 308,
rather than to an SGW 110 element and then to a PGW 114
element, the PGW 114 is unable to create billing information
for the usage of the air interface by the data that traverses the
redirected bearer. This condition may not be important for
some applications (e.g., for a military application, or for an
Emergency application), but may be important for commer-
cial applications. In this latter case, programs on the OptServ-
er,z 308 may keep track of the bytes, packets, connection
time, etc. required to generate the equivalent of a Call Detail
Record (CDR) for the transport of data that traverses a redi-
rected bearer 312, and must be able to convey this information
to the PGW 114, or to some other billing data processor, at the
appropriate time(s). (Different charging may be applied to
this usage, because the back haul 112 may not be used to
transport the data between the OptServer,,; 308 and the UE
104.) Furthermore, the resources provided by the Optimiza-
tion Servers 304 and 308 may include permanent data stor-
age, temporary data storage, program execution time, etc.,
and the operator of the APN network may desire to charge for
the use of these system resources. Hence, billing data must
also be collected for the Optimization Server 304 and 308
resource usage.

The Broadband Forum IPDR (IP session Detail Record) is
specified in TR 232 (http://www.broadband-forum.org/tech-
nical/download/TR-232.pdf), and provides an outline for
data reporting that may be used to organize and report the
collection of the billing data at the OptServer,,z 308 and at
the OptServer ,y;-304, and the sending of the detail record to
the PGW 114, or to another processing point for such data.
Passing the billing detail requires a specification of the pre-
cise data to be collected, and either an interface into the PGW
114 that allows an Optimization Server 304 or 308 to effect
the transfer of the information, or the specification of another
processing entity that is charged with handling this informa-
tion.

Furthermore, collection of IP detail records for particular
redirected bearers 312 associated with particular UEs 104
needs to be worked out, because at the OptServer,,,; 308 with
a redirected bearer 312, no bearer-to-IMSI mapping is imme-
diately available. The extension of the redirected bearer 312
that remains at the PGW 114 is no longer applicable to this
situation, because packets that traverse a redirected bearer
312 do not pass through the PGW 114, and hence, cannot be
accounted for by the PGW 114 in its usual manner of collect-
ing billing data. The bearer-to-IMSI mapping for the redi-
rected bearer 312 may need to be conveyed to a billing data
collection program on the OptServer,,; 308, and a design
may need to be made to generate the data, and to transport the
billing data to the billing data collection service. This disclo-
sure may provide such a design. Also, when the UE 104
moves from one eNB 102 to another, the redirected bearer
312 moves from one OptServer,, 308 to another, and the
billing data collection point may need to be migrated for the
data that traverses the redirected bearer 312. This disclosure
may also provide details for how this movement of the billing
data collection point may be arranged.

As noted above, in addition to the transport of user data
packets via the redirected bearer 312 entities, use of the
resources at the OptServer,;- 304 and OptServer,,; 308
entities may need to be reported. For this purpose, operating
system statistics may be collected and used, e.g., process text
size and .bss (random access memory) size, permanent
memory file size and storage time, etc. This disclosure may
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provide details of how this data collection and reporting may
be arranged on the OptServer, ;- 304 and OptServer,, 5 308
nodes in the APN network architecture.

An Architecture that May be Used to Collect and Report
Billing Data at Optimization Servers

Readers skilled in the art may recognize that many alter-
native means may be devised to organize the collection and
reporting of data that may be used for billing purposes in an
APN LTE Network with its set of integrated Optimization
Servers 304 and 308. However, any architecture that succeeds
in this task may be seen to provide a means of identifying a set
of usage data, including, perhaps, duration of usage, with a
particular user or other billing entity, and of transferring the
collected data in a timely manner to an appropriate designated
billing center. The teachings provided in this disclosure pro-
vide one such architecture. The architecture takes advantage
of capabilities made inherent in the APN Network via the
disclosures reported previously in this document, and thus
provides what may be a most efficient means of collecting and
reporting the needed billing data.

FIG. 44 shows that on each OptServer,,, 308 node, a
program called the IP Billing Data Record (IPBDR 5 4404)
program instance may run for the purpose of collecting bill-
ing data pertinent to using the resources of the OptServer,
308 and also pertinent to collecting billing information
related to the transport of user data using the redirected bear-
ers 312 that terminate on the OptServer, 5 308 node. Further,
a similar program instance, the IPBDR ;- 4402, is seen to
run on the OptServer,sy;-304 node that is associated with the
PGW 114 element in the APN LTE Network. Whereas the
IPBDR,_ 5 4404 program may be concerned with collecting
billing data for resource usage on its local server and also for
the transport of data over UE 104 redirected bearers 312, the
IPBDR 5 p-program may only be concerned with collecting
billing data for resource usage on its local server. The reason
for this difference is that any user data transported by LTE
bearers to the OptServer,y- passes through the PGW 114
element, and therefore, billing data for this transport is col-
lected and reported by the PGW 114 element in the usual
fashion well known to those skilled in the art. FIG. 44 also
shows a set of Service Programs 4408 that run on the Opti-
mization Servers 304 and 308. These may be the same service
program, such as depicted in F1G. 17, or they may be different
service programs. Also shown in FIG. 44 is a Central IP
Billing Data Collection and processing program 4410. This
program 4410 is shown to run on a server 124 that is external
to the APN LTE Network, but the server location may alter-
natively be within the APN LTE Network, on the
OptServer,y;- 304 node, for example. The function of this
program in the architecture shown in this disclosure is to
aggregate the data being collected and reported by the IPB-
DRy 4402 program and by the multiplicity of IPBDR .5
4404 programs, to store the aggregated results in a database
for easier access by the operator of the APN LTE Network,
and to distribute the aggregated billing data to the formal
billing system programs used by the LTE Network operator
for Wireless Network billing purposes. Note that in FIG. 44,
all the program components mentioned above connect to a
P/S Broker 1304 instance, and hence, are able to participate in
the Publish/Subscribe messaging described throughout this
disclosure.

A unique ID may be assigned to each OptServer,,; 308
node and to the OptServer ;- 304 node. This assignment
may be desirable to facilitate the creation of a unique ID for
each P/S Broker 1304 instance that is deployed in the APN
LTE Network. In the present disclosure, when the IPBDR ;-
4402 or when an IPBDR_, 5 4404 initializes, it may be pro-
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vided with the ID assigned to the Optimization Server 304 or
308, respectively, on which it runs. The processor type (i.e.,
OptServerpsy- 304 or OptServer,,z 308) may also be pro-
vided to the initializing program, so it may determine whether
to register with the Wireless Control Process 3902 for the
purpose of collecting data related to the transport of user
packets via a redirected bearer 312. The IPBDR,_, 4404
programs may register with the Wireless Control Process
3902, as shown in FIG. 45.

Meanwhile, the Wireless Control Process 3902 may have
provisioning data that associates each P/S Broker 1304
instance on each OptServer,,;; 308 and on the OptServerysy,-
304 with an associated eNB 102 element, or a PGW 114
element, respectively, for the purpose of assigning a P/S Bro-
ker 1304 to a UE 104 for communications using a dedicated
bearer. The StartServices message and the ResumeSession
message in F1G. 4, FIG. 6, FIG. 39, FIG. 40, and FIG. 41 show
this assignment of the P/S Broker 1304 IP address and port
number to the UE 104. The provisioning data at the Wireless
Control Process 3902 for each P/S Broker 1304 instance may
now also include the server ID. Doing so may enable the
Wireless Control Process 3902 to associate a registered IPB-
DR, 5 4404 program with a UE 104 IMSI and the P/S Broker
ID or IP address and port number information.

Once these associations are made, FIG. 45 shows that
whenever a UE 104 bearer 312 is redirected to the OptServ-
er, vz 308 that hosts the IPBDR ,; 4404 instance, the IPB-
DR, 4404 instance receives from the Wireless Control Pro-
cess 3902 the UE 104 IMSI, plus the IP address and Port
number of the P/S Broker 1304 to which the UE 104 connects
via the redirected bearer, plus the IP address assigned to the
UE 104 (the UE 104 IP address may be included in the
Register and RegisterUpdate messages that the UE 104 sends
to the Wireless Control Process 3902; see the Register and
RegisterUpdate messages in FIG. 39 and FIG. 40). See FIG.
39, FIG. 40, and FIG. 41 for the LTE processing situations in
which a dedicated bearer 312 may be redirected for a UE 104.

Once the IPBDR_,; 4404 instance obtains the UE IP
address and the IP address and port number of the P/S Broker
1304 to which the UE 104 connects, FIG. 45 shows that the
IPBDR,,z 4404 may communicate with the P/S Broker 1304
instance to inform it to collect billing data for the UE (via the
BrokerStartCollection( ) message), and to cause it to transfer
the billing data to the IPBDR_, 5 4404 program either con-
tinuously, or at periodic intervals, or upon command by the
IPBDR_,; 4404 program. Because the P/S Broker 1304
instance is in the direct path of conveyance of packets to and
from the UE 104 redirected bearer 312, all such data can be
counted, and the results conveyed by the P/S Broker 1304
instance to the IPBDR 5 4404 instance. The data that may be
collected includes the start time and the end time of the billing
data collection, the bearer ID of the redirected bearer 312, the
number of bytes and packets sent to, and received from, the
UE 104 via the redirected bearer 312, and also a breakout of
these numbers into bytes and packets sent and received per
Topic. The association of the values with a Topic may help to
determine whether the data traverses the back haul 112 net-
work, or whether the data is being exchanged with a real time
service, such as an interactive game, that requires very low
delay. Different billing policies may then be applied to the
usage data when the data is differentiated by the Topic used to
convey the data via the P/S Broker 1304 communications.

The analysis of the Topic-based usage data to determine
whether the back haul 112 is used, or to determine whether a
different billing policy should apply because low delay is
provided to the data transport by the proximity of the Opt-
Server,z 308 to the user 104 access point, may be most
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conveniently provided by the Central IP Billing Data Collec-
tion 4410 program. The program 4410 may be provisioned
with information that relates the Topics used in the APN LTE
Network to other information that may be used to determine
billing policies that may apply to the collected data. Subse-
quently, the billing data may be reported by the Central IP
Billing Data Collection 4410 program to the billing system
used by the APN LTE Network Operator.

FIG. 45 shows, in addition, that when a Handover occurs,
the ResumeSession( ) message is sent to the UE 102. In this
case, the OptServer,,z 308 clement is changed from one at
the source eNB 102 location to one at the target eNB 102
location. The explicit message interaction to start billing data
collection at the target location is shown via the StartDataC-
ollection( ) message. It is also the case that billing data col-
lection for the redirected bearer at the source location must be
ended, and any unreported data may now be reported to the
Central IP Billing Data Collection 4410 program. FIG. 45
shows that the Wireless Control Process 3902 may send the
StopDataCollection( ) message to the IPBDR_,; 4404
instance at the source location to cause a final reporting from
that program to the Central IP Billing Data Collection 4410
program, to cause the P/S Broker 1304 at that location to
cease data collection for the UE 102, and to remove context
data for the UE 102 at the IPBDR_,; 4404 instance at the
source location. These latter interactions are not shown in
FIG. 45, but may be understood by those skilled in the art to
take place as described herein.

The StopDataCollection( ) message is shown in FIG. 45 to
indicate how billing data collection for a UE 102 redirected
bearer 312 is stopped during a Handover, when the UE 102
moves away from the source location where the redirected
bearer 312 was formerly terminated. Data collection also
needs to be stopped when the UE 102 transitions from the
ECM-CONNECTED state to the ECM-IDLE state, and also
when the UE is detached from the LTE network. The inter-
actions that may be used to implement this behavior are
shown in FIG. 46 for the case of transition to ECM-IDLE, and
in FIG. 47 for the case when the UE 102 is detached from the
LTE network.

The transition of a UE 104 from the ECM-ACTIVE state to
the ECM-IDLE state is shown in Section 5.3.5 of TS 23.401
v9.4.0. The LTE procedure is called the S1 Release proce-
dure. The 3GPP specification shows that the UE 104 may, or
may not, be involved in the S1 Release message interactions,
but that the MME 108 entity is always involved. FIGS. 25, 26,
27, 28, 29, and 30 show that the MME 108 entity may be
connected to the P/S Broker 1304 middleware inan APN LTE
Network, and thus may be used to facilitate the notification of
the IPBDR _z 4404 instance when a UE 104 transitions to the
ECM-IDLE state. FIG. 46 shows how the LTE S1 Release
procedure may be extended for the MME 108 clement to
enablethe IPBDR ;4404 instance that currently collects the
redirected bearer 312 data usage for the UE 104 to be
informed by the MME 108 when the UE 104 transitions to the
ECM-IDLE state. Each IPBDR,,; 4404 instance may Sub-
scribe to the Topic “IPBDR/<IMSI>" when it first starts col-
lecting usage data for a particular UE 104 IMS], i.e., when it
receives the StartDataCollection( ) message from the Wire-
less Control Process 3902 (see FIG. 45). As shown in FIG. 46,
when the MME 108 receives the UE S1 Context Release
Complete message from the eNB 102 that previously served
the UE 104, the UE 104 is no longer connected to the LTE
network via any eNB 102 element. The MME 108 may then
Publish the StopDataCollection(IMSI) message to the Topic
“IPBDR/<IMSI>,” so it is received only by the IPBDR_,
4404 instance that serves that IMSI. The IPBDR,_,; 4404
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instance may then send any remaining usage data for the UE
104 to the Central IP Billing Data Collection 4410 program,
interact with the local P/S Broker 1304 instance to have it stop
collecting usage data for the UE 104, remove the UE 104
context data from the IPBDR_,z 4404 memory, and UnSub-
scribe from the Topic “IPBDR/<IMSI>.”

The LTE procedures used to Detach a UE 104 from the LTE
network are specified in Section 5.4.8 of TS 23.401 v9.4.0.
Three situations may pertain to the current disclosure,
namely, the UE-Initiated Detach Procedure specified in Sec-
tion 5.3.8.2 of TS 23.401 v9.4.0, the MME-Initiated Detach
Procedure specified in Section 5.3.8.3 of TS 23.401 v9.4.0,
and the HSS-Initiated Detach Procedure specified in Section
5.3.8.4 of TS 23.401 v9.4.0. Several points in the procedures
may be used by the MME 108 to Publish the StopDataCol-
lection(IMSI) message to the IPBDReNB 4404 instance in
the first two situations. One is when the MME 108 receives
the LTE Delete Session Response message from the SGW
110; the other is when the S1 Release Procedure completes
with the reception by the MME 108 of the S1 UE Context
Release Complete message (see FIGS. 5.3.8.2-1 and
5.8.3.3-1 in TS 23.401 v9.4.0). If the S1 Release Procedure
occurs in these interactions, the preferred point for the MME
108 to Publish the StopDataCollection( ) message may be at
the end of that part of the Detach procedure. Otherwise, the
MME 108 may Publish the StopDataCollection( ) message
when it receives the LTE Delete Session Response message
from the SGW 110. When the Detach is an HSS-initiated
Detach Procedure, the MME 108 may Publish the StopData-
Collection( ) message preferably after the S1 Release portion
of the Detach procedure completes, but alternatively, when
the MME 108 sends the LTE Cancel Location Ack message to
the HSS 120. See FIG. 47.

Note that although FIG. 45, FIG. 46, and FIG. 47 show the
message interactions using the facilities of the P/S Broker
1304 middleware, the descriptions provided herein do not
include a complete set of Topics that may be used for these
exchanges. The previous paragraphs and the preceding sec-
tions of this disclosure has included teachings as to how the
Topics may be constructed to provide effective communica-
tions among all the participating entities, and those skilled in
the art may be able to apply these teachings to the message
exchanges in the current disclosure.

In addition to collecting and reporting the usage data that
traverses a redirected bearer 312 associated with a particular
UE 104, the IPBDR_,; 4404 programs, and likewise, the
IPBDR ,;;-4402 program, may also report billing data for the
resource usage that occurs on their processing node. In one
embodiment of this capability, these program instances may
periodically obtain data collected by the operating system for
their computing node. Typically, these programs may collect
the size of program text and .bss (i.e., RAM memory) used by
each Service Program 4408 shown in FIG. 44. The usage data
thus collected may be Published to the Central IP Billing Data
Collection program 4410 for aggregation, deposition into a
database, and for sending to the LTE Network billing system.

To obtain the number of bytes of permanent storage used
by Service Program 4408 instances, and the amount of time
used for permanent storage of Service Program 4408 data, the
IPBDR 5-4402 and the IPBDR _, ; 4404 instances may use
an interface to the local disk system that is constructed to
provide this information to these billing data collection pro-
grams. For example, the disk or permanent memory system
may be segmented, so Service Program 4408 data is stored in
one or more particular segments. The IPBDR,,- 4402
instance and the IPBDR_, 5 4404 instances may register on
their respective Optimization Server 304 and 308 processors
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to receive notifications whenever these segments are
changed. An agreement with the Service Program 4408 pro-
viders may be necessary to allow tagging of the stored data
with an ID that identifies the provider of the Service Program
4408 for which data is being stored. With this type of arrange-
ment, it may be seen that the [IPBDR . ;;;,4402 and IPBDR 5
4404 instances may collect permanent storage usage data for
particular billable entities. This usage data may include the
number of bytes stored, the start time, end time, or duration of
the storage, the node on which the data is stored, number of
accesses to a specified stored item per hour of each day, and
the total number of access to a specified stored item per day,
the average length of time spent by users in accessing this
content item, the total volume of data involved in delivering a
specific stored content item using the Back Haul 112, the total
volume of data involved in delivering a specific content item
not using the Back Haul 112, the number of control messages
used in delivering a specified content item per hour of each
day. The permanent storage usage data may then be formatted
and Published to the Central IP Billing Data Collection pro-
gram 4410 for aggregation, deposition into a database, and for
sending to the LTE Network billing system.

Efficient Reduction of Inter-Cell Interference Using Agile
Beams

A problem of note in all wireless networks is the interfer-
ence presented to users in one Cell coverage area by the
signals transmitted by an adjacent Cell. This interference is
called Inter-Cell Interference, and is especially encountered
by users who are near the boundary between two adjacent
Cells. See FIG. 48, which shows two adjacent Cells modeled
as hexagonal areas 4802, where the solid dot represents the
antenna that generates the RF signal 4808 for the Cell. The RF
signal 4808 from each Cell necessarily overlaps the coverage
area of the adjacent Cell, for otherwise, RF coverage holes
result. The areas 4804 where the RF signals overlap are the
areas in which Inter-Cell Interference occurs. Because of the
interference, the data rates offered to users located in the Cell
boundary area 4804 may be reduced, and hence the Cell
capacity and throughput, as well as the user experience, may
be impacted in a negative way. In an LTE Wireless Network,
users are assigned sub-carriers on which to transmit or receive
their data. The sub-carriers are designed in the standards to be
orthogonal, so that users assigned to one set of sub-carriers
observe no interference from the transmissions for other users
who are assigned a different set of sub-carriers. However,
near the Cell boundary, each of two adjacent Cells may assign
the same set of sub-carriers to users in its respective Cell
boundary area 4804, which is part of its Cell coverage area
712. Inthis case, each of these users may be interfered with by
the transmissions in the adjacent Cell that use the same sub-
carriers as are assigned to the given user.

Techniques for reducing or eliminating this Inter-Cell
Interference have long been sought. Current techniques for
LTE may include dividing the band of sub-carriers into sub-
sets, such that one subset of sub-carriers is assigned only to
users near a boundary of the serving Cell, while the second
subset is assigned to users located in the interior of the serving
Cell. The subsets may be arranged in each of a set of adjacent
Cells such that different subsets of sub-carriers are used at the
boundary of these Cells. While this technique mitigates the
Inter-Cell Interference problem, the technique leads to a
reduction in overall Cell throughput and to a reduced indi-
vidual user data rate, because only a subset of all the available
sub-carriers is made available for assignment to any user.

Another technique currently being explored may be to have
adjacent Cells communicate with one another in real time to
announce the set of sub-carriers that it will assign to a user
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located in the boundary 4804 of its Cell coverage area 712.
This technique may allow the use of the entire set of sub-
carriers by any user, but may result in extra communications
between base stations to coordinate their use of the available
set of sub-carriers. This technique results in not being able to
assign sub-carriers to users at the Cell boundary of one Cell,
if the sub-carriers are being assigned to users at the Cell
boundary of an adjacent Cell. Hence, Cell throughput and
individual user data rates may be impacted negatively. This
technique is referred to as Inter-Cell Interference Coordina-
tion.

The present disclosure uses neither of the above tech-
niques. Rather, it may exploit the use of Agile Beam Forming
discussed earlier in this disclosure. In a given one millisecond
interval, a Cell with Agile Beam Forming generates a set of
RF beams 902 (e.g., four beams) that covers a subset of the
total Cell coverage area 712. A different set of (four) RF
beams 902 is generated in each of four one millisecond inter-
vals in an LTE FDD system, such that the sixteen RF beams
902 so generated span the entire Cell coverage area 712. Inthe
fifth millisecond, the first set of RF beams 902 is generated
again, followed by the second set of RF beams 902 in the sixth
millisecond, etc., and the rotation of the Agile Beams may
continue to sweep over the Cell coverage area with a period-
icity of four milliseconds. An example of a set of sixteen Agile
Beams 902 covering the area 712 of an FDD LTE Cell is
shown in FIG. 9.

Using the hexagonal model for a Cell coverage area 712,
FIG. 49 shows an example arrangement of sixteen RF beam
areas 902 that collectively span the Cell coverage area 712.
FIG. 49 shows the set of sixteen RF beam 902 areas grouped
into four sets of four RF beam areas 902 that are used to span
the Cell coverage area 712, where the sub-areas belonging to
the same set are shaded in the same way. All sub-areas with
the same shading are covered by RF beams generated in the
same one millisecond interval. It may be noted in FIG. 49 that
the RF beams 902 cannot be contained to the sub-areas
shown, but spill over to some degree into adjacent sub-areas,
and likewise spill over at the Cell boundary to the sub-areas of
adjacent Cells. By using a large set of antennas to generate the
Agile Beams, the spill-over into adjacent sub-areas may be
minimized, because the RF beams 902 may be better focused,
and the RF signal level of a particular beam 902 may be
attenuated rapidly outside the sub-area of its intended cover-
age. Note in FIG. 49 that the sub-areas 902 that are generated
in any single one millisecond interval are, in general, sepa-
rated by one or more sub-areas 902 in the same Cell. Hence,
in any one millisecond interval, the use of Agile Beam form-
ing allows the same sub-carriers to be assigned to users in the
same Cell (to up to four users), but who are located in difterent
sub-areas 902. The Cell capacity and throughput, as well as
the maximum data rate that may be assigned to any user, may
be greatly increased compared with a Cell that does not use
Agile Beam forming.

It may therefore be noted that if the RF beam 902 rotations
in adjacent Cells can be arranged such that the RF beams 902
covering adjacent sub-areas in adjacent Cells are not gener-
ated in the same one millisecond interval, the Inter-Cell Inter-
ference problem may be solved without resorting to addi-
tional communications, and without resorting to limiting the
set of sub-carriers that may be assigned to users.
Establishing Non-Adjacent RF Beam Patterns in the Cells of
the Same LTE Base Station

This disclosure presents the case where the same sets of
four RF beam sub-areas 902 are generated in each Cell,
although not necessarily at the same time in each Cell. It
should be noted that if the sixteen RF beams 902 are arranged
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in a pattern in which only one, two, or three RF beams 902
cover any boundary 4804 of the Cell, then it may be possible
to arrange the beam rotations in adjacent Cells such that no
two adjacent RF beam 902 sub-areas are generated in the
same one millisecond interval. However, if the pattern of the
RF beam sub-areas results in there being four or more RF
beam 902 sub-areas at any Cell boundary 4804, it may not be
possible to choose a beam rotation in each Cell without caus-
ing two or more adjacent sub-areas to be generated in the
same one millisecond interval.

FIG. 50 shows the case for a base station that supports three
Cells. The antennas of the base station system are located at
the solid black dot in FIG. 50, and the three Cells are labeled
al, p1, and y1. The RF beam area 902 sub-areas are labeled
1 through 16. The same sets of four RF beam areas 902 are
used in each Cell, and for the RF beam 902 geometry shown
in FIG. 50, the same RF beam 902 rotation pattern may be
used in each Cell. Hence, in the first one millisecond interval,
each of the three Cells generates RF beams 902 that cover
sub-areas 4, 6, 11, 13 in its respective Cell coverage area 712.
These sub-areas are all shaded with vertical lines in FIG. 50.
Note that at the boundary between any two Cells, the adjacent
sub-area in the adjacent Cell is not being generated in this
time interval, and hence, there is no Inter-Cell interference in
this first millisecond of operation.

In the second millisecond of operation, FIG. 50 shows that
each Cell generates RF beam areas 902 that cover sub-areas 2,
8, 10, and 16 in its respective Cell coverage area 712, which
are shaded with a dotted pattern. Again, it may be seen that at
the boundary between any two Cells, the adjacent sub-areas
in the adjacent Cell are not being generated in this time
interval. Hence, there is no Inter-Cell Interference in the
second millisecond of operation.

In the third millisecond of operation, FIG. 50 shows that
each Cell generates RF beam areas 902 that cover sub-areas 1,
7, 9, 15 in its respective Cell coverage area 712, which are
shaded with a fine hashed pattern. Again, it may be seen that
atthe boundary between any two Cells, the adjacent sub-areas
in the adjacent Cell are not being generated in this time
interval. Hence, there is no Inter-Cell Interference in the third
millisecond of operation.

In the fourth millisecond of operation, FIG. 50 shows that
each Cell generates RF beam areas 902 that cover sub-areas 3,
5,12, 14 in its respective Cell coverage area 712, which are
shaded with a slanted brick pattern. Again, it may be seen that
atthe boundary between any two Cells, the adjacent sub-areas
in the adjacent Cell are not being generated. Hence, there is no
Inter-Cell Interference in the fourth millisecond of operation.

The first set of RF beam 902 areas, 4, 6, 11, 13, are gener-
ated again in the fifth millisecond of operation, so the pattern
of RF beam 902 generation repeats again. Thus, it may be
seen that the RF beam rotation pattern selected for each Cell
in FIG. 50 results in no Inter-Cell Interference. No inter-Cell
communications or coordination is required, and no restric-
tions are placed on the LTE sub-carriers that may be assigned
to users in any of the RF beam 902 areas in any given milli-
second of operation. The selection of RF beam 902 sub-areas
grouped into sets of four is not unique, and the rotation pattern
shown in FIG. 50 is not unique. It may be apparent to those
skilled in the art that other selections of the RF beam 902
sub-areas, and other choices for the RF beam rotation pattern
may be selected with the same result of no Inter-Cell Inter-
ference.

Establishing Non-Adjacent RF Beam Patterns in the Adjacent
Cells of Different LTE Base Stations

FIG. 51 expands the result shown in FIG. 50 by adding the

adjacent Cells of neighbor LTE base stations 2, 3, and 4. For
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the sake of easier understanding of the results, FIG. 51 shows
only the adjacencies to the Cell al. In this hexagonal repre-
sentation of a Cell, each Cell has six sides and hence, each
Cell has six adjacent Cells. Two of the adjacent Cells, $1 and
v1, are in the same base station system as is a1, and the results
of their RF beam rotation patterns is already shown in FIG.
50. The other Cells that are adjacent to Cell 1 are 2 and y2
in base station system 2, Cell 3 in base station system 3, and
Cell y4 in base station system 4, as shown in FIG. 51. The
boundaries of Cell 81 are shown in highlight to make it easier
to see that there are no adjacent sub-areas being generated at
the same time in any two adjacent Cells, i.e., at any boundary
4804 of Cell a1, whenever an RF sub-area is being generated
in that Cell, the adjacent sub-area in the adjacent Cell is not
being generated (has a different shading).

FIG. 51 lists the RF beam rotation pattern followed in each
of'the Cells §2 and vy2, and 33 and y4 that are adjacent to Cell
al, but not in the same base station system. Table 9 shows the
beam rotation patterns chosen for these Cells adjacent to Cell
al, and located in a different base station system from Cell
al. It should also be noted in FIG. 51 that the adjacent
sub-areas at the boundary between Cells y2 and 2 and at the
boundary between Cells y2 and 3 likewise have different
shading patterns, thereby indicating that no Inter-Cell Inter-
ference occurs between these Cells. The same conclusion is
reached for the boundary between Cells 2 and y4 and for the
boundary between Cells 3 and y1. See FIG. 51.

TABLE 9

Example of Beam Rotation Patterns for Cells Adjacent to
a Given Cell, but in a Different Base Station System

Base Station System Cell Rotation Pattern
1 al msec 1:4,6,11, 13
msec 2: 2, 8,10, 16
msec 3:1,7,9,15
msec 4:3,5,12, 14
2 B2 msec 1:4,6,11,13
msec 2: 2, 8,10, 16
msec 3:3,5,12, 14
msec4:1,7,9,15
y2 msec 1:4,6,11, 13
msec 2:3,5,12, 14
msec 3: 2, 8,10, 16
msec4:1,7,9,15
3 B3 msec 1:4,6,11,13
msec 2:1,7,9,15
msec 3:3,5,12, 14
msec 4: 2, 8,10, 16
4 4 msec 1:4,6,11, 13
msec 2:3,5,12, 14
msec 3:1,7,9,15
msec 4: 2, 8,10, 16

The example of FIG. 51 may be continued to show that
when the remaining Cells of base station systems 2, 3, and 4
are added, RF beam 902 rotation patterns may be selected, so
there is again no Inter-Cell Interference generated at any
boundary of any Cell. This process of selecting the RF beam
902 rotation pattern may be extended to every base station
system, and to every Cell, in the LTE Wireless Network. FIG.
52 shows the result when Cell o2 is added for base station
system 2, when Cells a3 and y3 are added for base station
system 3, and when Cells a4 and $4 are added for base station
system 4. The RF beam 902 rotation pattern is shown for each
of'these Cells in FI1G. 52, and the boundary between each pair
of'adjacent Cells is highlighted to make it easier to see that no
like-shaded sub-areas are adjacent to each other across any
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inter-Cell boundary. Thus, Inter-Cell Interference may be
avoided when Agile Beams are used in the LTE wireless
system, as disclosed herein.

Arranging for Time Synchronization in Each Cell for RF
Beam Generation

FIG. 50, FIG. 51, and FIG. 52 show how Inter-Cell Inter-
ference may be avoided in wireless systems employing Agile
Beam Forming for systems of three Cells in one base station
system and in a multiplicity of base station systems. In each
case, the base station systems must maintain the same notion
of a start time, so each Cell is able to determine which sub-set
of RF beam areas 902 must be generated in any given milli-
second interval. The time synchronization across all the Cells
must therefore be precise to a tolerance much less than one
millisecond. The RF beam 902 patterns repeat in each Cell
every four milliseconds, and hence a given set of four RF
beams 902 occurs in the same sub-frame of an LTE frame
every twenty milliseconds (i.e., in every other LTE frame). If
each Cell is able to determine when the first millisecond of an
odd-numbered (or even-numbered) LTE frame occurs, all the
Cells may generate the correct subset of RF beam 902 pat-
terns in every one millisecond interval.

There may be at least two approaches to generate the
desired result, where no new invention is required for this
purpose. The first approach may be if all the base station
systems in the wireless network operate using GPS for tim-
ing. In this case, each base station system may have the same
notion of the current time to a precision better than 20 nano-
seconds. Each Cell may therefore be synchronized, for
example, to start an odd-numbered LTE frame coincident
with a 1-second mark of the GPS timing system. (Each LTE
frame is 10 milliseconds in duration.) If GPS is not available
to any, or to all, the base station systems in the LTE network,
then the Precision Time Protocol (PTP) specified in the IEEE
1588 standard may be used. A master clock that is part of an
IEEE 1588 timing system may be synchronized to GPS time,
for example, and precise timing information may be distrib-
uted to each base station system in the LTE network, synchro-
nized to the master clock. Here, as in the use of GPS timing,
each Cell may then, for example, synchronize its odd-num-
bered LTE frame with a 1-second mark of the IEEE 1588
system. The precision obtained may be much better than one
millisecond, and hence, may be used for the purpose of syn-
chronizing the LTE Cells in their generation of the RF beam
902 patterns.

Baseband Data Transmission and Reception in an LTE Wire-
less Base Station Employing Periodically Scanning RF Beam
Forming

Beam forming techniques have been used for many years
in the areas of audio signal processing, sonar signal process-
ing, and radio frequency signal processing to improve the
operation of the system. In many cases, these systems locate
a transmitting or receiving point, and then focus the system
antennas to create a beam for that point. The systems dis-
closed herein operate in a different manner, and take advan-
tage of the fact that in LTE Wireless Systems, user devices are
scheduled either to receive a down link transmission, or to
generate an uplink transmission. The disclosed systems do
not focus an antenna beam on a particular user, but rather
generate m sets of N RF beam patterns 902, where a given set
of N RF beams 902 covers a fixed set of N sub-areas of the
total Cell coverage area. The systems perform best when the
sub-areas are non-adjacent. The maximum number of sets of
N RF beam patterns 902 may be restricted in an LTE FDD
system to be 4, as disclosed herein, while the maximum
number of sets of N RF beam patterns 902 may be restricted
inan LTE TDD system to be either 1, 2, or 3, depending on the
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U/D configuration 1002 of the TDD system, as disclosed
herein. The total number, m times N, of RF beams 902 may be
designed to overlap the total Cell coverage area 712. In an
LTE FDD system, each of the m sets of RF beam patterns 902
may be generated in a one-millisecond sub-frame of an LTE
frame, where the m sets may fill every four consecutive sub-
frames in an LTE FDD system in the same sequence, and thus
have a periodicity of 4 sub-frames, as disclosed herein. In an
LTE TDD system, each of the m sets of RF beam patterns may
be generated in a one-millisecond sub-frame of an LTE frame,
wherein the m sets may be distributed across the 10 sub-
frames of each LTE frame in a restricted manner that depends
on the TDD U/D configuration 1002, as disclosed herein. In
either the LTE FDD system, or in the LTE TDD system, the
RF beams may be seen to rotate over the Cell coverage area
712 in a periodic manner. These types of beam forming sys-
tems are referred to as Periodically Scanning RF Beam Form-
ing Systems, or Periodic Beam Forming Systems, or Periodic
Agile Beam Forming Systems.

The present disclosure teaches information related to the
systems and methods that may be used by the wireless base
station digital baseband subsystem 5302 to construct and
process the data that passes via an interface between the RF
and antenna subsystem 5304 and the baseband processing
subsystem 5302 of an LTE wireless RF base station that
employs Periodically Scanning RF Beam Forming. Hence,
the present disclosure does not deal with the system and
methods used in the RF and antenna subsystem 5304 to gen-
erate the RF beam signals that are transmitted or received by
the wireless RF base station. The present disclosure teaches
that enabling the RF and antenna subsystem 5304 to form N
concurrent focused RF beams 902 requires the RF and
antenna subsystem 5304 to work with N+1 separate data
streams 5308 in the transmit direction and N+1 separate data
streams 5310 in the receive direction. For each transmit or
receive direction of transmission, each one of N of the data
streams corresponds to a different one of the N focused RF
beams 902, and one additional data stream corresponds to an
additional RF signal whose energy covers the entire area of
the Cell, the Cell-Wide transmit data stream, or the Cell-Wide
receive data stream. The teachings disclosed herein pertain to
the placement of different types of information into each of
these data streams for transmission and pertains to the extrac-
tion of different types of information from the received data
streams. Hence, these teachings describe the operation of the
baseband subsystem 5302 of the wireless RF base station that
employs Periodically Scanning RF Beam Forming.

FIG. 53 shows a depiction of interfacing the RF and
antenna subsystem 5304 to the wireless RF base station digi-
tal baseband processing subsystem 5302 for the case where
N=4. FIG. 53 therefore shows five digital transmit data
streams 5308 between the two subsystems, denoted by Cell-
Wide’, B1%, B2/, B3, B4". These streams may be carried on
separate physical interfaces, or may be multiplexed onto a
single physical interface between the two subsystems. FIG.
53 also shows five digital receive data streams 5310 between
the two subsystems, denoted by Cell-Wide”, B1", B2", B3,
B4". These streams may be carried on separate physical inter-
faces, or may be multiplexed onto a single physical interface
between the two subsystems.

In every 1 millisecond LTE sub-frame interval in an FDD
system, or in each D sub-frame interval in a TDD system, the
MAC (Medium Access Control) layer software 5312 must
generate information for five transmit data streams 5308. One
information set corresponds to “Cell-Wide’,” where this is the
stream whose data is intended to be transmitted across the
entire Cell coverage area during the upcoming 1 millisecond
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sub-frame interval. Each of the four other information sets
corresponds to one of the four transmit beam data streams
labeled “B17,” “B27,” “B3’,” and“B4’” Each transmit beam
data stream is intended to be transmitted via a separate RF
beam that “illuminates™ a specific fixed Cell sub-area in the
upcoming 1 millisecond interval. The PHY (Physical) layer
software 5314 processing may be applied to convert each
transmit information set received from the MAC layer soft-
ware 5312 into a digital representation of the modulated
sub-carriers of the composite signal that needs to be transmit-
ted over the LTE air interface. Hence, the LTE Physical
Resource Block (PRB) assignment to the information in each
data stream 5308 may be applied by the PHY layer software
5314.

The digital samples for each generated transmit data
stream 5308 are conveyed to the RF and antenna subsystem
5304, which contains the array of antenna elements used to
generate the RF beam signals 902 as well as the Cell-Wide RF
signal. Each of the five digital data streams 5308 is further
processed to generate the Cell-Wide RF transmit signal, plus
the four RF transmit beam signals 902, which are transmitted
over the air interface.

The receive process is analogous to the transmit process for
beam forming. In each 1 millisecond interval in an FDD
system, or in each U sub-frame in a TDD system, the array of
antenna elements in the RF and antenna subsystem 5304, plus
additional processing components, generates five digital
receive signals 5310, one corresponding to each RF receive
beam generated in the interval, plus one corresponding to a
Cell-Wide RF receive signal. These signals are denoted in
FIG. 53 by Cell-Wide”, B1", B2", B3", B4", and are sent over
the interface to the wireless base station digital baseband
subsystem 5302.

LTE is an OFDMA (Orthogonal Frequency Division Mul-
tiple Access) system. Orthogonal Frequency Division Mul-
tiple Access is the scheme of multiplexing multiple users onto
an OFDM (Orthogonal Frequency Division Multiplexing) air
interface. A number of sub-carrier frequencies comprise the
entire LTE bandwidth for a particular system, where the car-
rier spacing is chosen so the sub-carriers are orthogonal to one
another in the sense specified in TS 36.211 a40. The spacing
between sub-carriers is typically 15 kHz. The multiple access
of users is achieved by allocating a subset of the total set of
sub-carriers to different users at different times. Thus, the
sub-carrier resources are assigned to users in a time-shared
fashion and in a frequency-shared fashion. LTE signals are
allocated to users in units of 12 adjacent sub-carriers (180
kHz), called a Physical Resource Block (PRB). The alloca-
tion is for a time interval of 0.5 milliseconds, and usually
contains 7 symbols whose modulation can be either QPSK,
16QAM, or 64QAM in the current versions of the standards.
The OFDMA symbol period is 66.7 microseconds.

The PRBs and the time domain are viewed as a set of
resources, with PRBs being available for assignment to UEs
in a given slot of time. The time domain is broken into a series
of Frames, each 10 milliseconds long. Each frame consists of
10 sub-frames of 1 millisecond each, and each sub-frame
consists of two slots of 0.5 milliseconds each. In every 0.5
millisecond slot, 7 (typically) symbol time intervals occur. In
each symbol time interval (66.7 ps), the symbol can modulate
an assigned sub-carrier. The combination of symbol time and
sub-carrier is referred to as a Resource Element. There are 84
(12 times 7) Resource Elements per PRB in each slot, and 168
Resource Elements per PRB in each sub-frame. The view of
the Resource Elements (sub-carrier frequency and symbol
time axes) is referred to as a Resource Grid.
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Some of the Resource Elements are assigned to Reference
Signals, which are transmitted with a predetermined ampli-
tude and phase. These signals are sent by the wireless base
station PHY layer software and by the UE PHY layer soft-
ware, and allow the receiving end to perform coherent
demodulation of the radio channel, or to determine the radio
channel conditions. Other Resource Elements are assigned to
a set of channels used to convey control and other informa-
tion. The remaining (majority of) Resource Elements are
available for assignment to UEs for downlink user data trans-
missions and for uplink user data transmissions.

Table 101ists the set of Reference Signals used in down link
transmissions, and describes the function of each signal.
Table 11 lists the set of physical layer data channels used in
down link transmissions, and describes the function of each
data channel. Table 12 lists the set of Reference Signals used
in uplink transmissions and also describes their functions.
Table 13 lists the set of uplink physical layer data channels
and describes their functions. These tables may be used to
determine the placement of each Reference Signal and each
data channel into the data streams used in the Periodically
Scanning RF Beam Forming System.

TABLE 10

Summary of Down Link Reference Signals

Reference
Down Link Signal
Reference Signal Sub-Type Function

Used in Cell search and
initial synchronization;

PSS—Primary
Synchronization
Signal conveys part of the Cell
ID and synchronization
to the system 5
millisecond timing
Identifies frame (10

millisecond) timing, and

SSS—Secondary
Synchronization
Signal conveys the rest of the

Cell ID

Used for down link channel

RS—Reference Cell-Specific RS

Signal (Pilot) UE-Specific RS estimation and coherent
Channel State demodulation of down
Information link data
(CSD RS
MBSFN RS
Positioning RS
TABLE 11

Summary of Down Link Physical Layer Data Channels

Down Link Channel Function

Physical Downlink Broadcast
Channel (PBCH)

Conveys cell-specific information

(e.g., number of transmit antennas,
system bandwidth)

Conveys number of OFDM symbols used
for PDCCH in a sub-frame

Conveys H-ARQ feedback to the UE for
UE transmissions

Conveys UL and DL scheduling
information and other information
Conveys user data, Paging Messages,
and some system block information
(SBI) of the Broadcast Channel

Physical Control Format
Indicator Channel (PCFICH)
Physical Hybrid ARQ
Indicator Channel (PHICH)
Physical Downlink Control
Channel (PDCCH)

Physical Downlink Shared
Channel (PDSCH)
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TABLE 12

Summary of Uplink Reference Signals

Uplink Reference Signal Function

Demodulation Reference
Signal for the Shared
Channel (PUSCH-DMRS)
Demodulation Reference
Signal for the Control
Channel (PUCCH-DMRS)
Sounding Reference
Signal (SRS)

Used for uplink shared channel
coherent demodulation (per-UE)

Used for uplink conrtrol channel
coherent demodulation (per-UE)

used for uplink channel estimation
when no PUSCH or PUCCH is scheduled

TABLE 13

Summary of Uplink Physical Layer Data Channels

Uplink Channel Function

Physical Random Access
Channel (PRACH)

Used to request signaling establishment
with the wireless RF base station

Physical Uplink Control Carries ACK/NAK for downlink packets,
Channel (PUCCH) CQI information, and scheduling requests
Physical Uplink Shared Carries User data

Channel (PUSCH)

Based on the functions of each Reference Signal and on
each data channel, a decision may be made as to which digital
data stream to use on the interface between the baseband
subsystem and the RF and antenna subsystem when sending
or receiving each Reference Signal, and when sending or
receiving information for each data channel. The decision
may be to use the digital data stream corresponding to the
Cell-Wide RF signal or to use the digital data stream corre-
sponding to the specific RF beam signal that covers the cur-
rent user location. The resulting determinations may be
reflected in Table 14 for down link Reference Signals, in
Table 15 for down link physical layer data channels, in Table

16 for uplink Reference Signals, and in Table 17 for uplink *

physical layer data channels.

TABLE 14

Mapping Down Link Reference Signals to Transmit Data Streams

Reference Cell-Wide Transmit Per-Beam Transmit
Signal Data Stream Data Stream
Primary Must be seen by all UEs at all

Synchroniza-  times and at all locations.

tion Signal

Secondary Must be seen by all UEs at all

Synchroniza-  times and at all locations.

tion Signal

UE-specific When the UE location is When the UE location
Reference unknown, this signal may be  is known, this signal
Signal sent with the downlink may be sent with the

PDSCH transmission of the
user data to allow coherent
demodulation at the UE.

downlink PDSCH trans-
mission of user plane
data to allow coherent
demodulation at the UE.

Cell-specific These signals must be seen by

Reference all UEs at all times and at
Signal all locations.

MBSFN If these signals are used, they
Reference must be seen by all UEs at all
Signal times and at all locations.
Positioning If these signals are used, they
Reference must be seen by all UEs at all

Signal times and at all locations.
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TABLE 14-continued

Mapping Down Link Reference Signals to Transmit Data Streams

Reference Cell-Wide Transmit Per-Beam Transmit
Signal Data Stream Data Stream
CSI This signal may be sent
Reference in the beam signal for
Signal which a UE measurement
is desired.
TABLE 15
Mapping Down Link Physical Layer Data
Channels to Transmit Data Streams
Down Link
Physical
Layer Data  Cell-Wide Transmit Per-Beam Transmit
Channel Data Stream Data Stream
PBCH The system timing information,
Cell ID, and MIB information
must be received by any UE
in any location at any time.
The UE must receive this
information before the UE
accesses the Cell.
PDCCH PDCCH Control information is
sent to UEs during the Random
Access procedure, before the UE
location is known.
PHICH H-ARQ ACK/NAK must be sent
to any UE in any location at any
time.
PMCH Multicast data must be received
by any UE in any location at any
time.
PDSCH Data for the logical Multicast
Channel needs to be transmitted
cell-wide, so it can be received
by a UE in any location.
PDSCH User plane data is sent to the User plane data is
UE via the Cell-Wide data scheduled for
stream when the UE location downlink transmission
is not known, e.g., when the in the RF beam that
RA Contention Resolution covers the UE location,
message is sent. if the UE location is
known. This data may
include data sent from
applications being used
by the user, and data
sent to the UE via
the Logical Dedicated
Control Channel.
PDSCH The Logical Common Control
Channel information from
higher layer protocols in the
wireless RF base station is sent
via the PDSCH, and needs to be
received by the UE before the
UE location is known.
PDSCH The Broadcast Channel SIBs
sent via the PDSCH must be
received by UEs before they
access the system, and before
the UE location is known.
PDSCH Paging messages must be

transmitted cell-wide to reach a
UE in any location at any time.
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TABLE 16

Mapping Uplink Reference Signals to Receive Data Streams

Uplink
Reference Cell-Wide Receive Per-Beam Receive
Signal Data Stream Data Stream
PUSCH-DMRS Received in Cell-Wide RF Received in an RF
signal along with the beam along with the
corresponding UE PUSCH  corresponding UE
transmission, when the PUSCH transmission,
UE location is unknown. when the UE
location is known.
PUCCH-DMRS Received in the Cell-Wide
receive signal along with
the UE PUCCH data.
Sounding Received in an RF
Reference beam signal to allow
Signal determination of
the uplink channel
characteristics for
the beam-based
reception of user
plane data by the
wireless base station.
TABLE 17
Mapping Uplink Physical Layer Data
Channels to Receive Data Streams
Uplink
Physical Layer Cell-Wide Receive Per-Beam Receive
Data Channel  Data Stream Data Stream
PRACH Data is sent on the PRACH
before the UE location is known.
PUCCH Received in the Cell-Wide
receive stream to allow requests
and measurements to be
reported at any time, and to
avoid re-assigning this channel
whenever the UE moves to a
new RF beam location.
PUSCH User plane data is received via User plane data is
the Cell-Wide receive stream if received via a
the UE location is unknown. receive beam signal,
ifthe UE
location is known.
This data includes
data sent on the
Logical Dedicated
Control Channel of
the UE.
PUSCH Logical Common Control

Channel signaling is sent to the
UE before the UE location is
known, and hence, must be
received in the Cell-Wide receive
signal.

It may be seen from Table 14 and Table 15 that the Refer-
ence Signals and physical layer data channel information
transmitted to the UE using the transmit RF beam data stream
corresponding to the RF beam signal that covers the UE
location may be limited to the UE-specific Reference Signal
used to allow demodulation of user data sent via an RF beam
signal, the CSI Reference Signals sent down link to allow the
UE to report the down link channel conditions, and the UE
data sent via the PDSCH when the UE location is known. All
other down link Reference Signals and physical layer data
channel information may be sent via the Cell-Wide transmit
data stream. The UE data may be sent to the RF and antenna
subsystem via the Cell-Wide transmit data stream when the
UE location is unknown or when the data is also sent via a
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transmit RF beam data stream. In the latter case, Transmis-
sion Mode 2 (transmit diversity) may be used. When the UE
data is sent only in a transmit RF data stream, Transmission
Mode 7 may be used (i.e., logical antenna port 5, the beam
forming port, is implied).

It may be seen from Table 16 and Table 17 that the Refer-
ence Signals and physical layer data channel information
received from the UE using the RF beam that covers the UE
location are limited to the PUSCH-DMRS that may be trans-
mitted with the UE data and may be received via an RF beam
signal when the UE location is known, the SRS signal trans-
mitted by a UE when the wireless base station determines the
uplink channel conditions and the UE location is known, and
the UE data sent via the PUSCH when the UE location is
known. All other uplink Reference Signals and physical layer
data channel information may be received via the Cell-Wide
receive data stream.

The teachings presented in this disclosure may therefore be
used to constrain and guide the behavior of the MAC layer
software 5312 and the PHY layer software 5314 in their
operation in an LTE wireless base station employing a Peri-
odically Scanning RF Beam Forming system. In each Trans-
mission Time Interval (TTI, i.e., one millisecond interval of
an LTE Frame) in an FDD system, or in each D sub-frame of
a'TDD system, the MAC layer software may interact with the
PHY layer software to present a set of transport blocks for the
data that is to be transmitted during the TTI, where for each
transport block, the MAC layer software may also indicate the
transmit beam data stream(s) that are to be used to transmit
the data block. For each common channel, the PHY layer
software may be pre-provisioned by the MAC layer software
with the mapping to a transmit beam data stream. Also, the
PHY layer software may be pre-provisioned, or instructed in
each TTI by the MAC layer, to include the Reference Signals
appropriate to the set of transport blocks in the transmit data
streams presented to the PHY layer.

Likewise, in each TTI (i.e., one millisecond interval of an
LTE Frame) in an FDD system, or in each U sub-frame in a
TDD system, the MAC layer software may interact with the
PHY layer software to indicate the set of Resource Elements
or PRBs to use to detect data for a particular common or
control channel, Reference Signal, or uplink shared channel,
and may also indicate the receive beam data stream(s) to use
to perform the detection processing. The MAC layer software
may re-provision the PHY layer software for some of these
items, e.g., for the PRACH channel. It may be important for
the PHY layer software to indicate to the MAC layer software
the receive data stream which was used to detect each item of
detected data presented to the MAC layer by the PHY layer.

Other teachings in this disclosure address the issue of
locating and tracking UEs within the sub-areas covered by the
RF beams generated in a Periodically Scanning RF Beam
Forming system. To better enable the wireless base station
MAC layer software to determine which UEs are allowed to
be scheduled for data transmission uplink and down link, the
MAC layer may keep a list for each of the RF beams gener-
ated by the system, where each list contains the set of UEs
known to be in the sub-area corresponding to the RF beam
represented by the list.

While only a few embodiments of the present disclosure
have been shown and described, it will be obvious to those
skilled in the art that many changes and modifications may be
made thereunto without departing from the spirit and scope of
the present disclosure as described in the following claims.
All patent applications and patents, both foreign and domes-
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tic, and all other publications referenced herein are incorpo-
rated herein in their entireties to the full extent permitted by
law.

The methods and systems described herein may be
deployed in part or in whole through a machine that executes
computer software, program codes, and/or instructions on a
processor. The present disclosure may be implemented as a
method on the machine, as a system or apparatus as part of or
in relation to the machine, or as a computer program product
embodied in a computer readable medium executing on one
or more of the machines. The processor may be part of a
server, client, network infrastructure, mobile computing plat-
form, stationary computing platform, or other computing
platform. A processor may be any kind of computational or
processing device capable of executing program instructions,
codes, binary instructions and the like. The processor may be
or include a signal processor, digital processor, embedded
processor, microprocessor or any variant such as a co-proces-
sor (math co-processor, graphic co-processor, communica-
tion co-processor and the like) and the like that may directly
or indirectly facilitate execution of program code or program
instructions stored thereon. In addition, the processor may
enable execution of multiple programs, threads, and codes.
The threads may be executed simultaneously to enhance the
performance of the processor and to facilitate simultaneous
operations of the application. By way of implementation,
methods, program codes, program instructions and the like
described herein may be implemented in one or more thread.
The thread may spawn other threads that may have assigned
priorities associated with them; the processor may execute
these threads based on priority or any other order based on
instructions provided in the program code. The processor
may include memory that stores methods, codes, instructions
and programs as described herein and elsewhere. The proces-
sor may access a storage medium through an interface that
may store methods, codes, and instructions as described
herein and elsewhere. The storage medium associated with
the processor for storing methods, programs, codes, program
instructions or other type of instructions capable of being
executed by the computing or processing device may include
but may not be limited to one or more of a CD-ROM, DVD,
memory, hard disk, flash drive, RAM, ROM, cache and the
like.

A processor may include one or more cores that may
enhance speed and performance of a multiprocessor. In
embodiments, the process may be a dual core processor, quad
core processors, other chip-level multiprocessor and the like
that combine two or more independent cores (called a die).

The methods and systems described herein may be
deployed in part or in whole through a machine that executes
computer software on a server, client, firewall, gateway, hub,
router, or other such computer and/or networking hardware.
The software program may be associated with a server that
may include a file server, print server, domain server, interne
server, intranet server and other variants such as secondary
server, host server, distributed server and the like. The server
may include one or more of memories, processors, computer
readable media, storage media, ports (physical and virtual),
communication devices, and interfaces capable of accessing
other servers, clients, machines, and devices through a wired
or a wireless medium, and the like. The methods, programs,
or codes as described herein and elsewhere may be executed
by the server. In addition, other devices required for execution
of'methods as described in this application may be considered
as a part of the infrastructure associated with the server.

The server may provide an interface to other devices
including, without limitation, clients, other servers, printers,
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database servers, print servers, file servers, communication
servers, distributed servers and the like. Additionally, this
coupling and/or connection may facilitate remote execution
of'program across the network. The networking of some or all
of these devices may facilitate parallel processing of a pro-
gram or method at one or more location without deviating
from the scope of the disclosure. In addition, any of the
devices attached to the server through an interface may
include at least one storage medium capable of storing meth-
ods, programs, code and/or instructions. A central repository
may provide program instructions to be executed on different
devices. In this implementation, the remote repository may
act as a storage medium for program code, instructions, and
programs.

The software program may be associated with a client that
may include a file client, print client, domain client, internet
client, intranet client and other variants such as secondary
client, host client, distributed client and the like. The client
may include one or more of memories, processors, computer
readable media, storage media, ports (physical and virtual),
communication devices, and interfaces capable of accessing
other clients, servers, machines, and devices through a wired
or a wireless medium, and the like. The methods, programs,
or codes as described herein and elsewhere may be executed
by the client. In addition, other devices required for execution
of'methods as described in this application may be considered
as a part of the infrastructure associated with the client.

The client may provide an interface to other devices includ-
ing, without limitation, servers, other clients, printers, data-
base servers, print servers, file servers, communication serv-
ers, distributed servers and the like. Additionally, this
coupling and/or connection may facilitate remote execution
of'program across the network. The networking of some or all
of these devices may facilitate parallel processing of a pro-
gram or method at one or more location without deviating
from the scope of the disclosure. In addition, any of the
devices attached to the client through an interface may
include at least one storage medium capable of storing meth-
ods, programs, applications, code and/or instructions. A cen-
tral repository may provide program instructions to be
executed on different devices. In this implementation, the
remote repository may act as a storage medium for program
code, instructions, and programs.

The methods and systems described herein may be
deployed in part or in whole through network infrastructures.
The network infrastructure may include elements such as
computing devices, servers, routers, hubs, firewalls, clients,
personal computers, communication devices, routing devices
and other active and passive devices, modules and/or compo-
nents as known in the art. The computing and/or non-com-
puting device(s) associated with the network infrastructure
may include, apart from other components, a storage medium
such as flash memory, buffer, stack, RAM, ROM and the like.
The processes, methods, program codes, instructions
described herein and elsewhere may be executed by one or
more of the network infrastructural elements.

The methods, program codes, and instructions described
herein and elsewhere may be implemented on a cellular net-
work having multiple cells. The cellular network may either
be frequency division multiple access (FDMA) network or
code division multiple access (CDMA) network. The cellular
network may include mobile devices, cell sites, base stations,
repeaters, antennas, towers, and the like. The cell network
may be a GSM, GPRS, 3G, EVDO, mesh, or other networks
types.

The methods, programs codes, and instructions described
herein and elsewhere may be implemented on or through
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mobile devices. The mobile devices may include navigation
devices, cell phones, mobile phones, mobile personal digital
assistants, laptops, palmtops, netbooks, pagers, electronic
books readers, music players and the like. These devices may
include, apart from other components, a storage medium such
as a flash memory, buffer, RAM, ROM and one or more
computing devices. The computing devices associated with
mobile devices may be enabled to execute program codes,
methods, and instructions stored thereon. Alternatively, the
mobile devices may be configured to execute instructions in
collaboration with other devices. The mobile devices may
communicate with base stations interfaced with servers and
configured to execute program codes. The mobile devices
may communicate on a peer-to-peer network, mesh network,
or other communications network. The program code may be
stored on the storage medium associated with the server and
executed by a computing device embedded within the server.
The base station may include a computing device and a stor-
age medium. The storage device may store program codes
and instructions executed by the computing devices associ-
ated with the base station.

The computer software, program codes, and/or instruc-
tions may be stored and/or accessed on machine readable
media that may include: computer components, devices, and
recording media that retain digital data used for computing
for some interval of time; semiconductor storage known as
random access memory (RAM); mass storage typically for
more permanent storage, such as optical discs, forms of mag-
netic storage like hard disks, tapes, drums, cards and other
types; processor registers, cache memory, volatile memory,
non-volatile memory; optical storage such as CD, DVD;
removable media such as flash memory (e.g. USB sticks or
keys), floppy disks, magnetic tape, paper tape, punch cards,
standalone RAM disks, Zip drives, removable mass storage,
off-line, and the like; other computer memory such as
dynamic memory, static memory, read/write storage, mutable
storage, read only, random access, sequential access, location
addressable, file addressable, content addressable, network
attached storage, storage area network, bar codes, magnetic
ink, and the like.

The methods and systems described herein may transform
physical and/or or intangible items from one state to another.
The methods and systems described herein may also trans-
form data representing physical and/or intangible items from
one state to another.

The elements described and depicted herein, including in
flow charts and block diagrams throughout the figures, imply
logical boundaries between the elements. However, accord-
ing to software or hardware engineering practices, the
depicted elements and the functions thereof may be imple-
mented on machines through computer executable media
having a processor capable of executing program instructions
stored thereon as a monolithic software structure, as standa-
lone software modules, or as modules that employ external
routines, code, services, and so forth, or any combination of
these, and all such implementations may be within the scope
of the present disclosure. Examples of such machines may
include, but may not be limited to, personal digital assistants,
laptops, personal computers, mobile phones, other handheld
computing devices, medical equipment, wired or wireless
communication devices, transducers, chips, calculators, sat-
ellites, tablet PCs, electronic books, gadgets, electronic
devices, devices having artificial intelligence, computing
devices, networking equipments, servers, routers and the like.
Furthermore, the elements depicted in the flow chart and
block diagrams or any other logical component may be imple-
mented on a machine capable of executing program instruc-
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tions. Thus, while the foregoing drawings and descriptions set
forth functional aspects of the disclosed systems, no particu-
lar arrangement of software for implementing these func-
tional aspects should be inferred from these descriptions
unless explicitly stated or otherwise clear from the context.
Similarly, it will be appreciated that the various steps identi-
fied and described above may be varied, and that the order of
steps may be adapted to particular applications of the tech-
niques disclosed herein. All such variations and modifications
are intended to fall within the scope of this disclosure. As
such, the depiction and/or description of an order for various
steps should not be understood to require a particular order of
execution for those steps, unless required by a particular
application, or explicitly stated or otherwise clear from the
context.

The methods and/or processes described above, and steps
thereof, may be realized in hardware, software or any com-
bination of hardware and software suitable for a particular
application. The hardware may include a general-purpose
computer and/or dedicated computing device or specific
computing device or particular aspect or component of a
specific computing device. The processes may be realized in
one or more microprocessors, microcontrollers, embedded
microcontrollers, programmable digital signal processors or
other programmable device, along with internal and/or exter-
nal memory. The processes may also, or instead, be embodied
in an application specific integrated circuit, a programmable
gate array, programmable array logic, or any other device or
combination of devices that may be configured to process
electronic signals. It will further be appreciated that one or
more of the processes may be realized as a computer execut-
able code capable of being executed on a machine-readable
medium.

The computer executable code may be created using a
structured programming language such as C, an object ori-
ented programming language such as C++, or any other high-
level or low-level programming language (including assem-
bly languages, hardware description languages, and database
programming languages and technologies) that may be
stored, compiled or interpreted to run on one of the above
devices, as well as heterogeneous combinations of proces-
sors, processor architectures, or combinations of different
hardware and software, or any other machine capable of
executing program instructions.

Thus, in one aspect, each method described above and
combinations thereof may be embodied in computer execut-
able code that, when executing on one or more computing
devices, performs the steps thereof. In another aspect, the
methods may be embodied in systems that perform the steps
thereof, and may be distributed across devices in a number of
ways, or all of the functionality may be integrated into a
dedicated, standalone device or other hardware. In another
aspect, the means for performing the steps associated with the
processes described above may include any of the hardware
and/or software described above. All such permutations and
combinations are intended to fall within the scope of the
present disclosure.

While the disclosure has been disclosed in connection with
the preferred embodiments shown and described in detail,
various modifications and improvements thereon will
become readily apparent to those skilled in the art. Accord-
ingly, the spirit and scope of the present disclosure is not to be
limited by the foregoing examples, but is to be understood in
the broadest sense allowable by law.

All documents referenced herein are hereby incorporated
by reference.
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What is claimed is:

1. A system comprising:

a base station optimization server connected to a back haul
network and adapted for association with a cellular LTE
base transceiver station having an RF coverage area and
configured for RF communication with at least a first
and a second mobile transceiver device in the RF cover-
age area, the cellular LTE base transceiver station being
connected to the back haul network,

wherein the base station optimization server is connected
to the cellular LTE base transceiver station and con-
nected to the back haul network in parallel with the
cellular LTE base transceiver station so as to permit a
data packet to flow between any of: (a) the cellular LTE
base transceiver station and the back haul network, (b)
the base station optimization server and the back haul
network and (c) the cellular LTE base transceiver station
and the base station optimization server,

wherein the base station optimization server is configured
to connect to each of the first and the second mobile
transceiver devices via a corresponding LTE bearer that
is redirected through the cellular LTE base transceiver
station to terminate on the base station optimization
server instead of on an initial termination point of that
bearer for each of the first and the second mobile trans-
ceiver devices, wherein the base station optimization
server is adapted to route an application data packet
stream, on behalf of an application that provides stream-
ing application data, from the base station optimization
server to each of the first and the second mobile trans-
ceiver devices via the corresponding redirected bearer
that each mobile transceiver device has at the cellular
LTE base transceiver station when both the first and the
second mobile transceiver devices make a correspond-
ing connection to request the application data, such that
both the first and the second mobile transceiver devices
receive concurrently at least a common portion of the
application data packet stream, and wherein the delivery
of'the application data packet stream occurs while incur-
ring a minimal use of the back haul network.

2. The system of claim 1, wherein the base station optimi-
zation server is adapted to run the application that provides
streaming application data.

3. The system of claim 2, wherein delivery of the applica-
tion data packet streams to the first and the second mobile
transceiver devices occurs without incurring any use of the
back haul network transmission path.

4. A system comprising:

a base station optimization server connected to a back haul
network and adapted for association with a cellular LTE
base transceiver station having an RF coverage area and
configured for RF communication with at least a first
and a second mobile transceiver device in the RF cover-
age area, the cellular LTE base transceiver station being
connected to the back haul network;

wherein the base station optimization server is connected
to the cellular LTE base transceiver station and con-
nected to the back haul network in parallel with the
cellular LTE base transceiver station, so as to permit a
data packet to flow between any of: (a) the cellular LTE
base transceiver station and the back haul network, (b)
the base station optimization server and the back haul
network, and (c) the cellular LTE base transceiver sta-
tion and the base station optimization server;

wherein the base station optimization server is configured
to connect to each of the first and the second mobile
transceiver devices via a corresponding LTE bearer that
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is redirected through the cellular LTE base transceiver
station to terminate on the base station optimization
server instead of on an initial termination point of that
bearer for each of the first and the second mobile trans-
ceiver devices, and wherein the base station optimiza-
tion server is adapted to route an application data packet
stream, on behalf of a first application that provides
streaming application data, to the first and the second
mobile transceiver devices when both the first and the
second mobile transceiver devices make a correspond-
ing connection to request the application data via the
corresponding redirected bearer that each mobile trans-
ceiver device has at the cellular LTE base transceiver
station, such that both the first and the second mobile
transceiver devices receive concurrently at least a com-
mon portion of the application data packet stream from
the base station optimization server, and wherein the
delivery of the application data packet stream occurs
while incurring a minimal use of the back haul network;
and

aregional optimization server connected with a packet data

network gateway (PGW) on the packet data network
side of the PGW and adapted to run a second application
for providing streaming data services to the first and the
second mobile transceiver devices, the regional optimi-
zation server being adapted to route the application data
packet stream being delivered to the first and the second
mobile transceiver devices to the base station optimiza-
tion server, on behalf of the second application that
provides streaming application data.

5. The system of claim 4, wherein the second application
runs either on the regional optimization server or on a server
remote from a boundary of a cellular LTE wireless network
that encompasses the cellular LTE base transceiver station.

6. The system of claim 5, wherein application data packets
are stored at least at the regional optimization server or on the
server remote from the boundary of the cellular LTE wireless
network and transmitted to and stored on the base station
optimization server if the number of mobile transceiver
devices of a plurality of mobile transceiver devices within the
RF coverage area of the cellular LTE base transceiver station
which request the streaming application data exceeds a first
threshold number of mobile transceiver devices.

7. The system of claim 6, wherein a third application runs
on the base station optimization server, and stores the appli-
cation data packets for later distribution to mobile transceiver
devices that request the streaming application data through
corresponding redirected bearers at the cellular LTE base
transceiver station.

8. The system of claim 6, wherein the first threshold num-
ber is determined through a usage-based algorithm.

9. The system of claim 6, wherein delivery of the applica-
tion data packet streams from the base station optimization
server to the first and the second mobile transceiver devices
occurs without incurring any use of the back haul network as
aresult of the application data being stored on the base station
optimization server.

10. The system of claim 6, wherein the application data
packets stored on the base station optimization server are
deleted if the number of mobile transceiver devices of a
plurality of mobile transceiver devices within the RF cover-
age area of the cellular LTE base transceiver station which
subscribe to the streaming application data subsequently
drops below a second threshold number of mobile transceiver
devices for a predetermined interval of time.
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11. A method comprising:

providing a base station optimization server connected to a
back haul network and adapted for association with a
cellular LTE base transceiver station having an RF cov-
erage area and configured for RF communication with at
least a first and a second mobile transceiver device in the
RF coverage area, the cellular LTE base transceiver sta-
tion being connected to the back haul network,
wherein the base station optimization server is connected
to the cellular LTE base transceiver station and con-
nected to the back haul network in parallel with the
cellular LTE base transceiver station so as to permit a
data packet to flow between any of: (a) the cellular LTE
base transceiver station and the back haul network, (b)
the base station optimization server and the back haul
network, and (c) the cellular LTE base transceiver sta-
tion and the base station optimization server, the base
station optimization server being connected to each of
the first and the second mobile transceiver devices via a
corresponding LTE bearer that is redirected through the
cellular LTE base transceiver station to terminate on the
base station optimization server instead of on the initial
termination point of that bearer for each of the first and
the second mobile transceiver devices; and

routing an application data packet stream by the base sta-
tion optimization server, on behalf of an application that
provides streaming application data, from the base sta-
tion optimization server to each of the first and the sec-
ond mobile transceiver devices via the corresponding
redirected bearer that each mobile transceiver device has
atthe cellular LTE base transceiver station when both the
first and the second mobile transceiver devices make a
corresponding connection to request the application
data, such that both the first and the second mobile
transceiver devices receive concurrently at least a com-
mon portion of the application data packet stream, and
wherein the delivery of the application data packet
stream occurs while incurring a minimal use of the back
haul network.

12. A method comprising:

providing a base station optimization server connected to a

back haul network and adapted for association with a
cellular LTE base transceiver station having an RF cov-
erage area and configured for RF communication with at
least a first and a second mobile transceiver device in the

120

RF coverage area, the cellular LTE base transceiver sta-
tion being connected to the back haul network;
wherein the base station optimization server is connected
to the cellular LTE base transceiver station and con-
5 nected to the back haul network in parallel with the
cellular LTE base transceiver station, so as to permit a
data packet to flow between any of: (a) the cellular LTE
base transceiver station and the back haul network, (b)
the base station optimization server and the back haul
network, and (c) the cellular LTE base transceiver sta-
tion and the base station optimization server;
wherein the base station optimization server is configured
to connect to each of the first and the second mobile
transceiver devices via a corresponding LTE bearer that
is redirected through the cellular LTE base transceiver
station to terminate on the base station optimization
server instead of on an initial termination point of that
bearer for each of the first and the second mobile trans-
ceiver devices;
routing an application data packet stream by the base sta-
tion optimization server on behalf of a first application
that provides streaming application data, to the first and
the second mobile transceiver devices via the corre-
sponding redirected bearer that each mobile transceiver
device has at the cellular LTE base transceiver station
when both the first and the second mobile transceiver
devices make a corresponding connection to request the
application data, such that both the first and the second
mobile transceiver devices receive concurrently at least
a common portion of the application data packet stream
from the base station optimization server, and wherein
the delivery of the application data packet stream occurs
while incurring a minimal use of the back haul network;
providing a regional optimization server connected with a
packet data network gateway (PGW) on the packet data
network side of the PGW and adapted to run a second
application for providing streaming data services to the
first and the second mobile transceiver devices; and
routing, by the regional optimization server, to the base
station optimization server, the streamed application
data being delivered to the first and the second mobile
transceiver devices, on behalf of the second application
that provides streaming application data.
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On sheet 8 of 53, in Figure &, line 5, delete “Grtound” and insert -- Ground --, therefor.
On sheet 15 of 53, in Figure 15, line 8, delete “Distiribute” and insert -- Distribute --, therefor.

On sheet 20 of 53, in Figure 20, line 6, delete “MME-iniitated” and insert -- MME-initiated --,
therefor.

On sheet 23 of 53, in Figure 23, line 4, delete “Cellx” and insert -- Cells --, therefor.
On sheet 28 of 53, in Figure 28, line 19, delete “UEBiopmetric” and insert -- UEBiometric --, therefor.
On sheet 29 of 53, in Figure 29, line 11, delete “Detach ,” and insert -- Detach, --, therefor.

On sheet 36 of 53, in Figure 36, line 20, delete “UEsubscribeTiopic,” and
insert -- UEsubscribeTopic, --, therefor.

On sheet 36 of 53, in Figure 36, line 30, delete “UEsubscribeTiopic)” and
insert -- UEsubscribeTopic) --, therefor.

In The Specification:

Signed and Sealed this
Tenth Day of May, 2016

Debatle 7

Michelle K. Lee
Director of the United States Patent and Trademark Office
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In column 2, line 55, delete “Gbps™ and insert -- 30 Gbps --, therefor.

In column 7, line 25-26, delete “publish-subscriber” and insert -- publish-subscribe --, therefor.

In column 7, line 27, delete “and” and insert -- an --, therefor.

In column 7, line 49, delete “and” and insert -- an --, therefor.

In column 10, line 48-49, delete “Policy Charging and Rules Function™ and
insert -- Policy and Charging Rules Function --, therefor.

In column 14, line 21, delete “(Policy Charging and Rules Function)” and
insert -- (Policy and Charging Rules Function) --, therefor.

In column 16, line 45, delete “a the” and insert -- the --, therefor.

In column 17, line 19, delete “follows.” and insert -- follows: --, therefor.

In column 17, line 22, delete “backhaul” and insert -- back haul --, therefor.

In column 22, line 32, delete “Indication™ and insert -- Indicator --, therefor.

In column 22, line 35, delete “indications (CQI)” and insert -- Indicators (CQIs) --, therefor.
In column 22, line 54, delete “QCI” and insert -- CQI --, therefor.

In column 25-26, line 11 (Table 5), delete “QCTI” and insert -- CQI --, therefor.

In column 25-26, line 31 (Table 5), delete “QCTI” and insert -- CQI --, therefor.

In column 27-28, line 15 (Table 5-continued), delete “QCI” and insert -- CQI --, therefor.
In column 27-28, line 67 (Table 5-continued), delete “l.e.,” and insert -- i.e., --, therefor.

In column 31, line 26, delete “indications (CQI)” and insert -- Indicators (CQIs) --, therefor.
In column 31, line 46, delete “QCI” and insert -- CQI --, therefor.

In column 36, line 9, delete “FF_Tech003_v1.11” and insert -- FF_Tech_003_v1.11 --, therefor.
In column 38, line 1, delete “of” and insert -- of, --, therefor.

In column 40, line 10, delete “kpbs,” and insert -- kbps, --, therefor.
In The Specification:
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In column 53, line 60-61, delete “Policy Charging and Rules Function™ and
insert -- Policy and Charging Rules Function --, therefor.

In column 55, line 5, delete “acBarringForEmergency” and insert -- ac-BarringForEmergency --,
therefor.

In column 60, line 5, delete “IMSI,” and insert -- the IMSI, --, therefor.

In column 109, line 6 (Table 12), delete “conrtrol” and insert -- control --, therefor.
In column 113, line 54, delete “interne™ and insert -- internet --, therefor.

In The Claims:

In column 120, line 22, in claim 12, delete “server” and insert -- server, --, therefor.



